e
L
e
U
i 1
—
n
o’

ks

CtWOr

N







CONTENTS

Foreward
Foreword to tha First Edition

Preface

1 Foundation
Problaem: Bullding &8 Natwaork

1.1 Applications
1.2 Requirements
1.2.1 Connectivity
1.2.2 Cost-Effective Resource Sharing

1.2.3 Support for Commaon Sarvices
Network Architecture
1.3.1 Layering and Protocols
1.3.2 0S8l Architecture
1.3.3 Internet Architecture
Iimplementing Netwark Softwara
1.4.7 Application Programming Interface (Sockets)
1.4.2 Exampla Application
1.4.3 Protocol Implameantation lssuas
Purformance
1.5.1 Bandwidth and Latency
1.5.2 Delay » Bandwidth Product
1.5.3 High-Spead Networks
1.5.4 Application Parformance Neads
1.8 Summary

Open lssue: Ubiquitous Networking

Further Resding

Exercises




2 Direct Link Networks
Problam: Physically Connecting Hosts

2.1

Hardware Building Blocks
Z2.1.1 Nodes

2.1.2 Links

Encoding INRZ, NRZI, Manchester, J4BS58)
Framing

2.3.1 Byte-Orientod Protocols (BISYNC, PPP, DDCMP)
2.3.2 Bit-Orientad Protocols (HDLC)
2.3.3 Clock-Based Framing (SONET)
Error Detection

Z2.4.1 Two-Dimensional Parity

2.4.2 Internet Checksum Algorithm
2.43 Cyclic Redundancy Check
Reliable Tranamission

2.5.1 Stop-and-Wait

2.6.2 Sliding Window

2.6.3 Concurrent Legical Channels
Etharnat (802.3)

2.8.1 Physical Properties

2.6.2 Access Protocol

2.6.3 Experiance with Etharmet
Teken Rings (B02 5 FD D)

£.7.1 Physical Properties

2.7.2 Token Ring Meadia Access Control
2.7.3 Token Ring Maintanance
2.7.4 Frames Farmat

2.7.5 FDDI

Wiroless (B02.11)

2.8.1 Physical Propertias

2.8.2 Collision Avoidance

2.8.3 Distribution System

2.8.4 Frame Format

Network Adaptors

2.9.1 Componants

2.9.2 View from the Host
2.9.3 Memory Bottlaneck
2.10 Summary




Contents

Open lssue: Does It Belong in Hardwara?
Further Reading

Exarcisas

32 Packst Switching
Problem: Not All Networks Are Directly Connected
3.1 Switching and Forwarding
3.1.1 Datagrama
3.1.2 Virtual Circuit Switching
3.1.3 Sourcd Routing
Bridges and LAN Switcheas
3.2.1 Learning Bridges
3.2.2 Spanning Trea Algorithm
3.2.3 Broadcast and Multicast
A.2.4 Limitations of Bridges
Call Switching [ATM)
3.3.1 Cells
3.3.2 Segmemtation and Reassembly
3.3.3 Virtual Patha
3.3.4 Physical Layers for AT
3.3.56 ATM in the LAN
Implementation and Performance
3.4.1 Ports
3.4.2 Fabrics
35 Summary
Opan lssus: Tha Future of ATM
Further Reading

Exorcises

4 Internatworking
Problem: Thara Is Mora Than One Natwork
4.1 Simple Internatworking (IP)

4.1.1 Whet Is an Internstwork?
4.1.2 Service Model
4.1.3 Globhal Addressas
4.1.4 Datagram Forwarding in IP
4.1.5 Address Trenslation [ARP}
4.1.6 Host Canfiguration |(DHCP)




Open lssve: Inside versus Outside tha MNetwork
Further Reading
Exarcisas

7 End-to-End Dain
Prablem: What Do Wa Do with the Data?
7.1 Presantation Farmatting
7.1.1 Tasxonomy
7.1.2 Examples (XDR, ASN.1, NDR)
7.1.3 Markup Languages (XML)
Data Compression
7.2.1 Lossloss Compression Algorithms
7.2.2 Image Compression (JPEG)
7.2.3 Vidao Compression (MPEG)
7.2.4 Transmitting MPEG over a8 Natwork
7.2.5 Audio Comprassion (MP3)
.3 Summary
Open lssue: Computer Networks Meet Consumer Eloctronics
Further Raading

Enercises

E Natwaork Sscurity
Froblem: Secoring the Data
8.1 Cryptographic Algorithms

8.1.7 Reguiremoents
B.1.2 Secret Key Encryption (DES)
B.1.2 Public Key Encryption (REAJ
8.1.4 Massage Digest Algorithms (MDS)
8.1.5 Implamantation and Performance
Sacuritly Mechanisms
8.2.1 Authentication Protocols
B.2.2 Message integrity Protacols
8.2.3 Public Key Distribution (X.509)

Example Systams

8.3.1 Pretty Good Privacy (PGP)

8.3.2 Secure Shell (85H)

8.3.3 Transport Layer Security (TLS, SSL, HTTPS)
8.2.4 P Security (IPSEC)




Conlonts

E.d4 Firewalls
8.4.1 Filter-Based Firewalls
E.4.2 Proxwy-Based Firewalls
B.4.2 Limiations
B.8 Summary
Opan lasue: Denial-of-Service Attachks
Further Reading

Exarcises

8 Applications
Problem: Applications Meed Their Own Pratacols
2.1 Name Service (DNS)
8.1.1 Domain Hiararchy
8.1.2 Nama Servers
9.1.3 Name Resolution
Traditional Applications
8.2.1 Elactronic Mail [SMTP. MIME, IMAP)
9.2.2 World Wide Web (HTTP)
9.2.3 Network Management (SNMP)
Multimedia Applications
8.3.1 Raal-tima Transport Protocal (RTP)
9.3.2 Session Control and Call Control (SDP. SIP, H.323)
Ovarlay Networks
9.4.17 Routing Overlays
8.4.2 Pasrto-Paer Networks
9.4.3 Content Distribution Networks

8.5 Summary
Opon Issus: Mew Matwork Artichitecture
Furthar Rasding

Exnrcisas

Glossary

Bibliography

Solutions to Salactad Exercizes
Indax

About the Authors




