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Abstract :

With the constant evolution of connectivity demands and the increasing intricacy of network
infrastructures, many organizations are re-evaluating the effectiveness of conventional
network models. In this context, SD-WAN has emerged as a promising alternative, offering
smarter traffic handling, improved scalability across multiple sites, and better overall network
efficiency.

This project, conducted in collaboration with the company Ooredoo, explores and
contrasts two different networking approaches: the conventional network setup relying on
standard routing protocols, and the SD-WAN model, which is designed for more adaptable
and centralized traffic control. The evaluation takes place in a complex network setting,
involving various connection types and hardware components.

Our goal is to assess how these two network designs perform in terms of speed,
security, adaptability, and ease of administration. Based on this analysis, we aim to offer
practical insights that may assist in deciding whether a shift towards SD-WAN can better
support modern enterprise connectivity needs.

Keywords: SD-WAN, traditional architecture, network optimization, Ooredoo, WAN,
heterogeneous infrastructure.



Résumeé:

Face a I'évolution constante des besoins en connectivité et a la complexité croissante
des infrastructures réseau, de nombreuses organisations réévaluent I'efficacité des modeles de
réseau conventionnels. Dans ce contexte, le SD-WAN s'est imposé comme une alternative
prometteuse, offrant une gestion plus intelligente du trafic, une évolutivité accrue sur
plusieurs sites et une meilleure efficacité globale du réseau.

Ce projet, mené en collaboration avec la société Ooredoo, explore et compare deux
approches réseau : la configuration réseau conventionnelle, basée sur des protocoles de
routage standard, et le modele SD-WAN, concu pour un contréle du trafic plus adaptable et
centralisé. L'évaluation se déroule dans un environnement réseau complexe, impliquant
différents types de connexions et composants mateériels.

Notre objectif est d'évaluer les performances de ces deux conceptions réseau en termes
de vitesse, de sécurité, d'adaptabilité et de simplicité d'administration. Sur la base de cette
analyse, nous souhaitons proposer des éclairages pratiques pour déterminer si une transition
vers le SD-WAN peut mieux répondre aux besoins de connectivité des entreprises modernes.

Mots-clés : SD-WAN, architecture traditionnelle, optimisation réseau, Ooredoo, WAN,
infrastructure hétérogene.
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General Introduction

In today’s rapidly evolving business landscape, organizations face increasing pressure to
optimize their networks and improve connectivity between their geographically distributed
branches. Traditional network architectures often struggle to meet these demands, pushing
companies to explore innovative solutions like SD-WAN, which offer enhanced performance,
flexibility, and simplified management.

This project, carried out within Ooredoo, focuses on comparing two network approaches: the
conventional network model and the emerging SD-WAN technology. Instead of directly
simulating Ooredoo’s network, we designed a random heterogeneous network environment to
analyze how each solution performs in various real-world scenarios, utilizing diverse
connections and devices.

The primary goal of this research is to evaluate essential factors such as security,
performance, centralization, and flexibility, with a focus on optimizing inter-site
communication. Through this study, we aim to offer actionable insights for businesses
considering a shift to SD-WAN, helping them make informed decisions to improve their
network efficiency and adapt to modern connectivity challenges



Chapter 1: State of art

1-Presentation of the host organization : Ooredoo Algeria

Ooredoo, A key player in telecommunications and socioeconomic development. Founded in August
2004, Ooredoo Algeria quickly established itself as a key leader in telecommunications, particularly
among young Algerians, thanks to a bold vision and a solid national network.

An innovator, Ooredoo was a pioneer in the launch of 3G in 2013 and 4G in 2016, now covering 90%
of the Algerian population.

With a dense sales network (more than 250 points of sale across the country), ambitious projects such
as the deployment of 5G, and actions promoting sustainability, Ooredoo continues to play a central
role in Algeria’s digital and social transformation, combining innovation, excellence, and social
responsibility. [6]

1.1- Company’s organization :

Ooredoo Algeria adopts a geographical structure spread throughout the country to ensure the
availability and quality of its services everywhere .

The company is structured around its headquarters in Ouled Fayet, Algiers, which serves as the
planning and decision-making center, as well as a sub-directorate in Bab Ezzouar. These two levels
house general management, technology and engineering departments, and the network monitoring and
infrastructure development teams.. In addition to the 2 others operational directorates, one in the east
at Constantine, and the other at Oran in the west.

Roni Tohme
CEO
|
[ | |

Eastern directorate Central directorate Western Directorate
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- |
Planificati ] i
ananc::tunn Transmission Deploiment Construction Technology Mlnten_ance Implementation
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Figure 1.1- Structure diagram of Ooredoo 1




Ooredoo currently uses a traditional WAN architecture to interconnect its three main directorates and
additional remote sites. This setup is based on two transport types: MPLS, used as the primary link,
and 4G LTE as a backup.

MPLS provides reliable, high-performance connectivity for critical services such as voice, video, and
business applications. In the event of an MPLS failure, traffic is rerouted through the 4G link, which
ensures basic continuity but is not optimized for high-demand traffic.

1.2- The company’s main mission :

Ooredoo Algeria’s main missions are :

-To provide high-quality telecommunications services for individuals and businesses, covering voice,
data, internet connectivity, and value-added services.

-To support the digital transformation in Algeria by developing accessible, efficient, and scalable
digital services.

-To support businesses in their digital transition by offering customized solutions in connectivity,
cybersecurity, cloud computing, and managed services.

-To promote digital inclusion and sustainable development by investing in projects with a strong
societal and environmental impact

2- General context of multi-transport Wan :

A multi-transport WAN refers to an infrastructure that leverages multiple types of physical and logical
network connections; including but not limited to MPLS , broadband Internet, LTE/4G/5G, and fiber-
optic links; to interconnect various organizational sites, data centers, and cloud resources.

This architecture is particularly relevant in an environment where organizations are expanding
geographically and increasingly adopting cloud-based services such as SaaS, laaS, and PaaS. By
utilizing diverse transport mechanisms, enterprises can ensure redundancy, load balancing, cost
efficiency, and improved fault tolerance. Each transport type offers distinct characteristics in terms of
latency, bandwidth, reliability, and cost, making their strategic combination a key enabler of resilient
and adaptable networks. [1]

3- Limitations of traditional multi-transport networks :

However, as the number of connection types increases, so does the complexity of managing traffic
flows and ensuring consistent QoS across all links. Traditional WAN architectures, often built around
MPLS backbones, are being challenged to meet the agility, visibility, and automation requirements of
modern business operations. This context underscores the need for more intelligent network
management solutions capable of dynamically adapting to evolving demands.

Despite offering diversified connectivity, traditional multi-transport WAN architectures are
increasingly viewed as inadequate in addressing the needs of modern enterprises. These limitations
stem primarily from their rigid and hardware-centric design, as well as the lack of centralized visibility
and control.
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One of the most significant drawbacks is the reliance on static routing or conventional dynamic
protocols (e.g., OSPF, BGP) that do not account for real-time network conditions or application
requirements. Traffic engineering is typically complex and inflexible, making it difficult to optimize
performance across multiple links dynamically. Furthermore, traditional WANS lack application-level
awareness, meaning they are unable to prioritize critical business applications over less important
traffic without extensive manual configuration.

Security is another concern. Traditional architectures often require the backhauling of traffic to
centralized data centers for inspection and enforcement of security policies, which introduces
additional latency and degrades performance, especially for cloud-based applications.

Operationally, the management of legacy WAN infrastructures is labor-intensive and time-consuming.
Any modification—such as adding a new branch or adjusting routing policies—typically requires
manual intervention across multiple devices, increasing the risk of human error and configuration
inconsistencies. Additionally, the cost of MPLS circuits remains high compared to broadband
alternatives, placing financial strain on enterprises seeking to expand or upgrade their networks.

These challenges collectively highlight the structural and functional inefficiencies of traditional multi-
transport WANSs and serve as a driving force for the adoption of more adaptive and software-driven
solutions, such as SD-WAN. [2]

4- Problem statement: why migrate to SD-WAN?

Ooredoo currently operates a traditional WAN architecture to connect its three main directorates,
using MPLS as the primary transport and 4G as a backup lin. This model has long ensured network
stability and availability. However it is now showing its limitations in the face of the growing
demands of modern applications, cloud connectivity, and cost-reduction imperatives. The existing
infrastructure lacks dynamic traffic management, centralized control, and the ability to efficiently
utilize multiple transport links. Failover mechanisms are basic, and performance optimization is
limited, especially for latency-sensitive service like voice and video.

In the light of these constraints, Ooredoo is considering a migration to SD-WAN as a more flexible,
scalable, and cost-effective solution.

5- Objectives of the comparative study

This study aims to compare traditional multi-transport WAN and SD-WAN architectures based on
four key criteria:

o Performance: Evaluate latency, throughput, and application handling.
o Cost: Analyze infrastructure and operational expenses.

o Flexibility: Assess scalability and ease of network management.

The goal is to determine which approach better supports modern enterprise connectivity requirements.

-



Chapter 2: Traditional Network Architecture vs.
SD-WAN

1- Traditional Multi-transport Network

1.1-Description of the classic architecture (MPLS, 4G)

This section focuses on the diverse transport mechanisms traditionally employed in multi-site WAN
environments. It offers a detailed technical analysis of the core transport technologies that make up
traditional WAN backbones:

e Multiprotocol Label Switching (MPLS): A high-performance protocol that directs data
along predetermined paths using labels rather than IP addresses. Widely adopted for its
support of Quality of Service (QoS), reliability, and service-level agreements (SLAs), MPLS
has been the cornerstone of many enterprise WAN deployments. [3]

e AG/LTE Networks: Used primarily for backup or temporary connectivity, 4G/LTE provides
wireless access that can supplement or replace wired links in remote or mobile settings. While
flexible and quick to deploy, such connections often face performance inconsistencies and
data cap limitations. [3]

o Fiber Optic Lines: Known for their high bandwidth and low latency, fiber connections are
essential for interconnecting data centers or supporting bandwidth-intensive applications.
However, deployment can be cost-prohibitive and time-consuming, especially in
underdeveloped regions. [3]

1.2- Traditional routing methods (static, dynamic)

Routing is the fundamental mechanism that determines how data traverses a WAN. In traditional
architectures, routing intelligence is typically embedded within edge devices—such as branch
routers—and configured using either static or dynamic methods. This section offers a thorough
examination of both strategies:

o Static Routing: Static routes are manually defined by network administrators and do not
change unless explicitly modified. While this approach is simple and predictable, it lacks
adaptability and fault tolerance. If a link fails, traffic must be rerouted manually or through
additional scripts, which can delay recovery and increase operational overhead. [4]

o Dynamic Routing Protocols: Protocols like Open Shortest Path First (OSPF), Enhanced
Interior Gateway Routing Protocol (EIGRP), and Border Gateway Protocol (BGP) introduce
automation into routing by allowing devices to exchange information about network topology
and choose optimal paths based on metrics such as bandwidth, delay, or hop count. These
protocols enable route recalculation during link failures or congestion, providing a level of
responsiveness absent in static configurations. [4]

Despite the advantages of dynamic routing, traditional WANSs still struggle to meet modern demands.
The inability to prioritize traffic based on application type, user identity, or real-time performance
metrics limits the effectiveness of traditional routing methods. Moreover, the absence of centralized
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policy management makes it difficult to coordinate security, quality, and compliance controls across
multiple sites.

2- SD-WAN Networks

2.1- SD-WAN Definition:

A Software-Defined Wide Area Network (SD-WAN) is a virtual WAN architecture that
allows enterprises to securely connect users to applications using any combination of transport
services, including MPLS, LTE, and broadband internet services. [5]

Software-Defined WAN provides the advantages typically associated with Software-Defined
Networking (SDN) in data centers but for wide area network solutions for enterprise branch offices.
Both SDN and SD-WAN virtualize resources to provide accelerated services delivery, better
performance and improved availability by automating network deployment and management while
reducing the total cost of ownership. [7]

2.2- Components of the SD-WAN architecture

Modern SD-WAN solutions are architected with a clear separation between the control
plane and the data plane. This division enables centralized intelligence and management, while
maintaining distributed and hight-performance traffic forwarding. This model improves
scalability, agility, and simplifies operations. [8]

2.2.1- Control Plane

The control plane is responsible for centralized orchestration, policy management, and
network-wide visibility. It defines how the traffic should flow across the network without
directly handling data forwarding. Its key Components [8]:

e SD-WAN Orchestrator (Central Controller):
Acts as the centralized brain of the SD-WAN solution. It manages:
o Configuration and policy deployment;
o Network-wide monitoring and automation;
o Zero-touch provisioning and topology control.
e Policy and Routing Logic:
Hosted within the controller, this defines:
o Routing decisions based on performance and application type;
o Security and segmentation policies for consistent enforcement across all sites.

2.2.2- Data Plane

The data plane is in charge of forwarding the actual user traffic between endpoints, based
on policies defined in the control plane. Its key Components [9] :

e Edge Devices (SD-WAN Appliances):
Deployed at branches and data centers, these:
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o Enforce routing and QoS policies;
o Establish secure IPsec tunnels;
o Select optimal paths based on real-time link performance.
e Overlay Network:
A virtual network formed by encrypted tunnels (e.g., IPsec), allowing:
o Abstracted routing over various underlay transports (MPLS,
Internet, LTE);
o Application-aware routing and traffic prioritization.
e Performance Monitoring:
Integrated into edge devices to measure metrics like latency, jitter, and
packet loss, which are fed back into routing decisions.

IoAeT [onuo)

Headquarter 2
:
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Figure 2.1- SD-WAN architecture 1 [10]
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2.2.3- Transport (Underlay) Networks

Though not part of SD-WAN logic, underlay networks—such as MPLS, broadband Internet,
and LTE—form the physical infrastructure. SD-WAN overlays dynamically leverage these
links based on predefined SLASs and real-time conditions.
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Figure 2.2- Physical and virtual network decomposition in SD-WAN 1 [10]

2.3- Different SD-WAN on the international market:

The Gartner Magic Quadrant for SD-WAN as of September 2023 highlights Fortinet as the
clear leader, positioned highest in both "Ability to Execute" and "Completeness of Vision."
Cisco and Broadcom (VMware) also appear in the Leaders quadrant, though slightly behind
Fortinet. Companies like Palo Alto Networks, Versa Networks, and HPE are positioned as
strong contenders with robust visions but slightly lower execution. Juniper Networks is
classified as a Visionary, showing innovation yet lacking in execution compared to the
leaders. Huawei stands alone in the Challengers quadrant, indicating strong execution but a
less complete vision. Niche Players such as Peplink, Ericsson (Cradlepoint), and Barracuda
reflect more limited market impact and strategic vision in the SD-WAN space. This chart
provides a strategic snapshot of the competitive SD-WAN vendor landscape.
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Figure 2.3- Gartner’s magic quadrant for SD-WAN vendors — September 2024 1 [11]

2.3.1- Which SD-WAN technology to use? :

Feature Cisco SD-WAN Fortinet SD-WAN
Core platform Viptela (integrated with Integrated into FortiGate
10S-XE) new generation firewall

(NGFW)

Components required

vManage, vSmart, vBond,
vEdge/cEdge, optional:
Umbrella/Duo

FortiGate , optional:
FortiManager,

FortiAnalyzer

Security integration

Requires separate

Natively built-in with

integration (Umbrella, FortiOS
Firepower)
Management interface vManage FortiManager/ FortiGate

GUI/ FortiOS

Routing support

Advanced, enterprise-grade
(BGP, OSPF, EIGRP)

Full routing support with

simpler configuration

SD-WAN policies

Template-driven in
vManage; flexible but

complex

GUI or CLI-based; easier

for smaller team

Scalability

Excellent; built for large-

String for both SMBs and




scale networks

large distributed entreprises

Licensing model

Multi-tier (DNA, vBond,

vManage, etc)

More unified license per

FortiGate unit

Cost

Higher TCO with multiple

components and licenses

Lower TCO with bundled

features

Deployment Complexity

High, requires multiple
controllers, certificates,

config

Low to Medium, simpler
with FortiGate’s all-in-one

design

Ideal use case

Large enterprises with deep
Cisco investment & skilled

teams

Distributed networks
needing security+SD-WAN

simplicity

Table 2.1- Comparison table for Fortinet and Cisco SD-WAN 1

After careful evaluation, we chose Fortinet Secure SD-WAN for our project due to its
seamless integration of networking and security features within a single platform. Unlike
Cisco SD-WAN, which requires multiple components such as vManage, vSmart, vBond, and
additional security tools, Fortinet provides a consolidated solution through FortiGate
appliances, simplifying both deployment and ongoing management. We were particularly
drawn to the ease of configuration, the built-in next-generation firewall and ZTNA
capabilities, and the ability to manage everything through a unified interface. This not only
reduced complexity and deployment time but also lowered the overall cost of ownership.

Fortinet’s approach aligned perfectly with our need for a secure, scalable, and easy-to-operate

SD-WAN solution, especially for a distributed environment where simplicity and strong

security are critical.

2.4- Operation of SD-WAN

In this subsection, we explore how SD-WAN operates from a high-level perspective, focusing on the
principles that drive its functionality and decision-making processes. Unlike traditional networks that
rely on static configurations and decentralized control, SD-WAN leverages centralized, software-

driven control for managing and optimizing network traffic. Key operational elements include [12] :

e Dynamic Path Selection: SD-WAN uses real-time performance metrics such as bandwidth,
latency, jitter, and packet loss to intelligently route traffic across the most suitable path. This
decision-making process is automated, allowing the network to adjust dynamically as
conditions change, such as during link failure, congestion, or fluctuating traffic demands.

o Application-Aware Traffic Steering: One of the standout features of SD-WAN is its ability
to prioritize network traffic based on application requirements. It ensures that high-priority
applications, such as VolIP or video conferencing, receive preferential treatment over less
critical traffic. This is achieved through deep packet inspection (DPI) and integrated traffic
management algorithms that allow the SD-WAN to understand the nature of traffic at the
application level, enabling more granular control.

e Centralized Policy Management: The SD-WAN orchestrator centralizes the creation and
enforcement of policies for the entire network. Administrators define policies based on
business needs, performance requirements, and security protocols. These policies are

)



automatically applied across all connected edge devices, ensuring consistency and ease of
management across all sites, regardless of geographic location.

e Security and Encryption: SD-WAN incorporates robust security measures such as end-to-
end encryption, secure tunneling protocols, and firewall protections to safeguard data as it
traverses potentially unsecured public or private networks. Unlike traditional WANSs, where
security is often bolted onto the network as an afterthought, SD-WAN integrates security
features into its core architecture, ensuring that secure connectivity is inherent in the network
design.

Through these principles, SD-WAN operates in a highly flexible, efficient, and secure manner,
drastically reducing manual intervention and offering a level of agility and control that is often
unattainable in conventional WAN architectures.

2.5- Advantages compared to classic topologies

This section outlines the advantages of SD-WAN compared to traditional multi-transport WANS,
emphasizing its ability to address the inherent limitations of conventional network models. The
benefits of SD-WAN are especially relevant in the context of modern enterprises, where cloud
computing, mobile workforces, and high-bandwidth applications are increasingly common. [2]

e Improved Agility and Flexibility: SD-WAN allows for the rapid deployment of new sites,
services, or applications, often without the need for new hardware. Network configurations
and policies can be changed on-the-fly via the centralized orchestrator, which provides a level
of operational flexibility that traditional networks simply cannot match. This is particularly
beneficial in organizations with rapidly changing or expanding network needs.

e Reduced Operational Costs: By leveraging low-cost broadband Internet connections, SD-
WAN enables businesses to reduce their reliance on expensive MPLS circuits. The ability to
mix multiple transport types—such as broadband, LTE, and MPLS—provides cost-effective
solutions for geographically distributed sites. Additionally, SD-WAN’s centralized
management model reduces the administrative burden, further lowering operational costs.

e Enhanced Performance and Reliability: SD-WAN improves network performance through
dynamic path selection and real-time traffic optimization, ensuring that high-priority traffic
consistently receives the necessary resources. In comparison, traditional WAN architectures
often struggle with inefficient traffic routing, leading to performance bottlenecks and poor
user experiences.

e Centralized Security: Unlike traditional WANSs, where security often requires separate
configurations at each site, SD-WAN integrates security directly into the architecture.
Features such as end-to-end encryption, secure tunneling, and built-in firewalls ensure that
security is managed centrally and uniformly across all network endpoints.

e Simplified Network Management: With SD-WAN’s centralized management and policy-
based control, administrators can configure, monitor, and manage network performance from
a single platform. This significantly reduces the complexity of managing a multi-site WAN
compared to traditional networks, where each site may require separate configuration and
troubleshooting.

This comparative analysis highlights SD-WAN as a more efficient, cost-effective, and future-proof
solution for modern enterprises, offering greater flexibility, improved performance, and stronger
security than traditional network architectures.




3-Conclusion:

By contrasting traditional multi-transport WANs with SD-WAN architectures, it becomes
evident that while legacy models provide stability through MPLS and static or dynamic routing, they
fall short in adaptability and visibility. SD-WAN, through its centralized intelligence, dynamic routing
capabilities, and link-aware decision-making, offers a more responsive and efficient alternative. The
selection of Fortinet as the SD-WAN solution in this study reflects its strong integration features and
market reliability, preparing the ground for practical validation through simulation.
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Chapter 3: Methodology and simulation scenarios

1- Simulation environment

1.1- Presentation of the EVE-NG platform

EVE-NG (Emulated Virtual Environment — Next Generation) est une plateforme avancée d’émulation
de réseaux, utilisée massivement par les ingénieurs, chercheurs et étudiants pour simuler des
architectures complexes en environnement entiérement virtualisé, sans matériel réel. [13]

EVE-NG operates as a centralized virtual machine that runs on a hypervisor (such as VMware
Workstation, ESXIi, or other virtualization solutions). Its architecture allows users to interconnect
various virtual network appliances—routers, firewalls, switches, and end devices—within a graphical
topology builder that can be accessed via any modern web browser. [14]

One of the key strengths of EVE-NG lies in its multi-vendor compatibility. It supports a wide range of
images from network equipment vendors such as Cisco, Fortinet, Juniper, Palo Alto, and others. This
flexibility makes it ideal for simulating heterogeneous network environments, such as hybrid WAN
architectures involving SD-WAN overlays, IPsec tunnels, BGP routing, and transport-layer diversity
(e.g., MPLS, LTE, broadband).

1.2- Software resources

In order to build and run the network simulation environment, two primary software resources were
used:

e EVE-NG Community Edition
The EVE-NG (Emulated Virtual Environment - Next Generation) Community Edition is a free
and open-source network emulation platform. It provides a robust framework for designing
and testing complex network topologies that include multiple vendors and protocols. It allows
for interactive CLI-based configurations through a web browser, enabling real-time simulation
of routing, switching, tunneling, and SD-WAN functionalities. Its scalability and vendor-
neutral architecture make it ideal for both academic and professional experimentation.

e VMware Workstation Community
VMware Workstation is a type 2 hypervisor that enables the creation and management of
virtual machines on a single physical computer. In this project, it was used as the host
environment for deploying the EVE-NG virtual machine. It provides reliable hardware-level
virtualization, resource allocation (CPU, memory, network interfaces), and network adapter
bridging, all of which are essential for ensuring the smooth operation of the emulated lab
environment.
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Figure 3.1 —Console of the EVE-NG Virtual machine running on VMware Workstation 1

1.3- Justification for choosing this tool

EVE-NG was chosen for this study due to its ability to integrate multi-vendor images within a

single topology. Unlike vendor-specific simulators (e.g., Cisco Packet Tracer or Fortinet's

FortiManager lab tools), EVE-NG supports both proprietary and open-source images, making

it ideal for simulating hybrid environments such as multi-transport WANSs. Furthermore, EVE-

NG allows for advanced features such as IPsec tunneling, BGP peering, traffic analysis, and

SD-WAN behavior—all within a scalable virtual framework. Its support for CLI-based and

GUI-based configurations enhances its applicability for academic experimentation and real-

world enterprise scenarios.

1.4- Virtual images used:

To implement our two topologies we are using the virtual images as follows:

Image

Description

File Name

-

* vIOS

Cisco vios router

vios-adventerprisek9-m.spa.159-3.m6.qcow2

-

» Switch

Cisco vios switch

i186bi-linux-I12-adventerprisek9-15.1a.bin

» Fortinet

Fortigate firewall
VM64

FGT_VM64_KVM-v7.2.M-build2726-
FORTINET.out.kvm




Virtual Pc Eve-ng integrated

=

> VPC

E.I Linux Netem eve-ng-addons-netem_2.0.3-61_amd64.deb
. virtual machine

I Hetem

@ Linux desktop linux-ubuntu-18.04.06-desktop.tar.gz
o
I Linue-desk

Table 3.1- virtual images used 1

2- Topology of the traditional network
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Figure 3.2- Traditional Multi-Transport topology with MPLS and 4G connectivity 1
2.1.1- Explication of the Topology

The displayed figure represents a traditional multi-transport WAN architecture used to interconnect
Ooredoo’s three main sites: the Head Office (HQ — 10.10.0.0/24), Branch 1 (10.20.0.0/24), and Branch
2 (10.30.0.0/24). This design incorporates two distinct WAN transports: MPLS as the primary
connection (orange cloud) and 4G LTE as the secondary backup (red cloud). Each site is equipped
with a router (R-HQ, R-BR1, R-BR2), a Layer 2 switch, and a PC. The routers are dual-homed to both
the MPLS and 4G infrastructures, using two separate IPsec VPN tunnels—one over MPLS
(192.168.100.0/30) and the other over 4G (192.168.200.0/30)—to ensure secure inter-site

communication.

The two main steps of implementation for this traditional multi-transport WAN topology are:




1. Tunnel Configuration and Routing Setup
This step involves configuring two IPsec tunnels per site: one over the MPLS transport
(primary) and one over the 4G transport (backup). Each tunnel is secured with crypto policies,
with appropriate tunnel interfaces assigned IP addresses. Routing protocol is implemented to
enable inter-site communication through these tunnels.

2. Redundancy and Failover Mechanisms
IP SLA and tracking are configured to monitor the health of the MPLS tunnel. If the MPLS
tunnel fails, the tracking mechanism triggers a failover to the 4G tunnel, ensuring continuous
connectivity. This setup provides resilience and automatic backup switching in case of
primary link degradation or outage.

2.2- Configuration :

2.2.1- Implementing the routing protocol:

router

Figure 3.3 - BGP protocol implementation 1

Figure analysis:

We enabled the BGP routing on the three edge routers with the same AS-number which is
65000

The “neighbor 10.X.X.2 allowas-in” command allows this router’s own AS-number to
appear in the as-path because we’re in an iBGP case between the 3 branches, where the
BGP policy doesn’t allow the bgp router to accept a prefix if it sees its own AS number in

it, to avoid loops.

|
router bgp

neighbo

neighbor

Figure 3.4 - PE-MPLS BGP implementation 1




Figure 3.5 - ISP-4G BGP implementation 1

2.2.2- GRE over IPsec implementation

tunnel ce gabitEthe
tunnel ination 18.1

!
interface Tunnelll
ip addr

tunnel
tunnel stination 10

stination 18.2

tunnel
tunnel

Figure 3.6 — GRE tunnels creation 1

Figure analysis:
Since we’re configuring a full-mesh topology, each branch should have a tunnel over each

link to each branch.
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match adc

match addre

Figure 3.7 — IPsec crypto map configuration 1

Figure analysis:

The “crypto ipsec transform-set ts-gre ..” command create a transform-set named ts-
gre that defines the encryption and integrity algotithms to use, needed to be used in a
crypto map
The “mode transport” command to encrypts only the payload, not the ip header
because they’re used by GRE tunnels
The “crypto map gre-map X ipsec-isakmp” commands are used to apply an IPSec
encryption to the GRE tunnels, mentioning the other peer of the tunnel, and the
transform-set already created , and the ACL matched to the encryption
i
crypto isakmp policy 10
encr

hash
authentication pre-share

Figure 3.8 — ISAKMP policy and pre-shared keys 1




Figure analysis:

- The “crypto isakmp policy 10” command creates IKE phasel policy with the priority
id 10, defining the encryption and hashing algorithms, the authentication method, and
D-H group to use during the key negotiation between the VPN peers

- “crypto isakmp key ooredoo123 address 10.x.x.x” sets the shared key used for the

authentication between the VPN nodes

Figure 3.9 — GRE access-lists implementation 1

- Configuring access-lists matching numbers with the crypto-map, that permit a GRE

access between tunnels nodes

2.2.3- Track and failover implementation
Our network is based on the MPLS connection, and using 4G as a backup link, so here

we configure the failover and backup

route-map prefer-mpls permit 10
set local-preference
I

route-map backup-4g permit 10
set as-path prepend 6 0

Figure 3.10 — route-map configuration for priority links 1

Figure analysis:

- Configure a route-map named prefer-mpls with a local preference 200 higher than the
default value to prefer the mpls link as main link
- Configure a route-map named backup-4g making the 4G less preferred by artificially

lengthening the AS path




redundancy
|
|

track 1 ip sla 1 reachability

Figure 3.11 — Tracking and SLA configuration 1

Figure analysis :
- The command “ track 1 ip sla 1 reachability” created a track object 1 linked to IP
SLA 1, to track the reachability of a remote ip
- Theipslal creates SLA operation id 1, that pings remote MPLS link ip to check its
reachability and availability.
-The pings are sent every 5 seconds, with a wait up to 1000ms for each response,
and a minimum of 2 failed replies to consider the link as unreachable.

no scheduler allocate

[

action cli “"enable”
action 2.8 cli command "configure
action cli command
action ¢ cli command "no ne 16.° 1.2 shutdown™
let
event track 1 state
action B cli comma
cli command
cli commant
action ¢ cli command " neighbor .2 shutdown"
|

end

Figure 3.12 — Event manager for failover 1

Figure analysis :

- The event manager “enable-mpls-peer” script watches track 1, if it goes up, it
enables the bgp neighbor

- The event manager “disable-mpls-peer” script runs when track 1 is down, it

shuts down the bgp neighbor, and the traffic switched to 49
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Figure 3.13 — Apply route-map on BGP neighbors 1

Figure analysis:

- The “neighbor 10.100.1.2 fall-over bfd” command stands for bidirectional
forwarding detection to monitor the neighbor link and provide fast failure detection

- “neighbor 10.100.1.2 route-map prefer-mpls in” applies the prefer-mpls route map
on incoming routes

- “neighbor 10.200.1.2 route-map backup-4g out” applies the backup-4g route-map

on outgoing routes

2.2.4- Quality of service implementation
We’ll define class maps and policy map and allocate bandwidth/priority to specific

traffic classes.

ip name APPS

30

iidth percent 20
critical-app
dth percent
class-default
fair-queue
|

Figure 3.14 — Quality of service configuration 1




Figure analysis :
- The command “match dscp ef” matches traffic with DSCP value EF which marks
latency-sensitive traffic which is VOIP in our case
- The command “match dscp af41” matches traffic with DSCP value AF41 which is
meant for high-priority data like video-conf in our case
- Define a policy-map named WAN-QOS which specifies how traffic classes are
handled
» Assign priority percent 30 for VOIP and guarantee 30% of the bandwidth for
this class and ensure low latency
» Assign bandwidth percent 20 for video traffic without a strict priority, and
also for other critical APPS defined in the acl APPS

2.2.5- Access-lists implementation

ip access
permit
permit
permit udp

ip access-1
permit ip
permit ip 1

deny

Figure 3.15 — ACLs configuration 1

Figure analysis:
- Access list APPS to identify application traffic, matches the application traffic
HTTPS, SSH, and SNMP coming from the lan

- Implement access-list HQ_IN to allow the traffic from the other 2 LANs




3- Topology of the SD-WAN network

3.1- Topology:
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Figure 3.16 — SD-WAN topology 1

Topology Explanation:

The illustrated topology represents a secure and redundant SD-WAN architecture using IPsec

tunnels, enabling intelligent traffic steering based on application type and real-time link

performance metrics such as latency, jitter, and packet loss, where MPLS link serving as the

primary transport for latency-sensitive applications, and a 4G network acting as a secondary

failover path and an active transport medium for low-priority or non-latency-sensitive traffic.

IPsec tunnels are established over both transport links, providing secure, encrypted

communication between sites.

3.2- Configuration

Fortinet offers two methods for the fortigate’s configuration, the first one by the console
interface using a set of commands, and the second one using the management graphic user
interface GUI

3.2.1- IPSec tunnels phase 1 configuration:
Since we are configuring a full-mesh topology, we will need to configure 2 tunnels

between each 2 sites, one for each link. Each tunnel should be configured in interface

mode to be used later in SD-WAN configuration.




The phase 1 configuration of IPsec tunnels includes configuring peers ip addresses,

interfaces, and encryption methods. Starting with central site :

FortiGate M # config vpn ipsec phasel-interface

nterface) #

rface

tatic-fortigate

Figure 3.17 — HQ-BR1 IPSec tunnel phasel configuration 1

Figure analysis:

- Create an IPsec tunnel ipsec-brl-mpls for the MPLS link, on the interface port2, and
ipsec-brl-4g for the 4g link on port3

- The command “set peertype any” allows the fortigate to accept a VPN connection
from any remote peer, regardless of its identity

- The command “set wizard-type simplified-static-fortigate” indicates that the VPN
tunnel was configured using fortinet’s simplified VPN setup wizard, tailored for static
site-to-site Fortigate-to-Fortigate deployments.

- We used an encryption with a pre-shared key which is ooredoo123, the value after the
command “set psksecret ENC...” represents the key after encryption.

- “set proposal des-md5 des-shal” sets legacy encryption ans hashing algorithms.

- We configure the same parameters for both links IPsec tunnels from BR1 to central

site changing the convenient peers ip addresses, as it’s shown in the figure below
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Figure 3.18 — BR1-HQ IPSec tunnel phasel 1

With graphic user interface :

Name
Comments Comment -
MNetwark k=)
IP Version 1Pv4
Remote Gateway Static IP Address -
IP Address 10.100.2.1
Interface W MPLS (port2) -
Local Gateway s ]
Mode Config
NAT Traversal Disable | Forced
Keepalive Frequency 1o
Dead Peer Detection Disable | Onldie
DPD retry count 3
DPD retry interval 20 s
Forward Error Correction Egress Ingress
E3 Advanced...
Authentication # Edit

Authentication Method : Pre-shared Key

IKE Version : 1, Mode : Main (ID protection)

Phase 1 Proposal | © Add

Encryption DES

Encryption DES

Diffie-Hellman Groups

Key Lifetime (seconds)

Local ID

v Authentication

v Authentication

20300
A0 19
5014/

86400

Figure 3.19 - IPsec phase 1 configuration 1

3.2.2- IPSec tunnels phase 2 configuration
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Figure 3.20 — HQ-BR1 ipsec tunnel phase? interface configuration 1




Figure analysis:

Phase 2 configuration defines the encryption parameters and traffic selectors used to establish the

secure tunnel for actual data transfer after phase 1 has successfully completed.

- Link the phase2 configuration with the appropriate phasel tunnel using “set
phaselname ipsec-brl-mpls/4g”.

- Use the same legacy algorithms used in phase 1 for phase2 encryption

- “set src-addr-type name” indicates that the source and destination addresses for the
traffic selectors are specified using address object names, not IP ranges or subnets
directly.

- “set src-name all/ set dst-name all” means this tunnel will match and allow all traffic
between the two sites.

- We configure the same parameters for both IPsec tunnels created from BR1 to HQ

Figure 3.21 — BR2-HQ ipsec tunnel phase2 1

With graphic user interface :

Phase 2 Selectors

Name Local Address Remote Address
ipsec-bri-mpls all all >
Edit Phase 2 =)
Name psec-bri-mpls

Comments

Local Address Named Addre - | | all -
Remote Address Named Addre - | all -
= Advanced...

Phase 2 Proposal | €@ Add

Encryption DES ~ Authentication MDS -~

X

Encryption DES ~ Authentication SHAL -~

Enable Replay Detection
Enable Perfect Forward Secrecy (PFS)

32 31 30 29 28 27
Diffie-Hellman Group 21 20 19 18 i7 16
15 14 s -] E1l

Local Port Al

Remote Port Al

Protocol Al

Auto-negotiate

Autokey Keep Alive

Key Lifetime Seconds -~

Seconds 43200

Figure 3.22 - IPsec phase 2 configuration in GUI 1




Ipsec tunnels state’s check:
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Figure 3.23- IPsec tunnels state on the HQ FortiGate 1
3.2.3- SD-wan configuration:
The configuration of the sd-wan concerns configuring its members first which are going to be the
ipsec tunnels already configured, then the health-check SLA for link monitoring, after that the

routing rules for each branch, and last thing the static default route.

Figure 3.24— SD-wan zone configuration 1

Figure analysis:

- The command “set status enable “ activates the SD-WAN feature on the FortiGate
- We create a new zone “vpn-zone” to group IPsec interfaces into sd-wan logic, beside

the default zone “virtual-wan-link”

SD-WAN members configuration:

c-brl-mpls"

Figure 3.25 — SD-wan members configuration 1




Figure analysis:

- We define the actual SD-WAN members and assign them to the appropriate zone

- Each member has an ID to identify it and use it easily later

- All the 4 tunnels are added as members to the vpn-zone with a default priority value 1
for MPLS links tunnels (preferred) and priority 2 for 4G links tunnels (lower
preference).

With graphic user interface :

SD-WAN Zones  SD-WAN Rules Performance SLAs
Edit SD-WAN Member Vot | s
Download N N Upload
- M ipsec-br1-mpls B ipsec-bri-mpls
) -hrl- ¥ [Mipsec-bri-4g A M ipsec-bri-4g
Inteface = Ipsec brl leE [ ipsec-br2-mpls 4 T [ ipsec-br2-mpls
- B ipsec-br2-4g bl | B ipsec-br2-4g
SD-WANZone & vpn-zone v . 4
Gateway 0000
Cost 0 Interfaces Gateway Cost
Pr’iDritY 0 1 @ virtual-wan-link
L] @ vpn-zone
Status ° Enabled 0 Disabled * (@ ipsec-bri-mpls 0000 0
® @ ipsec-bri-4g 0.0.00 o
® @ ipsec-br2-mpls 0000 0
* @ ipsec-br2-4g 0.0.00 0

Figure 3.26- SD-WAN zones and members display 1

SD-WAN health-check configuration :

CLI Console {(2)

Fortigate-HQ # config system sdwan
config system sdwan

Fortigate-HQ (sdwan) # config health-check
Fortigate-HQ (health-check) # edit "bril_monitor”

Fortigate-HQ (bri_monitor) # show
config health-check
edit "bri_monitor”
set server "18.208.8.1"
set members 2 1
config sla
edit 1
set latency-threshold 188
set jitter-threshold 286
set packetloss-threshold 5
next
end
next
end

Fortigate-HQ (br1_monitor) # D

Figure 3.27 — SD-wan SLA configuration 1

Figure analysis:

This figure defines links monitoring criteria to mesure performance, failover, and quality of
network links in real time.




- We create 2 link monitors on each fortigate, one for each branch. In the figure we

have configured the SLA on the HQ fortigate, one for branch 1 (brl_monitor) and one

for branch 2 (br2_monitor)

- For each monitor we set the server as the IP address of a device in the destination lan,

and the track members the 2 ipsec tunnels towards the destination to track their

availability

- We define the sla performance metrics where : latency=50, jitter=20, packetloss=>5.

If a link exceeds these SLA thresholds it’s marked either unhealthy, unstable, or

unreliable, and the traffic is routed via the second link.

With graphic user interface :

ipsec-br2-mpls: Q0.00%

ipsec-br2-mpls: @ 10.38ms

125ms
ipsec-bri-4g
e L B B e ol i i L e e e e Bl B B fipsec-bri-mpls 7
75ms
50ms
25ms
Oms - — _ N -
21:15:30 21:16:00 21:16:30 21:17:00 21:17:30 21:18:00 21:18:30 21:19:00 21:1%:30 21:20:00 21:20:30 21:21:00 21:21:30 21:22:00 21:22:30 21:23:00 21:23:30
# Edit| @ Delete Q
Name * Detect Server & Packet Loss Latency Jitter Failure Threshold * Recovery Threshold %
bri_monitor 102001 ipsecbri-4g:00.00% ipsec-bri-4g 0'11.30ms ipsec-bri-4g 05 76ms 5 5
ipsec-bri-mpls: Q0.00% ipsec-bri-mpls: @ 12.10ms ipsec-bri-mpis: ©4.87ms
Bl br2_monitor 103001 ipsec-br2-4g:@0.00% ipsec-br2-4g 8 10.41ms ipsec-br2-4g$3.22ms 5 5

ipsec-br2-mpls: @4.16ms

Figure 3.28- SD-WAN SLA performance 1

SD-WAN rules configuration :

Tt
Tt
Tt
Tt
Tt
Tt
Tt
Tt
Tt
Tt

ottt

(i e e e e O

Figure 3.29 — SD-wan rules configuration 1




Figure analysis:
This is where traffic routing policies are defined based on protocols and link priority.

- Rule 1 for VolP traffic from central site to branchl , using UDP protocol with the
ports 5060/5061 (default SIP ports), setting the source as the local LAN and
destination as the remote LAN, defining priority members as member 1 and member 2
(MPLS and 4G tunnels), and the link-cost-factor as jitter since the VVolP traffic is
jitter-sensitive.

- Rule 2 for HTTP traffic from central site to branchl which is not latency-sensitive or
jitter-sensitive. Using protocol TCP with the port number 8080, with same source and
destination as first rule, and defining priority members as member 2 then member 1
(4G first then MPLS)

- Rule 3 for RTP traffic (VisioConf traffic) from central site to branchl , using UDP
protocol with the ports 5004 (for audio) and 5006 (for video) , setting the same source
and destination as previous rules, defining priority members as member 1 and member
2 (MPLS and 4G tunnels), and the link-cost-factor as latency since the RTP traffic is
latency-sensitive.

- We configure the same rules for the connection with branch2, changing the source and

destination addresses, and the priority members using 3 and 4.

Best quality link selection:

SD-WAN Zones ~ SD-WANRules  Performance SLAs
#CreateMew | # Edit W Clone W Delete | | Search Q
ID Name Source Destination Criteria Members
Bl @
1 voip_traffic_brl 3 lan1 3 lan2 Jitter (2 ipsec-bri-mpls V]
(@) ipsec-bri-dg
2 http_traffic_bri & lanl & lan2 (@ ipsec-bri-4z @
(@) ipsec-bri-mpls
3 RTP_traffic_brl & lanl & lan2 Latency (@ ipsec-bri-mpls &
(=) ipsec-bri-4g

Figure 3.30- SD-WAN rules and link selection 1




3.2.4- SD-wan static route configuration

FortiGate- 6 : # config router static

Figure 3.31 — SD-wan static route configuration 1

Figure analysis:

- We configure a static route to tell the fortigate how to forward traffic using SD-WAN
virtual interface rather than a specific physical one,

- It’s a default route 0.0.0.0/0 with the exit interface vpn-zone

3.2.5- Routing protocol configuration
Since we are simulating a multiple path topology and we need a scalability and control over how

routes are exchanged across multiple sites, BGP is highly recommended for this usecase, and the

configuration shown below is a general BGP configuration on a Fortigate. [15]

FortiGate /M # config router bgp

nable

C

ril-mpls"™

psec-brl-mpls™

Figure 3.32— BGP routing configuration 1

Figure analysis:

- “set keepalive-timer 10” defines how often BGP sends a small  I’m alive > message
to its peer, if no message is received within this interval, fortigate sends one
proactively.

- “set holdtime-timer 20” defines the maximum time to wait before considering the
BGP peer as dead if no keepalive is received.

- “set ebgp-multipath/ ibgp-multipath enable” allows load balancing over multiple
equal-cost BGP paths in both eBGP and iBGP.

- “set additional-path enable” enables advertising multiple paths for the same prefix,

it is helpful for the sd-wan performance




- “set scan-time 10 defines how often BGP checks the routing table for updates (in
seconds), needed for SD-WAN environment where tunnel performance or availability
can shift rapidly.

- “set soft-reconfiguration enable” enables the fortigate to store inbound BGP updates
from peers before applying policies,

- “set as-override enable” allows the fortigate to rewrite the ASN in outbound

updates to avoid the iBGP split horizon rule.

BGP neighbor check :

= Q
€| Routing
Type h Interfaces
W BGP S 4G (port3)
A \ [E MPLS (port2)
13 ) | Il ipsec-bri-4g
rove
Q Route Lookup | & [+) Search Q
Network % Gateway IP & Interfaces % Distance &
10.20.0.0/24 10.200.2.1 @ ipsec-bri-4g 200

10.30.0.0/24 10.200.1.2 # 4G (port3) 20

10.30.0.0/24 10.100.1.2 ® MPLS (port2) 20

Figure 3.32- BGP routes 1

3.2.6- Firewall policy configuration

FortiGate-VM&4-KVM # config firewall policy

FortiGate -V A M (poli ) # sk
confi i 4
edit 1

Figure 3.33 — Firewall policy configuration 1

Figure analysis:

The fortigate is basically a firewall, so it is configured by default with a policy that denies all the

traffic, so we have to define 2 firewall policies to allow traffic between LAN and WAN.




- First rule allowing WAN to LAN traffic, defining the vpn-zone as the source interface,
and ALL protocols/ports are allowed. Setting the schedule of this policy’s activity as
‘always’

- Second rule allowing LAN to WAN traffic, configuring the same parameters as the
first rule except the source and destination interfaces.

- The commands “set logtraffic all” and “set logtraffic-start enable” are configured
to save the logs of all sessions on this fortigate, when any session starts.

With graphic user interface :

B Dashboard £t B Delete

'3' Network

Q Policy Lookup | Search Q K] Bt It

B Poicy 506 Name From To Saurce Destination Schedule Service Action NAT Security Profiles Log
# Policy & Objects
Firucl Polcy By vl @ BlnHpoty) Sa Fd Baws WAL vACET  ODibel  [dwoigetin O
P DS olicy [an_to wan K LanHQfport) & vpnzone a2l a4 [ alvays AL ¥ ACCEFT ) Disabled noinspection @ Al

Figure 3.33 — Firewall policy configuration for SD-WAN zone 2

4. Conclusion:

With the simulation environment established on EVE-NG, it was possible to build and test
realistic topologies that mirror both traditional and SD-WAN architectures. The use of virtualized
network devices, combined with a structured topology design and clear configuration strategies,
ensured reliable conditions for performance assessment. This methodological setup provides the
foundation for the next phase of analysis, where both models are subjected to real traffic and network
impairments.




Chapter 4: Results and discussion

1- Evaluation criteria:

In order to objectively evaluate the performance of the two studied architectures , we

defined a set of evaluation criteria focused on QoS and network resilience. These

criteria not only help quantify network performance but also reflect each

architecture’s ability to ensure service continuity under various traffic confitions or

link failures.

1.1-

Latency: measures the transmission delay between two nodes. This is critical

for real-time applications such as voice and video conferencing.

1.2-

Packet loss: The percentage of packets lost during transmission, which

directly impacts the quality of sensitive services.

1.3-

Failover capability: the network’s ability to quickly respond to the failure of

one of the links in order to ensure service continuity.

- Instead of using a pre-configured tools to simulate the different types of traffic (HTTP,

VoIP, RTP), we have used python scripts for each type of traffic. The following scripts

represent the VolP and RTP traffic:

user@ubuntu18-desktop: ~

File Edit View Search Terminal Help

GNU nano 2.9.3 voip sim.p

import socket
import time
target_ip= "1

0
060

ip: bob@domain.com SIP/2.0
/2.0/UDP 10.10.0.100:5060

start= time.time()
sock.sendto(sip_request,(target_ip, target_port))
print("sent SIP invite")

try:

ime()
d-start)*1000
T: {rtt_ms:.2f}ms")

except socket.timeout:

print("no reply(packetloss or delayed)")
time.sleep(1)
except KeyboardInterrupt:
print("voip simulation ended")

s

openv & visio_conf.py save

import socket

import time
target_ip="10.30.0.100"
audio_port=5004
video_port=5006

fake_audio_packet= b"\x80\xe0\x00\x01"+b"audio_rtp_simulation”
fake_video_packet= b"\x80\xed\x86\x02"+b"video_rtp_simulation”

sock_audio= socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
sock_video= socket.socket(socket.AF_INET, socket.SOCK_DGRAM)

sock_audio.settimeout(2)
sock_video.settimeout(2)

try:
while True:
start_audio=time.time()
sock_audio.sendto(fake_audio_packet, (target_ip, audie_port))
print("rtp audio sent")
try:
data, addr= sock_audio.recvfrom(2048)
rtt_audio= (time.time() - start_audio)*1000
print(f"[audio] rtt: {rtt_audio:.2f}ms")
except socket.timeout:
print(f"[audio] timeout")

start_video=time.time()
sock_video.sendto(fake_video_packet, (target_ip, video_port))
print("rtp video sent")
try:
data, addr= sock_video.recvfrom(2048)
rtt_video= (time.time() - start_video)*1600
print(f"[video] rtt: {rtt_video:.2f}ms")
except socket.timeout:
print(f"[video] timeout")
time.sleep(0.5)

Pytp\on ~ Tabwidth:8 v Ln1, Col

Figure 4.1- Python scripts for traffic simulation 1




2- Traditional network tests :

2.1- Link Redundancy check :

Figure 4.2- BGP routing redundancy check 1

Figure’s interpretation:

- The command “show ip bgp 10.20.0.1” shows the BGP routing information for the
prefix 10.20.0.0/24

- Theroute 10.100.1.2 (MPLYS) is preferred due to higher local preference (200 VS 100)

- The route via 10.200.1.2 (4G) is still valid and available as a backup path

2.2- Failover packet loss:

We initiate a continuous ping command (of 50 packets) to establish a connectivity
test to a remote site, sending packets constantly for a period of time. Then, we proceed to

disable the interface.

Figure 4.3- Continuous ping packets send 1

We have disabled the bgp neighbor :

t (Interface fla

DP-5-MBRCHG: LDP Neighbor 10.200.1.1:@ (2) is DOWN (Inte

Figure 4.4- Neighbor interface shutdown 1




As we have initiated a continuous ping, we continue our observation :

s (ICMP type:3, code:3, Destination

10.10.8.1 ic ) > ti s pe:3, C 3, Destination
port unr

Figure 4.5- Continuous ping behavior 1

Figure analysis:

- We observe that connectivity is restored after a short period of time, as packets continue to be
sent normally. When there is an outage on the MPLS BGP neighbor, switching to the 4G neighbor

occurs.

- However, this switchover process takes some time, resulting in packet loss during this transition

measured at 16%.

- As we continue to make successive failover tests, the link switch result a 5% packet loss from

the 5™ test onward.

2.3- Traffic overload :

To evaluate the behavior of the traditional network under pressure, we simulated
concurrent traffic flows (VolP, HTTP, and RTP) between the sites (from HQ to BR1).
This test aimed to observe how the network handles high-demand scenarios and how it
impacts latency.

The results extracted from the RTT values measured during each flow, clearly show
increased delay, especially for latency-sensitive applications like VoIP and RTP. The
following histogram illustrates the minimum, average, and maximum latency recorded

during the test for each traffic type:




2504

mmm Min Latency
= Avg Latency
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Figure 4.6- Latency per traffic type in traditional network 1
2.4- Behavioral analysis of network under varying impairments:

To assess the resilience of this architecture, we initiated simultaneous VolP, HTTP,
and RTP traffic across the MPLS link and monitored their routing paths and performance.

Initially, the traffic followed the MPLS path as expected.

We then artificially increased the jitter on the MPLS link to 40ms.

HETem Configuration
METem Configuration

thO—>ethl onfigure link eth® —> ethl
i o _Limit
Jitter: 40 ms I

ethl—>eth@ Conf igure link ethl —-> eth@
Symmetric Same config as eth® —> ethil

Load Load configuration from file

Sawve Save configuration to file

Shell Open a console

Shutdown Shutdown the UM

from 10._
calp
tx pathid:

Figure 4.7- Link’s Jitter changes and BGP routing check 1

Despite this degradation, the routing remained unchanged and the RTT values began

to rise, particularly affecting real-time traffic.

Further we introduced a latency of 100ms on the MPLS link.




NETem Configuration
NETem Conf iguration

contfigure Iink eth® —> ethl
P p—
100 ms . Jitter: 40 ms
Loss <None >
ethl->ethe Configure link ethl —> eth@®
Symmetric Same config as eth® —> ethil

Load Load configuration from file
Save Sawve configuration to file
Shell Open a console

Shutdowun Shutdown the UM

“-hgitshow 5
bGP routing tab : 5.20.0.0/2 : 20

, localpref 2 id, external, best
tx pathid

(10.200.101.1)
alid, external

Figure 4.8- Link’s Latency changes and BGP routing check 1

Even with this significant impairment, the routing still did not switch to the 4G backup link, due

to the absence of dynamic traffic-aware mechanisms in traditional routing.

Consequently, the latency-sensitive traffic experienced further degradation in performance.

.84ms
invite
. 34ms
S invite
85.31ms
ACvoip simulation ended
user@ubuntul8-desktop:~S l

user@ubuntu18-desktop: ~

File Edit View Search Terminal Help
[http] rtt mesured: 312.91ms
[http] rtt mesured: 830.51ms
[http] rtt mesured: 517.16ms
[http] rtt mesured: 423.43ms
[http] rtt mesured: 470.31ms

Figure 4.9- RTT values after varying impairments 1

This test highlights the limitations of traditional dynamic routing and the lack of adaptability in
traditional WAN setups

3- Tests for SD-WAN network

3.1- Packet path analysis using the Traceroute command:




Fortigate-HQ #

Figure 4.10- Traceroute command’s result 1

Figure interpretation:

- The command “traceroute” was executed on device Fortigate-HQ with the

destination address 10.20.0.2

- The traffic successfully reaches the destination using the iosec-brl-mpls tunnel,
via the address 192.168.100.2.

- This indicates that SD-WAN routing is working properly.

3.2- Failover and link switch :

We use a continuous ping command to establish a connectivity test to a remote
site, sending packets constantly for a period of time. Then, we proceed to disable the

interface.

Fortigate-HQ # execute ping-options repeat-count 50
) # execute ping 10.20.0.2
2 (10.20.0. t

19.20.09.

time=36.7 ms

from 1@ 3 3 tt time=

from 1 S
from 10 g icmp 5 =5 time=152.
s from 10. .9.2: icmp_seq=6 tt time=203.

Figure 4.11- Continuous 50 Ping packets 1

We have disabled the ipsec tunnel assigned to the destination:

a # MPLS (port2) [# Physical Interface 10.100.1.1/255.255.255.252

=0 B sz (@ Tunnel Interface 192.168.100.1/255,255.255.255

Figure 4.12- IPsec tunnel shutdown on Frotigate-HQ 1

As we have initiated a continuous ping, we continue our observation :




Figure 4.13- Behavior of continuous ping 1

Result interpretation:

- We observe that connectivity is restored after a short period of time, as packets continue to be
sent normally. When there is an outage on the IPsec-mpls tunnel, switching to the 4G IPsec tunnel

occurs.

- However, this switchover process takes some time, resulting in packet loss during this transition

measured at 4%.

- We have enabled the MPLS tunnel again, then we proceed a traceroute command. We observe
that the traffic is re-routed to the MPLS tunnel again with no packet loss. As fortinet states:
“performance SLA link monitoring measures the health of links.. if a link is broken, the routes on
that link are removed and traffic is routed through other links. When the link is working again, the

routes are re-enabled.”

Rules  Performance SLAs

Latency | Jitter
los

B30 23300 23380 B0 233930 24000 234030 200 234130 234200 234230 234300 234330 2300 234430 234500 234530
Q

Name # Detect Senver % Packet Loss Latency Jitter Failure Threshold # Recowery Threshold +

420 300% ipsecbrl-4g.076.33ms ipsecbr1-4z 0 60.10ms
:04.00% ipsecbrl-mpls:Q 42.30ms ipsecbrl-mpls: 0 45.81ms

brl_monitor 102001

103001 4z/058.93ms.

hitpaws amazon.com/

Figure 4.14- Packet loss SLA on GUI 1

Figure analysis :

- The figure represents the packet loss SLA of branch 1 monitor on the fortigate GUI.




- The packet loss has of the ipsec-br1-mpls tunnel has increased during the period when
the tunnel was disabled, then it started decreasing once the tunnel is enabled again.

- We have proceed the failover test once more, we observe the packet loss

Figure 4.15- Packet loss after second failover 1

Result’s interpretation :

- We notice that unlike the first test, and since the tunnels and routes already active and
established, failover was faster, resulting in a 2% packet loss, because once alternate
IPsec tunnels are established after the first failover, subsequent ones are faster and
more stable, reducing convergence time and packet loss.

- As we continue to make successive failover tests, the link switch result a 0% packet

loss, because no new session state or route recalculation is required.

3.3- Traffic overload:

In this test, we simulated a scenario of high traffic load by generating three types of

concurrent flows: VoIP, RTP, and HTTP. The histogram below illustrates the RTT measurements
for each traffic class:

BN Min Latency
E Avg Latency
140 4 EE Max Latency

Latency (ms)

Figure 4.16 — Latency per traffic type in SD-WAN network 1

As shown, SD-WAN maintained lower and more stable latency across all applications, thanks to
its application-aware routing and real-time link monitoring, confirming the efficiency of its
dynamic traffic steering and SLA-based decision-making.

40




3.4- Behavioral analysis of SD-WAN under varying network impairments:

This section focuses on testing SD-WAN’s responsiveness to network impairments such
as latency, jitter, and packet loss. By intentionally degrading one of the transport links, we
evaluate how the SD-WAN solution reacts; specifically, whether it reroutes traffic to the

secondary link based on the SLA thresholds defined in the configuration.

These scenarios replicate real-world issues like congestion or unstable connections. The
objective is to assess the system’s ability to maintain service continuity and enforce optimal path

selection under degraded conditions.

3.4.1- MPLS jitter degradation :
To evaluate SD-WAN’s ability to ensure VoIP performance, we simulated

increasing jitter on the primary link.

First we initiated a continuous VolP traffic from HQ to BR1 and check on the

fortigate the opened sessions on the port 5060

Figure 4.17- SIP session in SD-WAN 1

Figure analysis:

- The figure shows the list and details of opened sessions on port 5060

- The command “diagnose sys session list | grep —A 10 5060

- The output line “sdwan_mbr_seq= 1 sdwan_service id=1" describes that the SD-
WAN member used in this session is the one with id 1, which is ipsec-brl-mpls, and
the SD-WAN rule id followed is the one with id 1 which is the VoIP rule. And this is

the normal case of routing without varying the jitter value.

Next, we set the jitter for the MPLS link to a value that’s higher than the one configured

in the SLA link monitor, in our case we set it to 40ms (> 20ms)




Hf?em Conf iguration
NETem Conf iguration

thO—>ethl onfigure link eth® —> ethl
Bandwidth <No Limit>

Delay 40 ms, Jitter: 40 ms
Loss <None>
ethl->etho Conf igure link ethl —> etho
Symmetric Same config as eth® —-> ethil
Load Load configuration from file
Save Save configuration to file
Shell Open a console
Shutdown Shutdown the UM

Figure 4.18- MPLS jitter changes 1

Since we have initiated a continuous VolP traffic, the flow doesn’t stop. We check the

opened session for the port 5060

Figure 4.19- SIP session on SD-WAN 1

Result interpretation :

The opened session this time shows the line “ sdwan_mbr_seq=2

sdwan_service id=1"

The sdwan VolIP policy (service_id=1) selects the ipsec-brl-4g (mbr_seq=2) as a
member for this session, which means that the switch to the better quality link with a

lower jitter value is successfully done.

3.4.2- MPLS latency degradation :
This time, we simulated increasing latency on the primary link, to evaluate the

ability of SD-WAN to ensure RTP performance.

First we initiated a continuous RTP traffic from HQ to BR1 and check on the
Fortigate the opened sessions on the ports 5004 ( RTP audio port) and 5006
(RTP video port).




auth_inf
=0 url_

u info: fla

Figure 4.20- RTP session in SD-WAN 1

Figure analysis:

- The figure shows the list and details of opened sessions on port 5004

- The command “diagnose sys session list | grep —A 10 5004”

- The output line “sdwan_mbr seq= 1 sdwan_service id=3" describes that the SD-
WAN member selected in this session is the one with id 1, which is ipsec-br1-mpls,
and the SD-WAN rule followed is the one with id 3 which is the RTP rule. And this is

the normal case of routing without varying the Latency value.

Next, we set the latency for the MPLS link to a value that’s higher than the one configured

in the SLA link monitor, in our case we set it to 100ms (> 50ms)

NETem Configuration
NETem Conf iguration

the->ethl onf igure link eth® -> ethl

Bandwidth <MNo Limit>
Delay 100 ms, Jitter: 40 ms
Loss <None?>

ethl->etho Conf igure link ethl -> etho
Symmetric 3ame config as eth® -> ethl

Load Load configuration from file
Save Save configuration to file
Shell Open a console
Shutdown Shutdown the UM

< 0K >

Figure 4.21- MPLS latency changes 1

Since we have initiated a continuous RTP traffic, the flow doesn’t stop. We check the

opened session for the port 5006 (same thing for 5004)




Figure 4.22- RTP session in SD-WAN 1

Result interpretation :

- The opened session this time shows the line “ sdwan mbr seq=2

sdwan_service id=3"

- The sdwan RTP policy (service_id=3) selects the ipsec-brl-4g (id=2) member for this

session, which means that the switch to the better latency link is successfully done.

3.4.3- 4G packet loss degradation:

Now, and since the 3 types of traffics are routed through the 4G link, we increase its

packet loss to 100% to force the link to become unusable.

NETem Configuration
NETem Configuration

tho->ethl onf igure link eth® -> ethl

Bandwidth <Mo Limit>
Delay <None>
Loss 100 x
ethl->ethe Conf igure link ethl -> eth@®
Symmetric Same config as eth® -> ethl

Load Load configuration from file
Save Save conf iguration to file
Shell Open a console
Shutdown Shutdown the UM

< DK >

Figure 4.23- 4G packet loss changes 1

We check the opened session for the any of the 3 traffics (ex

5060 )

:checking for port 80 and




=po |
(before,after)
policy id=2

Figure 4.24- HTTP and SIP sessions in SD-WAN 1

Result interpretation:

- Basically, the HTTP traffic is routed through the 4G tunnel, but as the figures shows,
this traffic is routed now through the MPLS tunnel (mbr_seq=1) according to the SD-
WAN’s HTTP service (service id=2)

- The SIP traffic is also re-routed through the MPLS tunnel again according to the SIP
service (service_id=1)

- As the packet loss exceeded the defined SLA thresholds, the SD-WAN mechanism
detected the degradation and dynamically rerouted the all the traffic through the
MPLS tunnel.

4- Conclusion:

To summarize, the tests and comparative evaluations conducted in this chapter reveal
the inherent limitations of traditional architectures, particularly in adaptability and
traffic control. Conversely, SD-WAN demonstrates significant strengths, including
intelligent routing, application-aware prioritization, and rapid failover capabilities.
These insights pave the way for more robust and scalable network design, which will

be further reflected in the final analysis and future outlook in the next chapter.




Chapter 5: Conclusion and Future Work

1- Summary of results
This section presents a consolidated view of the key findings obtained through the various

tests conducted on both the traditional and SD-WAN topologies. By analyzing metrics
such as latency, packet loss, and failover performance under different traffic and
impairment scenarios, we highlighted the behavioral differences between the two
architectures. The results are summarized through comparative graphs and table to

illustrate how SD-WAN improves network efficiency, responsiveness, and resilience.

1.1-  Failover efficiency:

Packet Loss Evolution During Failover Tests

16 4
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—e— Traditional
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Test Number

Figure 5.1- Packet loss evolution during 1

- The packet loss curve illustrates that SD-WAN recovers from degraded conditions
much faster than the traditional network, starts at 4% in the first test, drops to 0%
from the 3" test onward, indicating a rapid convergence and stabilization thanks to
intelligent traffic steering and link monitoring mechanisms.

- In contrast, the traditional setup shows limited improvement and fails to adapt
dynamically, resulting in persistent losses.




1.2- Traffic overload resilience:
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Figure 5.2 — Latency comparison by traffic type 1

- The latency histogram under simultaneous VolP, RTP, and HTTP flows highlights
SD-WAN’s ability to maintain lower RTTs for critical traffic by leveraging real-time
link metrics and directing less sensitive traffic over secondary link.

- Conversely, traditional routing lacks this granularity, resulting in higher and less
predictable latencies.

1.3- Overall behavior under impairments:

The following comparative table summarizes the performance observed under
each type of degradation:

Criteria Traditional network SD-WAN

Jitter response

No route adaptation

Dynamic traffic rerouting

Latency increase

No reaction, RTT

increases sharply

Rerouting to maintain
low RTT

Packet loss recovery

Late, passive failover

Fast failover based on
thresholds

Traffic overload

All traffic on main link

Traffic split by SLA rules

Table 5.1-Overall behavior comparison 1

2- Contribution of SD-WAN in a multi-transport environment
- Dynamic path selection : SD-WAN continuously monitors link performance (latency,

jitter, packet loss) and dynamically selects the optimal for each type of traffic.

- Application-aware routing: traffic is classified based on its criticality, allowing real-

time services like VoIP and RTP to use MPLS link, while best-effort services (e.g.,

HTTP) are routed over 4G

E



- Centralized policy enforcement: centralized configuration enables precise control
over routing decisions and simplifies management in complex network environments

- Rapid failover: in the event of link degradation or failure, SD-WAN quickly reroutes
traffic to backup links, minimizing packet loss and downtime.

- Load balancing & link utilization: SD-WAN can distribute traffic across multiple
links according to defined SLA rules, improving overall link utilization and reducing
congestion

- Enhanced resilience: through proactive monitoring and intelligent steering, SD-WAN
ensures continuity and performance even under traffic overload or link impairments.

- Transport independence: the ability to abstract the underlying transport (MPLS,

LTE/4G, broadband, etc.) allows greater flexibility and cost optimization

3- Future perspectives and improvements

This study confirmed the advantages of SD-WAN in handling diverse network conditions through
dynamic routing and real-time link evaluation. Building on these results, future work could explore:

» Real-world deployment in enterprise environments to validate scalability and reliability.

» Convergence of SD-WAN and security in SASE (Secure Access Service Edge) frameworks [2]
» Al-powered automation for network optimization and troubleshooting [2]

* Enhanced support for remote and hybrid work environments [2]

* Integration with 5G networks for improved mobility and reliability [2]

 Multi-cloud optimization capabilities for distributed applications [2]

» Migration to a hub-and-spoke topology to improve scalability and simplify routing in large
enterprise environments.

These perspectives aim to further strengthen SD-WAN’s role in building intelligent, resilient,
and adaptive network infrastructures.




Conclusion:

The goal of this research was to examine the drawbacks of conventional WAN architectures in a
multi-transport setting and assess the advantages of SD-WAN as a cutting-edge substitute. We
evaluated both models on important performance measures like latency, packet loss, and failover
behavior using theoretical analysis and real-world simulations with EVE-NG.

The conventional architecture showed predictable but constrained adaptation under changing network
conditions since it relied on static methods and established failover paths. On the other hand, SD-
WAN demonstrated improved responsiveness through intelligent traffic steering and real-time
connection monitoring, enabling improved performance and resilience, especially in situations where
the system is overloaded or degraded.

The findings demonstrated that SD-WAN offers an application-aware, centralized, and adaptable
method of inter-site communication, making it perfect for businesses overseeing a variety of
transportation linkages. In dynamic, high-demand situations like Ooredoo's, SD-WAN works better
than classic approaches, which are still applicable in simpler settings.

In addition to highlighting SD-WAN's operational advantages, this comparison study set the stage for
next innovations that will improve enterprise network efficiency and agility, like cost-performance
analysis, cloud service integration, and Al-based traffic management.
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