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Abstract

Sixth-generation (6G) networks represent a major leap in modern telecommunications,
delivering ultra-high speeds, minimal latency, and the ability to connect a massive num-
ber of devices. However, these technological advancements also introduce significant
cybersecurity challenges, particularly Denial-of-Service (DoS) and Distributed Denial-
of-Service (DDoS) attacks, which threaten the stability, availability, and reliability of
6G infrastructures. This dissertation proposes an intelligent security protocol based on
Large Language Models (LLMs), leveraging their advanced capabilities in data analy-
sis and anomaly detection to safeguard network traffic. The PROGRES platform was
adopted as a real-world use case to simulate DoS/DDoS attack scenarios within a real-
istic environment, using a modified version of the CICIDS2017 dataset tailored to the
6G context. The study evaluates both traditional machine learning (ML) modelssuch as
Random Forest (RF), K-Nearest Neighbors (KNN), Logistic Regression (LR), Decision
Tree (DT), and Support Vector Machine (SVM)and advanced LLMs, including ELEC-
TRA, DistilGPT-2, and DistilBERT. All models were assessed using a comprehensive
set of metrics: accuracy, precision, recall, F1-score, throughput, latency, resource uti-
lization, and energy consumption. Results revealed that DistilBERT outperformed other
models in terms of detection accuracy and reliability, although it required higher com-
putational resources. Conversely, traditional ML models showed greater efficiency in
speed and resource usage but at the cost of lower accuracy. These findings underscore
the potential of LLMs to enhance security in 6G wireless communication systems, while
also highlighting the need to balance performance with computational efficiency for
practical deployment.

Keywords: 6G Networks, Security, DoS/DDoS Attacks, System Availability, LL.Ms,
DistilBERT.



Résumé

Les réseaux de sixieme génération (6G) représentent un bond majeur dans les télé-
communications modernes, offrant des vitesses ultra-rapides, une latence minimale et
la capacité de connecter un nombre massif dappareils. Toutefois, ces avancées tech-
nologiques introduisent également dimportants défis en maticre de cybersécurité, no-
tamment les attaques par déni de service (DoS) et par déni de service distribué (DDoS),
qui menacent la stabilité, la disponibilité et la fiabilité des infrastructures 6G. Cette dis-
sertation propose un protocole de sécurité intelligent basé sur les modeles de langage
de grande taille (LLM), tirant parti de leurs capacités avancées en analyse de données
et détection danomalies pour sécuriser le trafic réseau. La plateforme PROGRES a été
adoptée comme cas dutilisation réel pour simuler des scénarios dattaques DoS/DDoS
dans un environnement réaliste, en utilisant une version modifiée du jeu de données CI-
CIDS2017, adaptée au contexte 6G. Létude évalue a la fois les modeles traditionnels
dapprentissage automatique (ML), tels que Random Forest (RF), K-Nearest Neighbors
(KNN), la régression logistique (LR), larbre de décision (DT) et les machines a vecteurs
de support (SVM), ainsi que les LLM avancés, notamment ELECTRA, DistilGPT-2 et
DistilBERT. Tous les modeles ont été évalués selon un ensemble complet de métriques
: exactitude, précision, rappel, score F1, débit, latence, utilisation des ressources et con-
sommation énergétique. Les résultats ont révélé que DistilBERT surpassait les autres
modeles en termes de précision de détection et de fiabilité, bien quil exige davantage de
ressources informatiques. En revanche, les modeles ML traditionnels ont montré une
meilleure efficacité en matiere de vitesse et de consommation de ressources, mais au
détriment de la précision. Ces résultats soulignent le potentiel des LLM pour renforcer
la sécurité des systemes de communication sans fil 6G, tout en mettant en lumiere la né-
cessité déquilibrer les performances et lefficacité computationnelle pour un déploiement
pratique.

Mots clés: Réseaux 6G, Sécurité, Attaques DoS/DDoS, Disponibilité du systeme, LLMs,
DistilBERT.
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Introduction

Each new generation of wireless technology has significantly transformed how we in-
teract and communicate. The transition from fifth generation (5G) to sixth generation
(6G) represents a substantial leap in redefining our interaction with the digital world,
commonly referred to as cyberspace, and is closely associated with digital technologies
and interconnected systems enabled by the Internet. These advances allow people to
interact, work, learn, play, and share information across digital devices and networks.
6G is expected to become a vital connectivity force, driving digital transformation and
expanding its applications beyond entertainment [1]. These applications and unprece-
dented communications also expand the scope of network attacks, making security a
major concern. DoS and DDoS attacks pose a serious threat to the availability and reli-
ability of the service. In these circumstances, current security measures must keep pace
with 6G technologies [2].

In light of these new threats, the way forward for developing intelligent, adaptive, ex-
plainable security solutions lies with artificial intelligence (Al) integration, in particular,
LLMs. LLMs can massively analyze large and heterogeneous data streams to detect
stealthy attack patterns such as DoS and DDoS in real time. They furthermore carry the
ability to explain reasoning transparently and adjust to emerging threats, making them
a vital stone for next-generation 6G security frameworks [3].

6G Networks, with their ultra-fast speeds and massive connectivity, are increasingly
exposed to cyber threatsespecially DoS and DDoS attacks that can disrupt availabil-
ity and degrade service quality [4]. Traditional security methods lack the intelligence
and adaptability to detect and respond to these attacks in real-time due to the complex
and dynamic nature of 6G environments. To overcome these limitations, LL.Ms offer a
promising solution by enabling real-time traffic analysis, anomaly detection, and intelli-
gent mitigation of such threats [5]. This approach enhances the security, resilience, and
reliability of 6G networks.

Our contribution is focused on detecting DoS/DDoS attacks in 6G using LLMs. This
work presents a valuable contribution to the field of 6G network security through the
following:

12



1. Proposing an intelligent security protocol based on LLLMs for real-time detection
of DoS/DDoS attacks.

2. Designing a realistic simulation scenario using the PROGRES platform to evalu-
ate the proposed solution in an academic environment.

3. Creating a customized dataset that mimics 6G network behavior, based on CI-
CIDS 2017.

4. Comparing the performance of LLMs with traditional ML models in terms of
accuracy, speed, and resource efficiency.

This dissertation is structured as follows.

» Chapter 1: this chapter provides essential background information on 6G net-
works, followed by the fundamentals of security in 6G networks.

* Chapter 2: presents related work on the use of LLMs in network security and
introduces the proposed methodology.

» Chapter 3: this chapter describes the simulation scenario, implementation, and
evaluation of the proposed solution.

13
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Background on Security in 6G
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1.1 Introduction

The evolution of wireless communications has witnessed rapid progress from the first
generation (1G) to the upcoming 6G networks. Each generation has brought new ca-
pabilities and challenges, particularly regarding security. 6G promises higher speeds,
lower latency, and smarter applications, but it also faces new types of cyber threats that
need to be addressed [6]. Security is a critical aspect of 6G, ensuring the protection of
data and services from attacks such as DoS, which can disrupt network availability [7].

This chapter provides a background on 6G technology, its architecture, and the impor-
tance of security in this new era, focusing on the challenges and threats related to DoS
attacks.

1.2 Part 1: Background on 6G

The field of wireless communications has seen new developments in communication
networks. The focus of each network changed according to the requirements at that
time.

Integration of Al into 6G technology will revolutionize communication by enabling
smarter networks to adapt and optimize without human intervention. However, these
networks also present security challenges [1].

Cyberattacks and data security are becoming increasingly challenging in 6G, making
Al-powered security solutions essential to protect networks from advanced threats and
continuously monitor for potential anomalies and attacks. Al provides strategies to deal
with the size and complexity of networks and the security challenges expected in 6G.
So, while we faced the same security challenges in previous generations, Al was not as
advanced and powerful as it is now [1].

This part explores the evolution from 1G to 6G, highlighting the need for 6G and its
main features. It covers 6G architecture, technologies, applications, and challenges.

1.2.1 The Evolution of Wireless Communication Networks: From
1G to 6G:

Wireless networks have evolved significantly across generations, each introducing ma-
jor technological improvements. According to [8, 9], the main developments from 1G
to 6G are as follows:

1. The 1G focused on voice communications, using Frequency Division Multiplex-
ing (FDMA) technology at 2 kbps. Therefore, the mobile service was very poor.
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2. The second generation (2G) provided Short Message Service(SMS) and Multime-
dia Messaging Service(MMS) services at frequencies between 30 and 200 kHz,
along with voice communications, expanding the capabilities of mobile networks.

3. With the advent of the third generation (3G), mobile data services became a key
feature, enabling mobile internet access due to increased speeds of up to 2 Mbps
with a frequency range of 15 to 20 MHz.

4. The fourth generation (4G) represented a qualitative leap, facilitating large-scale
data consumption and introducing the first mobile broadband services via Long
Term Evolution (LTE) networks.

5. The 5G has enhanced connectivity by integrating the Internet of Things (IoT) with
industrial automation systems, driving innovation across various industries.

6. Following the significant development of the 5G, studies have begun to launch
the 6G as its successor around 2030. 6G is human-centered, so security, confi-
dentiality, and privacy must be higher in the implementation of 6G compared to
other generations.

Fig.1.1 represents the evolution of cellular mobile communications.
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TDMA/FDMA

Voice services using
FDMA

Figure 1.1: The evolution of cellular mobile communications .

1.2.2 The Need for 6G: Progress Beyond SG Connectivity

According to [1], the growth of IoT and industry has significantly expanded the capacity
of the network. 5G technology supports diverse and new applications such as deep-sea
and space tourism, holographic communication, and the Internet of Everything (IoE)
through high-frequency millimeter wave (mmwave) functions and speed-sensitive En-
hanced Mobile Broadband (eMBB) services. eMBB services refer to one of the pri-
mary use cases of 5G technology that significantly increases data rates, capacity, and
network coverage, especially in densely populated areas. It supports applications like
high-definition video streaming, virtual and augmented reality experiences, and faster
internet access on mobile devices [10].

However, the 5G network faces challenges in providing smart services due to its lack of
some of the features that were taken and distinguished by the 6G technology, which is
considered an evolutionary step and a qualitative shift, as it provides amazing features
such as providing unprecedented speed, reliability, and safety.

The 6G technology has high-frequency bands, including the terahertz(THZ)frequency,
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for a faster data transfer rate and a wider bandwidth.

1.2.3 6G Definition

The 6G network is the latest technology in the field of cellular networks. It is a project
currently under research and development and will be marketed in 2030.

The 6G vision focuses on longer battery life, reliability, and human-centric services,
with potential applications like holographic calls, flying networks, and the tactile in-
ternet. Key technologies include THz communications, and integration of Al also im-
proves network systems to be more robust and perform complex tasks such as optimiza-
tion, classification, and clustering, which are used in multiple fields and industries. It
can also help in network management and predict problems before they occur. This
means better quality connections, faster responses, and improved security [9].

1.2.4 Comparison Between 5G and 6G

Based on the studies in [11]and [12], the key differences between 5G and 6G are sum-
marized in Table 1.1.

Generation 5G 6G
Year 2020 2030
Data rate 10Gbps 1Tbps
Latency 1-5ms < Ims
Al integration Limited Fully
Maximum Frequency 300 GHz Upto 1 THz
Reliability 99.9% 99.999999%
Maximum spectral efficiency 30 bps/Hz 100 bps/Hz
Satellite integration Limited Fully
Density of devices 10° [devices/km?] | 107 [devices/km?]
Maximum Bandwidth 1GHz 100Ghz

Table 1.1: Comparison between 5G and 6G technologies.

1.2.5 6G Architecture

According to [13], a simple taxonomy of the 6G architecture, based on four layers, is
illustrated in Fig.1.2.

1. Intelligent Sensing Layer: This is the foundational layer responsible for collecting
real-world data using IoT devices, sensors, and monitoring systems. It gathers
environmental information, detects statuses, and measures various parameters for
Al-driven automation.
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2. Intelligent Edge Layer: This layer processes and analyzes data closer to its source
to reduce latency and improve efficiency. It includes tasks like data filtering,
knowledge discovery, feature extraction, and storage at the edge, ensuring real-
time responsiveness.

3. Intelligent Control Layer: Acts as the hub for decision-making on the network,
optimizing resources, and managing network functions. It includes parameter op-
timization, resource allocation, task scheduling, and policy learning, often using
Software-Defined Networking (SDN) and cloud-based management.

4. Smart Application Layer: the top layer that delivers Al-driven services and ap-
plications for smart cities, intelligent transportation, smart industries, and health-
care. It focuses on automation, service provisioning, distributed services, and
performance evaluation to enhance user experiences.
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Figure 1.2: Intelligent 6G Architecture.

This dissertation focuses on the application layer within the architecture of 6G networks.

1.2.6 6G Applications

As shown in Fig.1.3 and supported by recent studies [14, 15, 16, 8], 6G is expected
to support a wide range of innovative applications across different sectors, enabled by
its advanced capabilities such as high speed, low latency, and intelligent connectivity.
Among these applications:
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. Extended Reality(XR): 5G has improved Virtual Reality /Augmented Reality
(VR/AR) experiences with high bandwidth and low latency, but issues like latency
and file compression remain. 6G will address these by enabling real-time transfer
of large, lossless files and enhancing dynamic VR/AR through advanced sen-
sors.XR in 6G will combine ultra-reliable low-latency communication (URLLC)
and eMBB, though security and privacy challenges persist. A new multiple-access
approach has been proposed to support mass connectivity for multisensory XR
applications in 6G networks [8].

. Healthcare and remote surgeries: Medical health systems will also benefit from
6G wireless networks due to the innovations it aspires to such as AR, VR, holo-
graphic telepresence, and Al, which will help in building smart healthcare systems
where even remote surgery becomes possible by using 6G communications [14].
6G is designed to meet the highest and lowest access times required simultane-
ously, with 1 terahertz per second data speed and 99.99999% reliability, enabling
the quick and reliable transmission of large amounts of medical data, all of which
makes remote surgery possible and highly successful [15].

. Holographic communication: As AR/VR apps evolve, we will soon realize that
the virtual world does not provide access to quite as many elements of reality
as we thought. The current COVID-19 pandemic has made teleconferencing a
superior option to in-person meetings. Bandwidth and computations are required
for this project to display an object or person in true VR. In other words, a visual in
a virtual meeting could be a three-dimensional(3D), real-time simulation showing
the audiovisual effect of a person or object [15].

. Haptic communication: Haptic communication is a method that allows you to
communicate using the sense of touch. Also, it is all about sensory perception and
providing sensory feedback to some extent. Haptic systems implementations can
take place due to the various features of 6G communication systems and networks
like Massive Machine Type Communication (mMTC)[16], where users sitting
far away will be able to enjoy haptic experiences through real-time interactive
systems [15].

. The IoE: it is a technology in which computing and sensor elements, data, pro-
cesses, things, and people all become connected over the internet to facilitate
seamless integration and autonomous coordination of devices of numerous types
and forms.from standardization to commercialization of IoE. The 6G system will
assist everything that connects. IoE can be used for smart society applications
like smart cars, smart health, and smart industry [16].

. Ultra-Smart Cities: A futuristic smart city scenario would require a 1 Tbps data
rate,3D connectivity, 1cm localization, and 99.99% reliability, for example, for
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10.

11.

autonomous vehicles, e-health, or smart industry. Self-driving cars will interact
with other vehicles and roadside sensors to synchronize with speeds as high as
1200 km/h. In another case, the drones would be required to follow the cars and
either act as information relays or hover ground stations for cross-communication
[15].

. Industrial Automation: Industrial automation led by industrial development in

the 6G aims to remove the human factor from manufacturing processes to reduce
the potential damage caused by humans, which requires reliable machines to re-
place humans with extremely low latency and high reliability, which ensures fast
responses with all system modules[8].

. Internet of Space Things(IoST): The 6G will expand IoT into space by address-

ing the limitations it imposes on the flexibility and coverage of the infrastructure,
especially in remote areas such as the North and South Poles. For flexible com-
munication between remote areas and satellites, 6G mobile technology can be
used because it increases the data transfer rate by up to 100 gigabits per second
and has high bandwidth coverage [8].

. Communication between brain and machine: The 6G technology will support

brain-machine interfaces (BMI), which analyze brain signals transmitted to digital
devices and interpret them into various procedures or commands, with high data
transfer rates and reliability. The health sector is likely to benefit more from brain-
machine interface systems, such as continuous monitoring of epilepsy patients, as
seizures can cause permanent weakness if data transmission from brain cells and
doctors is interrupted [8].

Autonomous Vehicles and Robotics: 6G will advance Connected Autonomous
Vehicles (CAVs). By providing higher spectrum with shorter wavelengths, the
THz band, a frequency between 100 GHz and 1 THz, includes remote driving
assistance, raw sensor data perception, mobile edge intelligence, positioning, and
3D imaging. It allows for large antenna arrays to be installed in mobile devices
and base stations because it has a short wavelength to achieve lower positioning
error compared to the Global Positioning System (GPS) [8].

Drones: Drones help in many applications, such as transportation, parcel deliv-
ery, surveillance, and media production, so they require safety and reliability to
ensure their safe control and operation. 6G relies on artificial intelligence to ad-
dress various problems, such as communication problems in the sky, which is the
biggest challenge for drones [8].
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Figure 1.3: 6G Applications.

1.2.7 6G Technologies

As illustrated in Fig.1.4 and according to [8], 6G technologies are designed to enable
intelligent, high-performance, and adaptive communication systems. Among these en-
abling technologies, we can cite the following:

1. Al: Al plays an important role in the advancement of 6G network architecture due

to its features and applications in various fields such as architecture, computing,
and storage. Also, intelligent analysis techniques using Al, such as descriptive
analysis, predictive analytics, and diagnostic analytics, can be used to improve
the security and efficiency of the network.

. ML: ML is the most important self-learning and decision-making technology,

it is a computational system that enables machines to learn from data without
programming. This helps improve layer algorithms and increase data privacy
and security by predicting threats. Deep learning also helps solve computational
problems quickly based on the artificial neural network method, which contributes
to solving optimization problems, reducing computational delay, and increasing
energy efficiency.

. The Thz Communication: it’s operating between mmWave and infrared, offers

high data rates and wide bandwidth, making it crucial for 6G. It supports appli-
cations like indoor networks and space communication, and can meet 6G’s mas-
sive capacity demands with ultra-dense networks, high spectral efficiency, and
enhanced security through narrow beams and reduced interference.
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. Intelligent Reflective Surfaces (IRS): IRS enhances 6G communication by re-
flecting electromagnetic waves in desired directions using low-cost, low-power
passive elements. They improve signal quality in challenging environments like
deep-fade or non-line-of-sight (NLOS) areas without altering existing infrastruc-
ture. IRS can be combined with technologies like deep learning and massive
Multi Input Multi Output (MIMO) to boost spectral efficiency, beamforming, and
multi-user communication, making it a key enabler for 6G systems.

. Massive MIMO: Massive MIMO technology greatly enhances spectral efficiency
and data transfer rate by using beamforming, allowing multiple users to share the
same bandwidth without interference. MIMO technology was used in 4G with 8
antennas. The number of antennas increased to 256-1024 antennas in 5G. The 6G
also uses more than 10,000 antenna elements with very narrow beams, which en-
hances capacity, reduces signal loss, and improves high-frequency transmission.

. Quantum Communication (QC): QC in 6G offers unparalleled computational
power for processing large, complex data sets quickly. It enhances communi-
cation security and efficiency, enabling advanced algorithms to operate faster,
meeting 6G’s demands for speed and reliability.

. UAV/Satellite Communication: This technology integrates unmanned aerial ve-
hicles (UAVs) and satellites with ground networks to provide wide-area coverage
and reliable connectivity, especially in remote or hard-to-reach places [17].

. Beamforming: Is a signal processing technique that directs wireless signals to-
ward specific devices rather than broadcasting in all directions. This improves sig-
nal strength and reduces interference, enabling more efficient and reliable communication[18].
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In this dissertation, we will study Al and ML technology.

1.2.8 6G Challenges

According to [1, 8], this section examines the challenges in 6G arising from the integra-
tion of Al with future networks and proposes potential solutions:

1. Cost and efficiency: Organizations can rely on open-source software, edge-to-
cloud collaboration, and leverage their existing infrastructure to reduce costs.

2. Complexity and integration challenges: Implementing complex AI models on
edge devices is difficult due to limited processing power, logistical challenges,
hardware, and software variability. The open-source community has developed
communication protocols that address all of these issues. Examples of synaptic
chips used in wireless communication technologies.
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10.

. Data Governance: Researchers are utilizing Huffman coding and blockchain-

based frameworks to enhance data quality, integrity, and storage efficiency while
ensuring decentralized data management.

security: Integrating Al into 6G cloud environments poses various security risks,
so AI/ML technologies improve resilience against attacks by introducing attack-
like samples into training data. The security and integrity of Al-based systems can
be improved by maintaining distributed ledgers in blockchain that make digital
assets immutable and transparent.

. Latency: To reduce latency, Al systems use edge caching to keep data closer to

the edge of the network, and edge computing to reduce processing latency.

Scalability and Power Consumption: The performance and reliability of an Al
system can be improved by distributed computing, integrating energy-efficient
technology, and edge computing devices.

. Transparency: Despite significant advances in Al-integrated IoT networks that

improve infrastructure and address privacy and security concerns, the lack of ex-
plainability in Al decisions remains a challenge. Explainable Al models can help
bridge this gap by providing insights into decision-making processes. Addition-
ally, blockchain technology is being integrated into public service delivery, such
as 6G networks, to enhance transparency, trust, and security, further supporting
efforts to manage transparency and trust effectively.

. Applications and Performance: 6G Technology will provide many advantages

such as near-zero latency, long-range capability, and low power consumption.
These advantages will be used in many applications, such as extreme reality, and
will also help in the development of many fields, such as medicine, defense, and
space. However, this development leads to the emergence of new challenges for
this technology.

Integrating Systems: Seamless integration of AIl, ML, and smart devices into 6G
infrastructure is crucial. Ensuring flawless operation in real-time applications
poses a significant challenge.

New Core Network Architecture: 6G will integrate terrestrial wireless mobile
communications, satellite mobile communications, and short-range direct com-
munications. The 6G architecture consists of a 3D core network that integrates
terrestrial systems and satellites. It will therefore provide comprehensive global
coverage but is subject to challenges, including smart mobility management, effi-
cient use of network resources, and protocol interoperability. Solving these prob-
lems will provide high-speed connectivity on land, at sea, in the air, and in space.
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11. Enabling satellites in 6G: 6G will use satellites for reliable, low-latency inter-
net but faces challenges like Doppler shift, long transmission delays, path loss,
and complex network integration. Efficient inter-satellite routing and seamless
switching between satellite and terrestrial networks are also needed to ensure
smooth communication. Addressing these issues is crucial for effective satellite-
based 6G connectivity.

12. Peak Data Rates in 6G: 6G will use extremely high frequency bands to achieve
high capacity, but these bands suffer from large path losses and short communi-
cation ranges. This requires dense networks with many access points, leading to
economic challenges and frequent handovers for mobile users.

13. The Thz Wireless Communication in 6G: Thz communications are a key tech-
nology for 6G applications but are subject to several technical challenges, such
as: terahertz antenna design, low-noise design, and accurate channel modeling
and estimation to account for high-frequency selective path loss. Directional net-
works for terahertz wireless communications are also effective in enhancing range
and reducing interference.

Fig.1.5 illustrates the challenges associated with 6G networks.
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Figure 1.5: 6G Challenges

In this dissertation, we will address security challenges in 6G.
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1.3 Part 2: Background on Security in 6G

6G technology will revolutionize mobile communications, providing global coverage
by enabling high transmission rates, wider bandwidth, and ultra-low latency, fostering
a fully interconnected civilization between humans and machines. The 6G communi-
cations environment will generate many fundamental security threats related to confi-
dentiality, integrity, and availability (CIA). It will be easily traceable and vulnerable
to hacking, such as impersonation, eavesdropping, DDoS attacks, Man in The Middle
(MitM), and repudiation and replay attacks [19].

This part addresses the importance of security in 6G, presenting key threats, mitiga-
tion strategies, and Al-driven solutions. It also focuses on types of attacks (including
DoS/DDoS).

1.3.1 Top 10 Reasons Why Security is Essential in 6G

Al is a key driver of change in 6G networks, as Al-powered security solutions will play
a crucial role in protecting networks from advanced threats and ensuring data integrity.
Al is now regarded as the core of 6G networks, providing dynamic solutions to evolving
security challenges. According to [1], the following are the 10 most important reasons
why security is crucial in 6G:

1. Protection of sensitive data: 6G handles large volumes of data at high speeds,
which requires strong security to prevent unauthorized access, breaches, and mis-
use.

2. Safeguarding critical infrastructure: The 6G network infrastructure is designed
to be highly integrated and Al-driven. It incorporates components such as User
Equipment (UE), Access Networks (AN), Core Networks (CN), Edge and Cloud
Computing, and Non-Terrestrial Networks (NTN), where 6G technology plays an
important role in supporting critical infrastructure, making robust security mea-
sures essential to protect public safety, operational integrity, and societal well-
being from cyber threats[20].

3. Global Connectivity: 6G aims to provide global coverage to all regions of the
world, requiring strong security measures to protect against cyber threats.

4. Diverse Use Cases: 6G supports various applications like emergency services,AR,
and IoT, necessitating a robust security framework to meet specific requirements
such as enhanced encryption, Al and ML, quantum security, physical layer secu-
rity, access control, privacy protection, comprehensive security frameworks, and
user awareness and education.
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10.

Ensuring edge computing security and maintaining data integrity at the network
edge are critical aspects of 6G. Edge computing processes data near the source,
reducing latency, conserving bandwidth, and allowing immediate data handling.
Unlike cloud computing, which relies on remote servers, edge computing pro-
cesses data locally, minimizing the need to send vast amounts of data to distant
data centers [21].

. Global Connectivity and Handovers: 6G enables seamless global connectivity and

network transitions but faces challenges like regulatory environments and cyber
threats, requiring robust security measures.

. Al-Driven Networks: While Al enhances security in 6G, it also introduces poten-

tial risks, making the security of AI models and the protection of user data privacy
critical priorities.

Satellite Communication Protection: 6G uses advanced satellite communication
for global coverage, demanding strong security to prevent interference, jamming,
and unauthorized access.

Real-time application security: despite the low latency of 6@G, it must prevent
interruptions to benefit augmented reality and machine-to-machine communica-
tions.

Economic and Societal Impact: A secure 6G ecosystem is essential, as security
breaches can result in significant financial losses and erode public trust. Secu-
rity encompasses the measures and protocols designed to protect the system from
unauthorized access and cyberattacks. Trust, on the other hand, reflects the con-
fidence users and stakeholders have in the systems ability to safeguard their data
and deliver reliable services [22].

Fig.1.3.1 illustrates the top 10 reasons why security is essential in 6G networks.
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Figure 1.6: Top 10 Reasons Why Security is Essential in 6G

1.3.2 Taxonomy for the Threat Model

According to [19], threat models can be divided into five main categories :

1. Threats against confidentiality: Confidentiality in 6G networks is exposed to
many attacks and threats, the most important of which are: MiTM, eavesdrop-
ping, espionage, chosen text attacks, stalking impersonation, collaboration and
disclosure, and other security threats that pose a risk to 6G networks. Among the
most important of these attacks, we highlight the MiTM as the most dangerous
due to the security vulnerabilities it causes, such as Fake Base Station (FBSA) at-
tacks in modern mobile networks.MiTM attacks are often countered using public
key cryptography, AI/ML-based security, and blockchain-based authentication.

2. Threats against integrity: Integrity threats in 6G networks are categorized into
five types: message append, message alteration, tampering, session hijack, and
data diddling. These threats are especially concerning in 6G enabled IoT envi-
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ronments, such as smart ecosystems. Blockchain and ML-based approaches are
being explored to enhance data integrity. Session hijacking and data diddling pose
serious integrity risks, especially in fog computing and industrial IoTs. Solutions
like QR code-based secret sharing have been proposed to counter these threats
effectively.

. Threats against availability: This classification includes seven major threat types:
rerouting, physical threats, DDoS attacks, environmental threats, First in First
out(FiFo) threats, free-riding threats, and artificial flooding threats. First, to iden-
tify DDoS attacks in 6G Machine-to-Machine (M2M) networks, research has pro-
posed energy-efficient DDoS mitigation techniques. For rerouting and physical
threats, virtual shadow networks can be used as a measure in the 6G security
architecture. Threats and FiFo threats can be mitigated using machine learning-
enabled intrusion detection systems. For environmental threats, intelligent inter-
ference mitigation can be implemented, and the network can be avoided in Radio
Frequency(RF) saturated environments.

. Threats against Authentication: The text discusses seven types of threats against
authentication in 6G networks: brute force, replay, reuse, forgery-based, par-
tial collision, password, and recovery-based threats. These threats aim to dis-
rupt client-server authentication mechanisms. Password-based schemes are often
targeted by attackers pretending to be legitimate, while partial collision attacks
use cryptographic methods to extract secret keys or hashes. 6G’s Radio Access
Network (RAN) is also vulnerable to collision attacks on control signals. To
address these issues, lightweight authentication schemes, such as those for mar-
itime transport systems, have been proposed to prevent forgery attacks. Anony-
mous mutual authentication and key establishment protocols can enhance security
against recovery-based attacks in IoT networks. Additionally, transitioning to 6G
requires reevaluating traditional protocols like voice over LTE (VoLTE) to avoid
reuse vulnerabilities. Al-based solutions and Public Key Cryptography, com-
bined with embedded Subscriber Module (eSIM), offer protection against brute
force and replay attacks. Overall, 6G networks need advanced authentication
mechanisms to counter these evolving threats.

. Threat against Access Control: The text outlines five key threats against ac-
cess control in 6G networks: social engineering, data mining, birthday attacks,
cloning, and phishing. These threats are particularly concerning for organizations
handling sensitive or proprietary information, as they can lead to unauthorized ac-
cess and significant damage. To counter these risks, robust computer-based access
control systems are essential. Blockchain technology is proposed as a solution
for secure access control in 6G ecosystems, offering decentralized and traceable
security. Social engineering poses a serious threat to 6G enabled IoT systems,
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while data mining attacks can exploit seemingly harmless data from heteroge-
neous networks. The post-quantum era of 6G requires algorithms resistant to
birthday attacks, and quantum computing principles, like the no-cloning theorem,
can help prevent cloning attacks. Additionally, adversarial learning algorithms
are suggested to mitigate mmWave beam prediction attacks, and phishing attacks
targeting Al-based models in spectrum management must be addressed.

Fig.1.7 illustrates the taxonomy of threat models.
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Figure 1.7: Taxonomy for The Threat Models

1.3.3 Approaches to Mitigating Threats in 6G Networks

According to [19], this section presents different ways to deal with threats in 6G net-
works, especially those related to authentication and privacy. The methods are divided

into three main categories:

1. Cryptography Based Methods: To protect 6G mobile networks, both symmet-
ric a asymmetric cryptographic techniques are needed. Public Key Infrastruc-
ture (PKI) is used for authentication, but traditional crypto systems like Rivest-
Shamir-Adleman (RSA) and the Paillier cryptosystem may be vulnerable to quan-
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tum attacks. Cybertwin, a unique network design, offers builtin cryptographic
protection but faces problems with scalability and compatibility. Other methods
include Advanced Encryption Standard (AES) based techniques, Al-enhanced so-
lutions, Field-Programmable Gate Array (FPGA) based stream ciphers, and post-
quantum cryptography. However, many of these methods need further testing to
ensure they can handle 6Gs fast speeds and low delays, as well as resist various
types of attacks.

2. Attribute-Based Methods: This group includes both traditional and newer ap-
proaches such as context-aware security, SDN-based intelligent interference man-
agement, and DDoS attack detection. Techniques like QR code-based authentica-
tion and quantum communication are also proposed. Context-aware systems can
adjust to different situations, but they face issues like scalability and compatibil-
ity with older systems. Using quantum key distribution between IoT devices and
servers is a promising solution, though it still needs more research.

3. Threat Detection Techniques: Researchers have developed several methods to
identify and stop attacks in 6G networks. These include simplified threat models,
Non-Orthogonal Multiple Access(NOMA), and Channel State Information(CSI)
based authentication. Al and ML are used to detect threats like jamming, mal-
ware, and DDoS attacks. Although these tools help identify threats, most of
them only work for wireless parts of the network and struggle with compatibil-
ity across different systems. Cognitive radio in 6G brings new risks due to its
large bandwidth and varied connections. To improve protection, SDN-supported
blockchain-based resource management and SDN-powered fog computing are
proposed. Digital twins (virtual models of networks) can also be used for moni-
toring and threat detection. However, more research is still needed to fully protect
the entire 6G system.

1.3.4 Comparison Between DoS and DDoS

According to [23, 24], Table 1.2 highlights the main differences between DoS and DDoS
attacks in terms of structure, effect, and difficulty of mitigation.
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Feature

DoS

DDoS

Definition

An attack that overwhelms a
server with traffic from one
source rendering a website or
source inaccessible

Employs a number of computers or
machines to overwhelm a focused re-
source

Attack source

Single machine or network

Thousands of infected devices (IoT,
servers)

Common  tech-
nique * Synchronize(SYN)/User ¢ Protocol-based (Transmission
Datagram Proto- Control Protocol (TCP) SYN
col(UDP)/Internet floods)
Control Message(ICMP) o
Flood * Application-layer (HTTP
floods)
* HyperText Transfer Pro-
tocol(HTTP) Flood * loT-based
e Smurf Attack
Detection  diffi- | Easier (single source Internet | Harder (traffic appears legitimate, dis-
culty Protocol(IP)) tributed sources)

Mitigation strate-
gies

» Rate limiting
 Blacklisting attacker IP

¢ Firewall rules

* Traffic scrubbing
¢ Behavioral AI/ML detection

* 6G-specific: Network slicing
isolation, Zero trust architecture

Impact on 6G net-
works

May interfere with an individual
6G slice or edge node

Can overwhelm CN, disrupt network
slicing and Al-based orchestration

Table 1.2: Comparison between DoS and DDoS

1.4 Conclusion

6G technology represents a major leap in communication, but it also brings heightened
security challenges, notably DoS/DDoS attacks. This type of attack directly threatens
one of the core pillars of cybersecurity: availability, leading to service disruption and
loss of trust in the system. As networks grow more complex, it becomes essential to in-
tegrate intelligent, Al-driven security solutions to ensure service continuity and protect
critical infrastructure.

33




Chapter 2

Proposed Approach

Contents
IL1 Introduction . . . . . . . . . . .. ... 35
II.2 Part1: Related Work . . . . . . ... .. ... L oL 35
II.2.1 Overview OfLLM . . . . ... ... .. .. ... ...... 35
I1.2.2 Roles of Large Language Models in Securing 6G Networks . 40
I1.2.3 LLM Defense Against DoS Attacks . . . ... ... ... .. 40
I1.2.4 Related Work on detecting DoS/DDoS attack in 6G networks . 41
I1.3 Part 2: Proposed Methodology . . . . ... ... ... ........ 43
I1.3.1 Use Case: PROGRES platform . . . . ... ... ... .... 43
I1.3.2 Use Case Architecture . . . . . . . ... ... ... ...... 44
II.3.3 UseCaseindG . . . ... .. .. ... 45
I1.3.4 From 4G to 6G: Additional Features and Advancements . . . . 47
II.3.5 Threat Model . . .. ... ... ... ... ... ... ... 49
I4 Conclusion . . . . . . .. ... . e 51

34



2.1 Introduction

6G networks aim to enable intelligent and secure communication environments. How-
ever, these ambitions are increasingly challenged by rising cybersecurity threats, par-
ticularly DoS and DDoS attacks [25]. In this chapter, we review previous works that
have explored the use of large language models (LLMs) in the field of cybersecurity,
with a particular focus on detecting DoS and DDoS attacks in 6G networks. We then
present our proposed methodology, which leverages the PROGRES platform as an ap-
plication model to simulate attacks within 6G networks and evaluate the effectiveness
of Al-based defense mechanisms.

2.2 Part 1: Related Work

This section reviews recent studies on the use of LLMs in 6G network security, focusing
on their role in detecting and defending against DoS and DDoS attacks. It highlights
key functions, applications, and gaps in existing research.

2.2.1 Overview Of LLM

This section explains the main concept of LLMs and their families, followed by an
overview of their architectures.

Definition

LLMs are Al systems capable of processing and generating human-like text, with ap-
plications ranging from chatbots to technical troubleshooting. In telecommunications,
base station (BS) anomaliessuch as hardware failures or software issuescan disrupt ser-
vices and are typically resolved manually, leading to inefficiencies. Previous research
has explored the use of LLMs in telecommunications for tasks such as customer service
and language understanding [26].

Figure 2.1 illustrates the hierarchical structure of Al fields, showing that LLMs fall
under Generative Al, which is a subset of deep learning (DL), itself part of machine
learning (ML), all within the broader domain of artificial intelligence (Al).
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LLMs families

This section presents an overview of prominent LLM families, including Generative
Pre-trained Transformer(GPT), Large Language Model Meta Al (LLaMA), and Path-
ways Language Model (PaLM).

1. GPT Family :

(a) Developed by OpenAl, the GPT family started with GPT-3 and includes
successors like ChatGPT and GPT-4.
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(b) These models are based on transformer architecture and are pretrained on
massive text corpora to generate human-like text.

(¢) GPT models are primarily closed-source, with a focus on generative tasks
such as text completion, translation, and dialogue.

(d) They are known for their large scale and strong few-shot learning capabilities[27]
[28].

2. LLaMA Family :

(a) Developed by Meta Al, LLaMA models were first released in early 2023 and
have evolved through multiple versions, with LLaMA 4 released in April
2025.

(b) LLaMA models range in size from 1 billion to 2 trillion parameters.

(c) LLaMA emphasizes open-weight releases and more accessible licensing,
fostering research and commercial use.

(d) LLaMA 4 is notable for being natively multimodal, supporting text, images,
and videos with an architecture that integrates these modalities into unified
representations.

(e) LLaMA models have been integrated into products like Facebook and What-
sApp virtual assistants[29] [28].

3. PaLM Family :

(a) Developed by Google as part of the Pathways initiative, PaLM models focus
on versatility and efficiency in language understanding and generation.

(b) PaLM models use large transformer architectures, with versions up to 540
billion parameters.

(c) They are largely closed-source, with limited public API access.

(d) Specialized versions include Med-PalLM 2 (for medical text processing) and
Sec-PalLM (for cybersecurity applications).

(e) PaLM emphasizes multitask learning and scalability via the Pathways ma-
chine learning system.

(f) PaLLM currently lacks native multimodal capabilities and image generation,
relying on external tools for visual tasks.[30] [28].

According to [31], Figure 2.2 illustrates the most popular families of large lan-
guage models (LLMs).
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Comparison Between The Most Popular LLMs

According to the findings presented in [32], Table 2.1 highlights the fundamental differ-
ences between the most popular LLMs.

Version Released By | Parameters | License Context Window (token)
GPT-4 OpenAl 1.6T Proprietary | 32,768
GPT-3 OpenAl 175B Proprietary | 2,048
Gemini-pro | Google 137B Proprietary | 32K
BERT Google 345M Apache 2.0 | 512
PaLM Google 540B Proprietary | 8K
LaMDA Google 173B Proprietary | /
LLaMA2 Meta Al 70B Open-source | 4,096
MPT MosaicML 30B Apache 2.0 | 8K
Mistral Mistral Al 7.3B Apache 2.0 | 32K
DistiBERT | Hugging Face | 66M Apache 2.0 | 512
ELECTRA | Google 110M Apache 2.0 | 512
DistilGPT-2 | Hugging Face | 82M Apache 2.0 | 1,024
Table 2.1: Comparison Between The Most Popular LLMs
LLM Architecture

According to [26, 33], LLMs rely on three core architectures, and each type balances
language understanding and generation differently:

1. Encoder Models: These process input text and create meaningful vector represen-
tations, excelling at tasks like classification and sentiment analysis.
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2.

3.

Decoder Models: Also known as autoregressive models, these focus on generat-
ing human-readable text, predicting the next word in a sequence for tasks like text
generation and translation.

Encoder-Decoder Models: These integrate both understanding and generation,
making them suitable for tasks such as translation and summarization.

Steps to Create LLMs

According to [34] and [28], we summarize the process of building LLMs, presenting
the main steps as follows.

Step 01: Data Cleaning Clean the raw data to improve quality, which directly
impacts LLM performance. Common techniques include removing noise, han-
dling outliers, deduplication, addressing class imbalances, and text preprocessing
(e.g., removing special characters and stop words), as well as resolving ambigui-
ties. Example: From the raw sentence Hellooo!!! How r u??, we clean it to Hello!
How are you?.

Step 02: Tokenization Convert text sequences into smaller units called tokens.
This breaks down the input text into manageable segments for the model to pro-
cess. Example: Hello world [Hello, world] or [101, 7592] using token IDs.

Step 03: Positional Encoding Encode the position of tokens in the sequence to
help the model understand word order. Techniques include Absolute Positional
Embeddings (APE), Relative Positional Embeddings (RPE), Rotary Positional
Embeddings, and Relative Positional Bias. Example: For the sentence I love Al,
the model creates vectors like: Position O [0.0000, 1.0000, 0.0000, 1.0000].

Step 04: LLM Architecture Selection Choose the model architecture type:
encoder-only, decoder-only, or encoder-decoder. Example: BERT is encoder-
only, GPT is decoder-only, and T5 uses an encoder-decoder structure.

Step 05: Model Pre-training Train the model on a large, diverse dataset in
a self-supervised manner to learn general language patterns, grammar, syntax,
and semantics. This foundational training helps the model broadly understand
language.

Step 06: Fine-tuning and Instruction Tuning Further train the pre-trained
model on specific datasets or tasks to adapt it to particular domains or use cases.
This supervised fine-tuning ensures outputs align with human expectations. Ex-
ample: Fine-tuning a general LLM on legal documents to accurately answer legal
questions.

Step 07: Alignment Guide the model to adhere to human values, goals, and
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ethical principles. This step mitigates harmful, biased, or misleading outputs and
ensures safe, responsible deployment. Example: Reinforcement Learning from
Human Feedback (RLHF) is used to discourage toxic or offensive responses.

2.2.2 Roles of Large Language Models in Securing 6G Networks

According to [25], LLMs offer powerful functions that can significantly enhance secu-
rity protocols in 6G networks by enabling intelligent, adaptive, and automated defense
mechanisms. Specifically, LLMs can:

1.

Detect and mitigate network attacks such as DoS and DDoS and intrusion at-
tempts by analyzing large volumes of network traffic data in real time to identify
anomalous patterns indicative of threats.

. Generate adaptive security policies or responses based on continuous monitoring

of network conditions and threat intelligence, allowing the 6G network to dynam-
ically adjust defenses without human intervention.

. Automate vulnerability scanning and patch generation for 6G network compo-

nents, accelerating the identification and remediation of security weaknesses in
software and protocols.

Analyze vast amounts of unstructured data, including logs, alerts, and security
reports to identify emerging threats and provide actionable insights for proactive
defense.

2.2.3 LLM Defense Against DoS Attacks

According to [35], we summarize the key strategies of LLM defense against DoS attacks
as follows:

1.

Anomaly Detection: LLMs analyze network traffic to spot unusual spikes or pat-
terns indicating a DoS attack.

. Adaptive Mitigation: They generate dynamic responses like blocking suspicious

IPs or adjusting firewall rules to reduce attack impact.

. Input Filtering: LLMs help validate and filter incoming requests to prevent mali-

cious overloads.

. Continuous Monitoring: They monitor logs and alerts to detect early signs of

attacks for quick response.

Resource Management: LLMs assist in scaling resources dynamically to maintain
service availability during traffic surges.
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2.2.4 Related Work on detecting DoS/DDoS attack in 6G networks

In this section, we focus on recent research that explores the use of large language
models (LLMs) for detecting DoS and DDoS attacks in 6G networks.

From 2020 to the present, the most relevant studies have proposed concrete LLM-based
or Al-driven solutions for detecting and mitigating DoS/DDoS attacksparticularly at the
application layer and within the context of 6G. These studies include the following:

1. LLM-based Continuous Intrusion Detection Framework for Next-Gen Networks
(2024) [36]

This paper proposes an adaptive framework using LLMs for continuous detec-
tion, identification, and classification of emerging network attacks, designed for
next-generation networks including 6G. Promising for adaptive and ongoing de-
tection in 6G contexts. However, details on application-layer focus and mitigation
strategies are limited in the available abstract.

2. LLMs in 6G Security: Challenges and Opportunities (2024) [25] This paper ana-
lyzes security vulnerabilities of LLMs themselves in 6G environments, proposes a
threat taxonomy for adversarial behaviors, and discusses the integration of LL.Ms
with blockchain for autonomous security solutions. While not a detection sys-
tem, this paper is critical for understanding the security landscape of LLMs in
6G, including potential attack surfaces and defensive strategies relevant to your
solutions robustness.

3. Proposed Explainable Interference Control Technique in 6G Networks Using LLMs
(2024)[37] The authors investigate how explainable Al-based LLMs (e.g., Llama
v3) can improve real-time interference detection and mitigation in 6G networks.
This paper focuses on interference control rather than DoS/DDoS detection but
demonstrates the potential of explainable LLMs for real-time network security
tasks in 6G, which supports the feasibility of your application-layer defense ap-
proach.

4. DDoS Attack and Detection Methods in Internet-Enabled Networks (2023) [38]
This survey provides a comprehensive survey of DDoS detection methods, includ-
ing ML-based techniques, on internet-enabled networks. Useful for background
and baseline ML methods but lacks LLM-specific or 6G-tailored solutions.

5. The paper [9] highlights the new technologies adopted in 6G, such as Al, holo-
graphic communication, and IoT. These advancements are expected to shape the
overall future of communications. The design of 6G technology will have a ma-
jor impact on communications in the 2030s, 6G will deliver reliability, ultralow
latency, higher data rates, improved spectral efficiency, ultrafast speeds, more
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connected devices, and enhanced security features [1]. Integrating Al into 6G
networks creates challenges: cost and efficiency, complexity and integrations,
data governance and management, security, latency, scalability and transparency,
and federated learning or detected threats [1].

Most of these challenges can be addressed using blockchain technology. Blockchain
enhances security by providing decentralized, tamper-proof data management,
ensuring data integrity, and preventing unauthorized access. It streamlines au-
thentication processes and secures 0T devices within the network [1].

In addition, among the most important challenges of 6G networks is security. In-
tegrating Al into 6G environments poses significant security risks, including data
breaches, cyberattacks, and privacy violations. Al and ML technologies, such
as adversarial training and defensive distillation, which involve training models
with attack-like samples to improve resilience and defensive distillation, which
reduces vulnerability by smoothing out decision boundaries in training data, en-
hance resistance to attacks and improve resilience against attacks by introducing
attack-like samples into training data. The security and integrity of Al-based
healthcare systems can be improved by storing distributed ledgers in blockchain
as a decentralized network that makes digital assets undecipherable [1].

. The researchers in [13] provide an overview to understand the multiple opportu-
nities and challenges of Al-based security and privacy. It also identifies future
research directions by discussing challenges in Al-based security and privacy,
such as Al-model attacks and IoT vulnerabilities, and proposing viable solutions
such as federated learning, adversarial ML, and differential privacy.

. The authors in [13] explore the role of Al in 6G networks, highlighting its ben-
efits and security risks. Al is essential for intelligent network management, but
its integration introduces vulnerabilities inherited from 5G and new threats from
emerging technologies like blockchain, quantum computing, and the IoE. Al au-
tomation of future networks will enable proactive threat detection, intelligent mit-
igation techniques, and self-sustaining networks, making security systems more
dynamic and adaptive.

. This article [19] discusses the latest emerging technologies in 6G network secu-
rity. It presents a CIA3-based threat model for 6G networks. We discuss the latest
research related to each threat, classifying emerging security measures into three
types, including encryption methods (PKI, RSA, DSS, ECC, AES, ESAR, and
NGTP), and entity attributes (such as QR codes, 3D location, PLS, shared opti-
cal and frequency links, and reconfigurable surfaces). Countermeasures against
IDS include several solutions, such as threat matrices, signature matrices, secu-
rity system information (CSI), DL, ML, Al, and standard operating procedures
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(SOPs).

We categorize authentication technologies in 6G communications into eight dis-
tinct types, including handover authentication, mutual authentication, physical
layer authentication, deniable authentication, token-based authentication, certificate-
based authentication, key agreement-based authentication, and multi-factor au-
thentication. Future research directions were also discussed, including privacy
preservation in 3D fog computing, privacy-protected smart infrastructures, aug-
mented reality, secure architectures based on SDN networks, enhanced secure
routing, physical layer security, THz spectrum, 6G security in quantum comput-
ing, and blockchain-based distributed security in 6G networks.

2.3 Part 2: Proposed Methodology

In this section, we explain in detail our proposed approach:

2.3.1 Use Case: PROGRES platform

The PROGRES platform (Progiciel de Gestion Intégré de I’Enseignement Supérieur).
Its link is (https://progres.mesrs.dz/webauthentification/ It is an integrated management
software system implemented by the Algerian Ministry of Higher Education and Sci-
entific Research (MESRS). Its primary objective is to digitize and streamline various
administrative and academic processes within higher education institutions, thereby en-
hancing governance, transparency, and efficiency.

The PROGRES platform is a centralized digital system implemented by the Algerian
MESRS to manage various academic processes, including student enrollments, course
registrations, and doctoral applications. This platform serves as a unified interface for
students and universities, streamlining administrative tasks and data management.

Individual universities in Algeria maintain their internal databases to handle specific
academic records and administrative functions. These internal systems are tailored
to meet the unique needs of each institution. The PROGRES platform interacts with
these university databases to facilitate processes such as doctoral admissions and stu-
dent record management.

For instance, during the doctoral admission process, candidates submit their applica-
tions through the PROGRES platform. The platform then coordinates with the respec-
tive university’s internal systems to process these applications, ensuring a seamless and
efficient workflow.

Key Roles and Functions of the PROGRES Platform:
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* Student Enrollment and Management: Facilitates online registration, course en-
rollment, and management of student records, reducing paperwork and adminis-
trative burdens.

* Doctoral Candidacy Applications: Enables candidates to apply for doctoral pro-
grams online, streamlining the submission and evaluation process.

* Recruitment Processes: Manages the recruitment of academic staff, ensuring
transparency and equal opportunity in hiring practices.

* Diploma Authentication: Provides a platform for the verification and authentica-
tion of university diplomas, aiding in the prevention of credential fraud.

* University Services Management: Oversees applications for housing, scholar-
ships, and transportation, improving the allocation and management of student
services.

2.3.2 Use Case Architecture

The architecture of our use case contains:
» Users’ smartphones, tablets, or laptops.
* Base station.
* Core Network.

* The University Server (Internal Database of the University) stores and manages
student records for a specific university. Key Responsibilities:

stores student data (personal info, academic records, courses, enrollment
history).

Handles authentication (verifies whether a student exists in the university
database).

Processes enrollment requests (checks prerequisites, seat availability).

Updates records (if a student is successfully enrolled).

Returns responses to PROGRES about enrollment status.

* PROGRES Cloud Server (Middleware, Hosted Nationally): Acts as a secure in-
termediary between students and universities. Key Responsibilities:

— Provides a unified interface for all universities in Algeria.

— Authenticates users before sending requests to the university database.
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— Forwards requests between students and their universities.

— Manages communication between students and universities.

— Ensures security (protects data flow from cyber threats).
Direct student-to-university communication is not allowed because:

— Security Risks: The university server is internal and should not be publicly
exposed.

— Scalability: PROGRES manages thousands of students, ensuring that uni-
versity servers do not get overloaded.

— Standardization: PROGRES ensures that all universities follow a unified
system.

Fig. 2.3 represents our use case architecture.

€

Student Student Smart Phone Base Station EPC (Core Network) PROGRES Cloud University Server

Figure 2.3: Use Case Architecture

2.3.3 Use Case in 4G

To improve security in 6G, let us first explain how a student accesses the PROGRES
platform through mobile data (4G) in a traditional system.

Steps from the student to PROGRES Cloud (Request Path in 4G)

In 4G, a student using a smartphone or tablet with mobile data follows these steps to
interact with the PROGRES platform:

1.
2.
3.

The student turns on mobile data on his smartphone.
The smartphone connects to the nearest 4G base station (eNB - evolved Node B).

The base station forwards the request to the 4G Core Network (EPC - Evolved
Packet Core).

The EPC determines the best route to forward the students request to the internet.

The request reaches the PROGRES platform, which is hosted in a cloud server.
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8.
9.
10.
11.
12.

. The PROGRES cloud forwards the students request to their specific universitys

internal database because the student logs into PROGRES using his/her university
credentials.

. The university (universitys internal database) retrieves the students records (e.g.,

academic profile, courses, etc.).

The university sends the data back to PROGRES, which displays it to the student.
The student selects a course (level) and submits his/her enrollment request.
PROGRES forwards the request to the university database for validation.

Once validated, the university database updates the students enrollment status.

PROGRES confirms the successful enrollment to the student.

Steps from PROGRES Cloud to the Student (Response Path in 4G)

Once the student submits their enrollment request, the data travels back to them. Let’s
break it down:

1.

The PROGRES cloud server sends the enrollment request to the universitys inter-
nal database.

. The university database checks if the student is eligible for the selected course

(e.g., prerequisites met, seats available).

. If the request is valid, the database updates the students record.

. If there is an issue (e.g., course full, missing prerequisites), it sends an error re-

sponse.

. The universitys database confirms the enrollment (or rejection) to the PROGRES

cloud server.

. PROGRES Displays the Response to the Student (The PROGRES cloud server

processes the universitys response and formats it. It generates an enrollment con-
firmation message or an error notification).

. PROGRES Sends the Response Back Through the Network (The response travels

through the internet EPC (Core Network) Base Station Student’s Smartphone).

Student Receives Confirmation on Their Device (The student sees a success mes-
sage (or error) on the PROGRES interface. If successful, they are officially en-
rolled in the selected course).

Fig.2.4 represents the Request and Response Path in the 4G.
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2.3.4 From 4G to 6G: Additional Features and Advancements

The transition from 4G to 6G introduces significant architectural, security, and opera-
tional enhancements to the student enrollment system. Below are the key differences

between 4G-based and 6G-based use cases:

1. Network Architecture Differences:

* Core Network: Centralized EPC in 4G vs. Distributed, Al-powered, cloud-

native core in 6G.

¢ Base Stations: Traditional eNBs in 4G vs. Al-enhanced smart base stations

in 6G.

* Data Processing: Centralized cloud processing (PROGRES Cloud Server)

in 4G vs. edge computing with Al-based decision-making in 6G.

* Role of AI: Minimal Al usage in 4G (mostly for fraud detection) vs. Al-

2. Al and Automation Impact:
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driven authentication, traffic prediction, anomaly detection, and cybersecu-
rity in 6G.

* Anomaly Detection: Basic rule-based methods in 4G vs. self-learning,
real-time Al-based detection in 6G.

* Decision-Making: Manual decision-making by administrators in 4G vs.
Al-powered autonomous decisions for enrollment verification in 6G.

3. Performance and Scalability:
* Latency: Approximately 10 ms in 4G vs. ultra-low 1 ms in 6G.

* Reliability: Centralized with potential bottlenecks in 4G vs. high availabil-
ity through distributed computing in 6G.

* Bandwidth: Limited in 4G vs. enhanced bandwidth using THz communi-
cation in 6G.

* Scalability: Restricted by centralized processing in 4G vs. improved scala-
bility with decentralized, Al-driven networking in 6G.

4. Direct Communication and Edge Computing:

* Direct Student-to-University Communication: Not permitted in 4G due
to security concerns vs. enabled in 6G via Al-based edge authentication.

* Edge Computing Role: Minimal use in 4G (dependent on central servers)
vs. local processing in 6G, reducing latency.

* Data Storage: Centralized university databases in 4G vs. distributed stor-
age with secure blockchain integration in 6G.

5. Security Threats and Attack Surfaces: (Most critical aspect)

» Attack Surface: Limited to central servers and internet-based threats in 4G
vs. expanded surfaces in 6G due to edge computing, Al integration, and
intelligent network slicing.

* Authentication and Privacy: Centralized and vulnerable in 4G vs. Al-
powered Zero Trust Authentication in 6G, with exposure to adversarial Al
attacks.

* DoS/DDoS Attacks: Target centralized PROGRES Cloud Server in 4G vs.
targeting edge nodes, smart base stations, and intelligent routing systems in
6G.
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* Man-in-the-Middle (MitM) Attacks: Possible between user devices and
the PROGRES Cloud in 4G vs. more sophisticated MitM risks in 6G due to
vulnerabilities in quantum communication.

* Eavesdropping and Data Interception: LTE encryption in 4G (still vul-
nerable) vs. enhanced encryption in 6G, yet threatened by Al-based decryp-
tion methods.

* Deepfake and Spoofing Attacks: Low risk in 4G vs. high risk in 6G from
Al-generated deepfakes targeting biometric systems.

* Quantum Threats: Not applicable in 4G vs. real risks in 6G unless quantum-
secure cryptography is employed.

2.3.5 Threat Model

Fig.2.5 represents our threat model that outlines the sequence of steps from the student
to the PROGRES Cloud (request path in 6G) and from the PROGRES Cloud back to
the student (response path in 6G), highlighting the potential points where DoS/DDoS
attacks could occur within our use case.
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Figure 2.5: Threat Model
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Steps from the Student to the PROGRES Cloud (Request Path in 6G)

1.

Student Device Initiates Request: The student opens the PROGRES platform
on their smartphone or tablet, enters their university credentials, and submits a
request.

6G Base Station Receives the Request: The device connects to the nearest Al-
enhanced 6G smart base station, where the request is received and optimized for
low-latency transmission.

. Edge Computing Processes the Request: The 6G edge computing node pre-

processes the request. Basic verifications (e.g., authentication and request format)
are performed locally to reduce dependency on the cloud.

. 6G Core Network Routes the Request: The 6G core network uses Al-driven

intelligent routing to determine the optimal path for the request.

. PROGRES Cloud Receives and Verifies the Request: Acting as a secure na-

tional middleware, the PROGRES Cloud Server performs:
* User Authentication: Verification of login credentials.

* Request Validity: Ensuring the request complies with university enrollment
policies.

PROGRES Cloud Forwards the Request to the University Server: After suc-
cessful verification, the request is forwarded to the university’s database, where
enrollment availability and student records are processed.

Steps from the PROGRES Cloud to the Student (Response Path in 6G)

1.

University Server Processes the Request: The university checks:
 Student Eligibility: Verification of enrollment criteria.
* Course Availability: Ensures prerequisites are met and seats are available.

If approved, the enrollment record is updated.

. University Sends the Response to the PROGRES Cloud: The university re-

turns an enrollment confirmation or error message. If rejected, the response in-
cludes the reason (e.g., missing prerequisites, course full).

PROGRES Cloud Formats the Response: The raw university response is con-
verted into a user-friendly format and encrypted for secure transmission.

6G Core Network Handles Data Transfer: Al-driven traffic management en-
sures ultra-low latency. If required, edge computing assists with decryption and
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final processing.

5. 6G Base Station Delivers the Response to the Student Device: The response is
transmitted from the core edge base station and received by the student device
with latency under 1 ms.

6. Student Receives the Final Response: The PROGRES platform displays the
enrollment confirmation or error message. If successful, the student is officially
enrolled in the selected course.

In 6G networks, the term edge can refer to various components such as user devices,
sensors, or local servers. In our scenario, we define the edge as the Smart Base Station,
due to its central role in local data processing and real-time threat detection.

2.4 Conclusion

In conclusion, this chapter underscores the importance of adopting Al, particularly
Large Language Models (LLMs), as an effective approach to addressing security chal-
lenges in 6G networks. Previous studies have demonstrated the strong potential of these
models in the early detection of DoS/DDoS attacks, as well as in the intelligent and
adaptive analysis of network behavior. Additionally, we presented the methodology
adopted in this work.
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3.1 Introduction

The development of 6G networks introduces new challenges in terms of security, intel-
ligence, and real-time data processing[39]. To address these, researchers increasingly
rely on Al-based approaches, especially ML and LLMs, to detect and respond to cyber
threats[40]. These models require high-quality datasets and efficient architectures to
operate under the strict performance constraints of 6G environments.

In this chapter, we focus on dataset collection and preprocessing, the implementation of
both ML and LLM-based models, and the evaluation of their performance in a simulated
6G.

3.2 Implementation Program

In this chapter, we use Python to simulate an anomaly detection system to find DoS and
DDoS attacks in 6G networks. It is a popular programming language that is easy to
learn and use. It is widely used in fields like data science and ML because it has many
useful libraries and tools [41]. Python helps us build and test different models, including
those based on LLMs, to detect unusual behavior in network traffic. Fig.3.1 represents
python interface.

No variables to show

Help  Variable Explorer  Debugger | Flots | Fi

B Comoeya x

In [1]: ]

Figure 3.1: Python Interface

We use Google Colab https://colab.research.google.com/, a free online platform that
lets us write and run Python code in the cloud as shown in Fig.3.2. Google Colab
provides access to powerful hardware like Graphics Processing Units(GPUs), which
makes it easier to train complex models without needing a strong computer locally.
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It also supports many Python libraries, which helps us quickly develop and test our
detection system.

~ O Untitled0.ipynb - Colab x  +
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= Files O X

©
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code written by Gemini Putoad

» [ sample_data

Figure 3.2: Google Colab Interface

3.3 Data Preparation and 6G Simulation Scenario

In this section, we present the datasets and the 6G simulation scenario used to build and
test our detection models.

3.3.1 CICIDS 2017 Dataset Overview

1. The CICIDS2017 dataset was developed by the Canadian Institute for Cybersecu-
rity (CIC) and is one of the most widely used and credible datasets for evaluating
Intrusion Detection Systems (IDS). It contains realistic network traffic, both nor-
mal and malicious, generated in a controlled environment. The dataset includes
various attack types such as DoS, DDoS, Brute Force and more[42].

2. We obtained the dataset from [43] and used it as a reference basis for training and
evaluating our detection models. The dataset is labeled, rich in features (more
than 80 columns), and suitable for ML-based traffic classification.

3. To reduce processing time and focus our work on a manageable dataset, we se-
lected 5% with 20 columns of the original dataset using stratified random sam-
pling. This allowed us to maintain the distribution of attack types while reducing
the size of the data. We performed simulations and model training on this re-
duced dataset, focusing primarily on DoS attack detection. To implement this
step, we implemented the following code using Python within the Google Colab
environment:

from google.colab import files
import pandas as pd

)
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3 # Upload the original dataset

s uploaded = files.upload()

s # Load the dataset

¢ df = pd.read_csv("cicids2017 (1) (1).csv")

7 # Clean column names

s df .columns = df.columns.str.strip()

o # Extract a random 5% sample

0 df = df.sample(frac=0.05, random_state=42)

i1 # Keep only 20 relevant features + the label

» columns_to_keep = [

13 ’Destination Port’, ’Flow Duration’, ’Total Fwd
Packets’, ’Total Backward Packets’,

14 >Total Length of Fwd Packets’, ’Total Length of Bwd
Packets’,

15 ’Fwd Packet Length Mean’, ’Bwd Packet Length Mean’,

16 ’Flow Bytes/s’, ’Flow Packets/s’, ’Flow IAT Mean’,

17 ’Fwd IAT Total’, ’Bwd IAT Total’, ’Fwd Header Length
J

18 ’Bwd Header Length’, ’Min Packet Length’, ’Max
Packet Length’,

19 >Average Packet Size’, ’Init_Win_bytes_backward’,

20 ’act_data_pkt_fwd’, ’Label’]

21 # Save the reduced dataset

» df .to_csv("cicids2017_5_percent.csv", index=False)

3 # Download the result
2 files.download("cicids2017_5_percent.csv")

3.3.2 6G Use Case Simulation

This code simulates 6G network traffic by modeling each flow as a student request pass-
ing through various components such as a smart base station, core network, cloud, and
university server. The simulation classifies each request as either BENIGN or ATTACK,
processes it accordingly, logs the results, and finally outputs performance statistics and
saves them to a CSV file.

1. Step 1:Import libraries:Import necessary libraries for data handling, timing, and
visualization.

import csv

import random

; import pandas as pd

+ from datetime import datetime

)
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s import time

s import matplotlib.pyplot as plt

Step 2: Upload and read the CSV file containing 5% cicids2017 data for simula-
tion.

# Upload 5% cicids2017 dataset
from google.colab import files

; uploaded = files.upload()

# Load CSV
df = pd.read_csv("cicids2017_5_percent.csv")

. Step 3: Define scenario components classes: Define the main components of the

network and their roles in handling requests.

# STEP 3: Define Classes
class Student:
def _ _init__(self, row):
self .dst_port = row[’Destination Port’]
self.packets_per_second = row[’Flow Packets/s’]
self .flow_bytes_per_second = row[’Flow Bytes/s’]
self .base_station = None
self.attacker = self.detect_attacker ()
def detect_attacker (self):
return "YES" if self.packets_per_second > 5000
or self.flow_bytes_per_second > 10000 else "NO"
class SmartBaseStation:
def handle_request(self, student):
return True
class CoreNetwork:
def route_request(self, student):
return True
class ProgresCloud:
def verify_request(self, student):
return student.attacker == "NO"
class UniversityServer:
def process_request(self, verified):
return "SUCCESS" if verified else "REJECTED"

. Step 4: Simulation Scenario: Simulate each data flow through the network and

log the processing results.

# STEP 4: Simulation Setup
bs = SmartBaseStation ()
core = CoreNetwork ()
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cloud = ProgresCloud ()

univ = UniversityServer ()

results = []

base_stations_list = ["BS1", "BS2", "BS3", "BS4", "BS5",
"BS6", "BS7", "BS8"]

total_requests = len(df)

simulation_duration = 15 * 60

interval = simulation_duration / total_requests

start_datetime = datetime.now()

print (£"\n Simulation Started at: {start_datetime.
strftime (’%Y-%m-%d %H:%M:%S°)}")

;s for i, row in df.iterrows():

student = Student (row)

student .base station = random.choice (
base_stations_list)

arrival_time = datetime.now().strftime("%H:%M:%S.%f"
) [:-3]

start_time = time.time ()

bs.handle_request (student)

core.route_request (student)

verified = cloud.verify_request (student)
status = univ.process_request(verified)
end _time = time.time ()
processing_time = round(end_time - start_time, 4)
results.append ({
’base_station’: student.base_station,
’Destination Port’: student.dst_port,
’attacker’: student.attacker,
’status’: status,
’arrival_time’: arrival_time,
’processing_time’: processing_time,
’Flow Packets/s’: student.packets_per_second,

’Flow Bytes/s’: student.flow_bytes_per_second
b

time.sleep(interval)

s end_datetime = datetime.now ()

print (£"\n Simulation Ended at: {end_datetime.strftime
CrY-%m-%d %H:%M:%S’)}")
print (f"Total requests processed: {len(results)}")

Step 5: Save results: Export the simulation results to a CSV file for analysis.

results_df = pd.DataFrame (results)
results_df.to_csv("simulation_results_cicids.csv", index
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=False)
;3 print ("\nResults saved to local file:
simulation results_cicids.csv")

This Fig.3.3 shows the resulting csv file containing 6G simulation results:

base_station Destination Port attacker status arrival_time processing_time Flow Packetsls Flow Bytesls
SUCCESS 00:45:22 836 | 4.381983613 2764.865255
SUCCESS 00:45:23 029 | 0568570611 3411423664
SUCCESS 00:45:23 221 | 555029819 6453.331705
SUCCESS 00:45:23.414 | 30.7503075 2367773678
REJECTED 00:45:23 606 | 25974 02597 155844 1558

SUCCESS 00:45:23.799 | 0.14193474 127 3372981
REJECTED 00:45:23 991 | 18.10031193 2338359187
SUCCESS 00:45:24 184 0221278485 161.4641444
SUCCESS 00:45:24 377 | 0.148424888 133.1599594
SUCCESS 00-45:24 569 | 1.06054773 6.363286383

Figure 3.3: 6G simulation results

3.4 Intelligent Detection Solutions

In this section, we apply ML and LLMs models on 5% of the CICIDS2017 dataset to
detect attacks. These solutions are designed to operate within a smart base station in a
6G environment, focusing on real-time performance and accuracy.

3.4.1 Machine Learning Models for Detecting DoS/DDoS attacks

According to [43], five ML models were tested for detecting DoS/DDoS attacks. These
models are:

1. Random Forest (RF): An ensemble method that builds multiple decision trees and
combines their outputs through voting for more accurate and stable predictions.

2. K-Nearest Neighbors (KNN): Classifies data based on the majority label of the
closest k points; simple but computationally expensive for large datasets.

3. Logistic Regression (LR):A linear model for binary classification that uses a sig-
moid function to predict probabilities.

4. Decision Tree (DT): A tree-based model that splits data based on feature values
to make decisions; easy to interpret but prone to overfitting.

5. Support Vector Machine (SVM): Finds the optimal hyperplane to separate classes
and works well with both linear and non-linear data using kernel functions.
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ML Implementation:

In this study, we applied five supervised machine learning algorithms: RF, SVM, KNN,
LR, and DT on 5% of the CICIDS2017 dataset to evaluate their effectiveness in DoS/D-
DoS attack detection.

In this section, we explain how we generate solutions for detecting DoS and DDoS in
a smart base station using RF. The same approach is applied for generating solutions
using KNN, LR, DT, and SVM.

1. Step 1:This step sets up the working environment by importing all the required
libraries for data processing, model training, and evaluation.

1 # Import pandas for handling data in DataFrame format

o

import pandas as pd

3 # Import numpy for numerical operations and array
handling

4+ import numpy as np

s # Import train_test_split to split data into training
and testing sets

¢ from sklearn.model_selection import train_test_split

7 # Import LabelEncoder to convert categorical labels to
numerical,

¢ # and StandardScaler to normalize numeric features

o from sklearn.preprocessing import LabelEncoder,
StandardScaler

w # Import RandomForestClassifier - a robust ensemble
model for classification tasks

i1 from sklearn.ensemble import RandomForestClassifier

2 # Import evaluation metrics to assess model performance

» from sklearn.metrics import (

14 accuracy_score, precision_score, recall_score,
f1 _score,

15 confusion_matrix, classification_report)

i # Import time and system libraries to measure execution
time and resource usage

7 import time

s import psutil

v import os

2. Step 2: In this step, we connect to Google Drive to load the dataset file, read it
into a DataFrame, and clean up the column names for consistency.

1 # Mount Google Drive to access files stored there
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from google.colab import drive

; drive .mount (’/content/drive’)

[N}

# Define the path to the dataset file in Google Drive

file_path = "/content/drive/MyDrive/Colab Notebooks/
cicids2017_5_percent.csv"

# Load the dataset into a pandas DataFrame

df = pd.read_csv(file_path)

# Remove any leading or trailing spaces from column
names (if present)

df . columns = df.columns.str.strip()

Step 3: Encode the Labels: Converts string class labels into numeric form. Re-
quired for classification algorithms that expect numerical targets.

# Convert string class labels into numeric form using
LabelEncoder
# This is necessary because many machine learning models
only accept numerical targets

s 1le = LabelEncoder ()

)

)

df _subset_selected["label _encoded"] = le.fit_transform(
df _subset_selected["Label"]

Step 4: Split Features and Target Variable: Separates independent variables (X)
from the target variable (y). Prepares the dataset for scaling and modeling.

X = df _subset_selected.drop(columns=["Label", "
label _encoded"])
y = df_subset_selected["label_encoded"]

Step 5: Standardize Feature Values: Applies z-score normalization to ensure all
features have the same scale. Improves model performance and stability, espe-
cially for distance-based or linear models.

# Keep only numeric columns (exclude text column and
other non-numeric types)
X = X.select_dtypes(include=[np.number])

3 # Apply Z-score normalization to standardize feature

values
scaler = StandardScaler ()
X_scaled = scaler.fit_transform(X)
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Step 6:Split Dataset into Training and Testing Sets: Divides data into 80% for
training and 20% for evaluation. Stratification ensures class balance is maintained
in both sets.

X_train, X_test, y_train, y_test = train_test_split(
X_scaled, y, test_size=0.2, random_state=42, stratify

. Step7: Use of pretraining record resources:: Captures memory, CPU time, and

wall-clock time before training begins. Enables measurement of model training
cost and efficiency.

process = psutil.Process (os.getpid())

start_mem = process.memory_info().rss / (1024 x*x*x 2)
; start_cpu_time = process.cpu_times () .user
start_train_time = time.time ()

. Step 8: Train Random Forest Model: Fits a Random forest model on the scaled

training data. Provides a simple, interpretable baseline for binary or multi-class
classification.

clf = RandomForestClassifier(n_estimators=100,
random_state=42)
clf . fit(X_train, y_train)

. The final step evaluates the model’s accuracy, security metrics, and resource usage

to assess its performance in a 6G-like environment.

#Post-training Resource Usage
# Measure and calculate memory, CPU, and energy used
during model training

; end_train_time = time.time ()
training_time = end_train_time - start_train_time
s end_mem = process.memory_info().rss / (1024 *x 2) #
Memory in MB
memory_used = end_mem - start_mem
end_cpu_time = process.cpu_times () .user
cpu_time_used = end_cpu_time - start_cpu_time
# Estimate energy usage assuming CPU power consumption
is 20W

energy_consumed_wh = (cpu_time_used / 3600) * 20 # in
Watt -hours (Wh)
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# Model Prediction
# Measure inference time and predict labels on the test
set

; start_inf_time = time.time ()

y_pred = lr.predict(X_test)

end_inf_time = time.time ()

inference_time = end_inf_time - start_inf_time

# Classification Metrics

# Evaluate model using common classification metrics

acc = accuracy_score(y_test, y_pred)

prec = precision_score(y_test, y_pred, average="weighted
", zero_division=0)

rec = recall_score(y_test, y_pred, average="weighted",

zero _division=0)
f1 = f1_score(y_test, y_pred, average="weighted",
zero_division=0)

s # Compute confusion matrix and derived metrics (FAR and

MR for binary classification)
cm = confusion_matrix(y_test, y_pred)
if cm.shape == (2, 2):
tn, fp, fn, tp = cm.ravel ()
far = fp / (fp + tn + 1le-10) # False Alarm Rate
mr = fn / (fn + tp + 1le-10) # Miss Rate
else:
far = mr = np.nan # Not applicable for multi-class
problems
# 6G-Like Performance Metrics
# Calculate throughput (samples per second) and latency
(time per sample)

» num_samples = len(X_test)
throughput = num_samples / inference_time
latency = inference_time / num_samples

# Print Results
print ("\n Classification Metrics ")

print (f"Accuracy : {acc:.4f}")
print (f"Precision : {prec:.4£f}")
print (f"Recall (TPR) : {rec:.4f}")
print (f"F1 Score : {f1:.4£f}")
print (f"False Alarm Rate (FAR): {far:.4f}")
print (f"Miss Rate (MR) : {mr:.4£f3}")

print ("\nConfusion Matrix:\n", cm)

s print ("\n6G Resource & Performance Metrics")

print (f"Training Time : {training_time:.2f} sec")
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1w print (f"Inference Time : {inference_time:.2f} sec")

s print (f"Memory Used : {memory_used:.2f} MB")

1 #Make sure model_size _mb is defined elsewhere (see note
below)

so print (f"Model Size : {model_size _mb:.4f} MB")

st print (£"Throughput: {throughput:.2f} samples/sec")

s> print (f"Latency : {latency:.6f} sec/sample")

53 print (f"Estimated Energy Used : {energy_consumed_wh:.4f}
Wh")

3.4.2 LLMs for Detecting DoS/DDoS attacks in 6G

In this work, we selected three lightweight yet powerful LLMs: DistilBERT, DistilGPT-
2, and ELECTRA to apply them on 5% of the CICIDS2017 dataset to evaluate their
effectiveness in detecting DoS/DDoS attacks.

1. DistilBERT was chosen because it provides a smaller and faster alternative to
BERT while retaining over 95% of its language understanding capabilities, mak-
ing it well-suited for resource-constrained environments such as edge computing
in 6G networks.

2. DistilGPT-2 was selected to explore the generative modeling approach and its
potential in anomaly generation or log prediction, offering a complementary per-
spective to classification-based models.

3. ELECTRA was chosen for its efficient training mechanism based on replaced to-
ken detection, enabling it to outperform BERT-like models while requiring fewer
computational resources.

LLMs Implementation:

In this section, we present the approach for leveraging LLMs to detect DoS/DDoS
attacks in 6G networks using DistilBERT. This approach can similarly be applied to
DistilGPT-2 and ELECTRA.

1. Install Required Libraries: Install essential packages including:

* transformers for working with pre-trained language models like Distil-
BERT,

* datasets for managing and processing datasets,

* scikit-learn for data preprocessing, splitting, and evaluation.

1 !'pip install -q transformers datasets scikit-learn
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Load and Preprocess the Dataset: Import tools for data handling and prepro-
cessing:

* Use pandas for loading and manipulating the dataset,

e Use LabelEncoder from scikit-learn to convert class labels into numerical
format,

* Split the dataset into training and testing sets.

import pandas as pd
from sklearn.model_selection import train_test_split
from sklearn.preprocessing import LabelEncoder

Load the dataset into a DataFrame and Remove any extra spaces from column
names to avoid errors.

from google.colab import files
uploaded = files.upload()

3 df = pd.read_csv("cicids2017_5_percent.csv")

9

10

df .columns = df.columns.str.strip()

Convert each row of numerical features into a single, descriptive sentence (text
string) that can be fed into a language model.

def row_to_text (row):
return (
f"Dst Port: {row[’Destination Port’]}, Flow
Duration: {row[’Flow Duration’]}, "
f"Fud Packets: {row[’Total Fwd Packets’]}, Bwd
Packets: {row[’Total Backward Packets’]}, "
f"Fwd Length: {row[’Total Length of Fwd Packets’]},
Bwd Length: {row[’Total Length of Bwd Packets’]}, "
f"Fwd Mean Len: {row[’Fwd Packet Length Mean’]},
Bwd Mean Len: {row[’Bwd Packet Length Mean’]}, "
f"Bytes/sec: {row[’Flow Bytes/s’]}, Packets/sec: {
row[’Flow Packets/s’]}, "
f"IAT Mean: {row[’Flow IAT Mean’]}, Fwd IAT Total:
{row[’Fwd IAT Total’]}, Bwd IAT Total: {row[’Bwd IAT
Total’]}, "
f"Fwd Header Len: {row[’Fwd Header Length’]}, Bwd
Header Len: {row[’Bwd Header Length’]}, "
f"Min Len: {row[’Min Packet Length’]}, Max Len: {
row[’>Max Packet Length’]}, "
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f"Avg Packet Size: {row[’Average Packet Size’]},
Init Win Back: {row[’Init_Win_bytes_backward’]}, "
f"Active Data Fwd: {row[’act_data_pkt_fwd’]}"
)
df _subset_selected["text"] = df_subset_selected.apply(
row_to_text, axis=1)

. Encode string labels (e.g. "BENIGN", "ATTACK", etc.) into numeric values so

they can be used as targets in training.

le = LabelEncoder ()
df _subset_selected["label _encoded"] = le.fit_transform(
df subset _selected["Label"])

Split the dataset into training (80%) and testing (20%) sets, making sure the class
distribution is preserved using stratify.

X_train, X_test, y_train, y_test = train_test_split(
df _subset_selected["text"],
df _subset_selected["label_encoded"],
test_size=0.2,
random_state=42,
stratify=df_subset_selected["label_encoded"]

Tokenization:Load the tokenizer for the pre-trained DistilBERT model, which
converts text into token IDs.

from transformers import DistilBertTokenizerFast
tokenizer = DistilBertTokenizerFast.from_pretrained ("
distilbert -base-uncased")

. Convert the training and testing texts into tokenized format (with padding and

truncation), ready for input into the transformer model.

train_encodings = tokenizer (X_train.tolist(), truncation
=True, padding=True, max_length=256)
test_encodings = tokenizer (X_test.tolist (), truncations=

True, padding=True, max_length=256)

. Create PyTorch Dataset for Tokenized Inputs:We create a custom dataset class so

that HuggingFace Trainer can use the tokenized data and labels proper.

import torch
from torch.utils.data import Dataset
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3 # Define a custom dataset class to wrap tokenized data
and labels
+ class AttackDataset (Dataset):

5 def __init__(self, encodings, labels):

6 self .encodings = encodings # Dictionary of
tokenized inputs

7 self.labels = labels # List of encoded labels

8 def __getitem__(self, idx):

9 # Get one sample at a time as a dictionary of
tensors

10 item = {k: torch.tensor(v[idx]) for k, v in self

.encodings.items ()}

1 item["labels"] = torch.tensor(self.labels[idx])
# Add label tensor

12 return item

13 def _ _len__(self):

14 return len(self.labels) # Return total number
of samples

s # Create dataset objects for training and testing

6 train_dataset = AttackDataset(train_encodings, y_train.
tolist ())

7 test_dataset = AttackDataset(test_encodings, y_test.
tolist ())

10. Define Training Arguments:We configure how the model will train: number of
epochs, batch size, logging, and output directories.

1 from transformers import TrainingArguments
> # Set up training configuration like batch size, epochs,
and logging

5 training_args = TrainingArguments (

4 output_dir="./results", # Directory to save model
outputs

5 num_train_epochs=3, # Train for 3 epochs

6 per_device_train_batch_size=8, # Training batch size

7 per_device_eval_batch_size=8, # Evaluation batch
size

8 logging_dir="./logs", # Where to save training logs

9 logging_steps=10, # Log every 10 steps

10 do_train=True, # Enable training mode

1 do_eval=True # Enable evaluation during training

11. Load Model, Train, and Monitor Resources:We load the pre-trained DistilBERT
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model, train it using Trainer, and track resource usage like time, memory, and
Central Processing Unit(CPU).

from transformers import (

Dis
Dis

tilBertTokenizerFast,
tilBertForSequenceClassification,

Trainer)

import
import
import
import
import
# Load

time

0s

psutil

numpy as np

shutil

pre-trained DistilBERT for classification with 2

output classes

model =
from
Ildi

DistilBertForSequenceClassification.
_pretrained(
stilbert -base-uncased",

num_labels=2 # Adjust this if you have more than 2
classes

)

# Set up Trainer to handle training and evaluation

trainer

= Trainer (

model=model ,

arg

s=training_args,

train_dataset=train_dataset,
eval_dataset=test_dataset

)

# Recor
process
start_m

d CPU and memory usage before training
= psutil.Process (os.getpid())
em = process.memory_info().rss / (1024 **x 2) #

Memory in MB

start_c

pu_time = process.cpu_times().user # CPU time in

seconds

start_t
# Start
trainer
# Recor

rain_time = time.time () # Wall time
model training

.train ()

d resource usage after training

end_train time = time.time ()
training_time = end_train_time - start_train_time

end_mem

33 MEemory_

= process.memory_info () .rss / (1024 *x*x 2)
used = end_mem - start_mem

end_cpu_time = process.cpu_times () .user
cpu_time_used = end_cpu_time - start_cpu_time
# Estimate energy consumption (very simplified)
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energy_consumed_wh = (cpu_time_used / 3600) *x 20 #
Assuming CPU uses 20W

# Save trained model temporarily to measure size

trainer.save_model ("temp_model")

# Calculate saved model size in MB

model _size_mb = sum/(
os.path.getsize (os.path. join(dirpath, filename))
for dirpath, _, filenames in os.walk("temp_model")

for filename in filenames

s ) / (1024 *x 2)

. Evaluate Model and Report Metrics:We measure the accuracy, precision, recall,

Fl-score, confusion matrix, and performance metrics like inference time and
throughput

from sklearn.metrics import (

accuracy_score, precision_score, recall_score,
f1 _score,

confusion_matrix, classification_report

s # Measure inference time
start_inf time = time.time ()
preds = trainer.predict(test_dataset)
end_inf_time = time.time ()
inference_time = end_inf_time - start_inf_time
# Convert prediction logits to class labels
y_pred = np.argmax (preds.predictions, axis=1)

2
G

)
®

y_test = np.array(test_dataset.labels)

3 # Compute evaluation metrics

acc = accuracy_score(y_test, y_pred)

prec = precision_score(y_test, y_pred, zero_division=0)
rec = recall_score(y_test, y_pred, zero_division=0)

f1 = f1_score(y_test, y_pred, zero_division=0)

# Confusion matrix and derived rates

cm = confusion_matrix(y_test, y_pred)

tn, fp, fn, tp = cm.ravel ()
far = fp / (fp + tn + 1le-10) # False Alarm Rate
mr = fn / (fn + tp + 1e-10) # Miss Rate

3 # Inference throughput and latency

num_samples = len(test_dataset)
throughput = num_samples / inference_time
latency = inference_time / num_samples

# Display results
print ("\n Classification Metrics")
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» print (f"Accuracy : {acc:.4f}")

s print (f"Precision : {prec:.4f}")

50 print (£"Recall (TPR) : {rec:.4f}")

» print (f"F1 Score : {f1:.4f}")

53 print (f"False Alarm Rate (FAR): {far:.4f}")

w print (f"Miss Rate (MR) : {mr:.4f}")

5 print ("\nConfusion Matrix:\n", cm)

% print ("\nClassification Report:\n",
classification_report(y_test, y_pred))

7 print ("\n6G Resource & Performance Metrics ")

s print (f"Training Time : {training_time:.2f} sec")

w print (f"Inference Time : {inference_time:.2f} sec")

s print (f"Memory Used : {memory_used:.2f} MB")

s print (£"Model Size : {model_size_mb:.2f} MB")

2 print (f"Throughput : {throughput:.2f} samples/sec")

55 print (f"Latency : {latency:.6f} sec/sample")

s print (f"Estimated Energy Used : {energy_consumed_wh:.4f}
Wh")

s # Clean up saved model directory

46 shutil.rmtree("temp_model")

3.5 Evaluation Metrics

To evaluate the performance of both traditional ML models (e.g., Random Forest) and
LLMs in the context of DoS and DDoS detection in 6G networks, we consider a com-
bination of ML, network-specific, and security-focused metrics. These are categorized
and explained as follows [44, 45, 46, 47]:

The evaluation metrics used for assessing the DoS/DDoS detection models can be grouped
into the following categories:

1. Performance Metrics
These metrics evaluate the accuracy and effectiveness of the model in detecting
attacks:

* Accuracy: Overall correctness of the classification, it is calculated as [26]:

Accuracy = TP+IN (3.1
YT TPY TN+ FPYFN '

Where:

(a) TP = True Positives
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(b) TN = True Negatives
(c¢) FP = False Positives
(d) FN = False Negatives

Precision: Percentage of detected attacks that are actual attacks, it is calcu-

lated as [26]:

.. TP
Precision = — 3.2)
TP+ FP

Recall (True Positive Rate): Percentage of actual attacks correctly de-
tected, it is calculated as[26]:

TP
Recall = —— (3.3)
TP+FN

F1 Score: Harmonic mean balancing precision and recall, it is calculated as

[26]:
Precision - Recall
F1-Score = 2. ——coon - Reed (3.4)
Precision + Recall

False Alarm Rate (FAR): Proportion of benign traffic wrongly flagged as
attacks.

Miss Rate (MR): Proportion of attack traffic that was missed by the model.

2. Efficiency and Throughput Metrics
These metrics quantify the speed and throughput of the detection system:

Throughput: Number of samples processed per second.

Latency: Average time taken to process a single sample.

3. Resource Utilization Metrics
These metrics capture the system resources consumed during training and infer-

ence.

Memory Used: Amount of Random Access Memory (RAM) used during
model training.

Model Size: Storage size of the trained model.
Training Time: Time taken to train the model.

Inference Time: Time taken to classify the test dataset.
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4. Energy Metrics
These metrics estimate the energy consumption associated with training/infer-
ence:

* Energy Consumed (Wh): Estimated power usage in Watt-hours; the amount
of power (watts) used over a period of time (hours).

3.6 Evaluation results and Discussion

This section presents a summary of the experimental results obtained from the evaluated
models.

Results of LLMs and ML Models on Performance Metrics:

After applying ML and LLMs models mentioned above to a sample representing 5%
of the CICIDS2017 dataset, the performance evaluation results shown in the following
table 3.1 were obtained:

Model Type | Model Accuracy | Precision | Recall | F1 Score | FAR MR

DistilBERT 1 1 1 1 0 0
LLM Electra 0.998 0.9964 1 0.9982 | 0.0045 0

DistilGPT-2 0.996 0.92 0.9964 | 0.9964 | 0.0045 | 0.0036

RF 0.996 0.996 0.996 0.996 0 0.0072

ML KNN 0.996 0.996 0.996 0.996 0.0045 | 0.0036

LR 0.97 0.9711 0.97 0.9699 | 0.0633 | 0.0036

DT 0.996 0.996 0.996 0.996 0 0.0072

SVM 0.964 0.9657 0.964 0.9638 | 0.0769 | 0.0036

Table 3.1: Results of LLMs and ML Models on Performance Metrics

From Table3.1, it is evident that the DistilBERT model achieved the best performance
across all metrics, scoring 100% in Accuracy, Recall, Precision, and Fl-score. In con-
trast, the LR model showed the weakest results, with the lowest precision (0.9711) and
the highest relative error (MR = 0.0432). We can conclude that LLMs demonstrated
significantly higher effectiveness in detecting DoS attacks compared to traditional ML
models.

Results of LLM and LM on Efficiency and Throughput Metrics:

After applying ML and LLMs models mentioned above to a sample representing 5%
of the CICIDS2017 dataset, Efficiency and Throughput results shown in the following
table3.2 were obtained:
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Model Type Model Throughput (samples/sec) | Latency (sec/sample)

DistilBERT 3.57 0.279
LLM Electra 1.55 0.643
DistilGPT-2 3.66 0.273

RF 81212.5 0.000012

ML KNN 10627.05 0.000094

LR 899679.1 0.000001

DT 1374280.4 0.000001

SVM 76583.1 0.000013

Table 3.2: Results of LLM and LM on Efficiency and Throughput Metrics

Table 3.2 shows that the Decision Tree (DT) model was the fastest in terms of process-
ing, achieving the highest throughput and the lowest latency. In contrast, the ELEC-
TRA model was the slowest, processing the fewest samples per second and exhibiting
the highest response time. These results indicate that traditional machine learning mod-
els outperform LLMs in terms of speed, whereas LLMs tend to be slower due to their
complex architectures.

Results of LLM and ML on Resource Utilization Metrics:

After applying ML and LLMs models mentioned above to a sample representing 5% of
the CICIDS2017 dataset, Resource Utilization results shown in the following table 3.3
were obtained:

Model Type | Model Memory Used(MB) | Model Size(MB) | Training Time | Inference Time
DistilBERT 1635.97 255.43 5720.75 139.95
LLM ELECTRA 4185.3 417.68 11780.2 321.75
DistilGPT-2 474.8 312.49 6015.17 136.70
RF 1.5 0.29 0.18 0.01
ML KNN 0 0.35 12.86 0.05
LR 0.67 0.001 12.86 0
DT 0 0.0021 0.01 0
SVM 0 0.0453 0.02 0.01

Table 3.3: Results of LLM and M1 on Resource Utilization Metrics

Table 3.3 reveals that the Random Forest model had the lowest memory usage and time
consumption, requiring minimal resources for both training and execution. In contrast,
the ELECTRA model consumed the most resources, particularly in terms of memory
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and training time. These findings highlight that LLMs require significantly more com-
putational resources, which may limit their deployment in real-world systems unless
adequate infrastructure is available.

Results of LLM and ML on Energy Metrics

After applying ML and LLMs models mentioned above to a sample representing 5% of
the CICIDS2017 dataset,Energy results shown in the following table 3.4 were obtained:

Model Type Model Estimated Energy Used (Wh)
DistilBERT 30.7048
LLM Electra 63.8355
DistilGPT-2 31.0624
RF 0.001

ML KNN 0.0004

LR 0.0011

DT 0.0001

SVM 0.0001

Table 3.4: Results of LLM and ML on Energy Metrics

According to Table 3.4, the ELECTRA model recorded the highest energy consump-
tion (63.83 Wh), reflecting its high computational complexity. In contrast, traditional
models such as Random Forest (RF) and Decision Tree (DT) exhibited very low energy
usage, consuming less than 0.01 Wh. This demonstrates that although LLMs may offer
superior accuracy, they demand significantly more energy, a critical consideration for
deployment in real-world 6G environments.

Conclusion of Results:

Based on the comparative analysis of traditional machine learning models and large
language models (LLMs), DistilBERT emerged as the most effective in terms of ac-
curacy for detecting DoS/DDoS attacks in 6G networks. However, this high perfor-
mance came at the cost of increased computational demands, including longer process-
ing times, higher memory usage, and elevated energy consumption. Conversely, models
such as Random Forest (RF) and Decision Tree (DT) demonstrated exceptional effi-
ciency in terms of speed, resource utilization, and energy consumption, but delivered
comparatively lower accuracy.

ELECTRA, despite its advanced architecture, proved to be the most resource-intensive
across multiple metrics, including memory and energy usage, making it less suitable for
resource-constrained edge environments.
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These findings highlight a critical trade-off: while LLMs are well-suited for intelligent
and accurate threat detection in 6G networks, their deployment must consider infras-
tructure capabilities. Achieving an optimal balance between performance, efficiency,
and scalability is essential to harness the benefits of LLMs without compromising the
energy and resource constraints inherent in real-world 6G applications.

3.7 Conclusion

In conclusion, the integration of AI modelsboth traditional and language-basedoffers
promising capabilities for securing future 6G networks. By leveraging high-quality
datasets and advanced architectures such as DistilBERT, it becomes possible to detect
and analyze threats in a more context-aware and efficient manner. These findings un-
derscore the growing potential of large language models (LLMs) in communication
systems, paving the way for intelligent, secure, and adaptive network infrastructures in
the 6G era.
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General Conclusion

In light of the rapid advancements in wireless communication technologies, 6G net-
works represent a significant leap forward in terms of speed, performance, and intelli-
gence. However, they also introduce unprecedented security challengesparticularly DoS
and DDoS attacks that target the core infrastructure of these next-generation systems.
This dissertation proposed an innovative approach to strengthening 6G network secu-
rity by leveraging Artificial Intelligence, specifically Large Language Models (LLMs),
renowned for their advanced analytical and adaptive capabilities.

Throughout this study, we introduced an intelligent security framework utilizing LLMs
for real-time threat detection and response. To validate this approach, we developed a
realistic simulation inspired by the PROGRES platform, a widely adopted system in Al-
gerias higher education sector. Using customized datasets derived from CICIDS2017,
we trained a range of machine learning and language-based models to identify anoma-
lous traffic patterns. The results demonstrated that the proposed models were highly
effective in distinguishing between legitimate and malicious behaviors, with marked
improvements in both resource efficiency and detection speed.

This research confirms that integrating LLMs into future network architectures is a
promising path toward achieving proactive, interpretable, and adaptive cybersecurity
solutions. It also emphasizes the growing need for Al-driven mechanisms to address the
dynamic and complex threat landscape inherent in 6G environments.

Future Work:

1. Expanding the evaluation to cover a wider range of cyberattacks, including zero-
day and multi-vector threats.

2. Utilizing more up-to-date and representative datasets that closely mirror real-
world 6G deployment scenarios.

3. Integrating blockchain technologies and differential privacy techniques to en-
hance data integrity, transparency, and user trust.
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