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Abstract

The spread of health misinformation on social networks has become a critical public
health concern, undermining trust in medical advice, promoting harmful behaviors, and
weakening responses to global crises like the COVID-19 pandemic. Unlike general misin-
formation, health-related falsehoods often exploit scientific language, emotional appeal,
and evolving medical knowledge, making them harder to detect and regulate. Social plat-
forms, with their rapid content sharing and echo chambers, further amplify misleading
narratives before fact-checkers can respond.

Manual moderation and traditional detection systems struggle to keep pace with the
volume and complexity of content, especially when misinformation is subtle, context-
dependent, or shared with misleading intent. The dynamic and informal nature of so-
cial media language presents additional challenges for rule-based or keyword-driven ap-
proaches.

To address these issues, this thesis explores a deep learning—based solution using a Mod-
ernBERT architecture. By fine-tuning the model on labeled health misinformation data
from social platforms, we demonstrate its ability to capture contextual and linguistic
patterns that distinguish false claims from factual ones, providing a foundation for more

scalable, automated detection tools.

Keywords: health misinformation, social media, BERT, ModernBERT, deep learning,
natural language processing, misinformation detection, public health, transformer models,

contextual embeddings.



Résumé

La diffusion de fausses informations sanitaires sur les réseaux sociaux est devenue un
probléme majeur de santé publique. Elle sape la confiance dans les conseils médicaux, en-
courage des comportements néfastes et affaiblit les réponses aux crises mondiales comme
la pandémie de COVID-19. Contrairement a la désinformation générale, les fausses in-
formations sanitaires exploitent souvent le langage scientifique, 'attrait émotionnel et
I’évolution des connaissances médicales, ce qui les rend plus difficiles & détecter et a régu-
ler. Les plateformes sociales, avec leur partage rapide de contenu et leurs chambres d’écho,
amplifient encore les récits trompeurs avant que les vérificateurs de faits ne puissent réagir.
La modération manuelle et les systémes de détection traditionnels peinent a suivre le
volume et la complexité du contenu, en particulier lorsque la désinformation est subtile,
contextuelle ou partagée avec une intention trompeuse. La nature dynamique et informelle
du langage des médias sociaux pose des défis supplémentaires aux approches basées sur
des régles ou des mots-clés.

Pour répondre a ces problématiques, cette thése explore une solution basée sur 'appren-
tissage profond utilisant une architecture ModernBERT. En affinant le modéle sur les
données de désinformation sanitaire étiquetées provenant des plateformes sociales, nous
démontrons sa capacité a capturer des modéles contextuels et linguistiques qui distinguent
les fausses déclarations des déclarations factuelles, fournissant ainsi une base pour des ou-

tils de détection automatisés plus évolutifs.

Mots Clés : misinformation sur la santé, médias sociaux, BERT, ModernBERT, ap-
prentissage profond, traitement du langage naturel, détection de misinformation, santé

publique, modéles de transformateurs, vecteurs contextuels.
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(zeneral Introduction

Problem statement

The rapid spread of health misinformation on digital platforms, particularly during events
like the Covid-19 pandemic, has become a significant threat to public health. With the
rise of social media, false health claims can spread faster and reach wider audiences
than accurate information, creating what the World Health Organization (WHO) calls an
"infodemic" [3], [4].

Misinformation can lead to harmful behaviors, such as vaccine hesitancy or the adop-
tion of unproven treatments, and even incite violence or hate speech against specific
groups |[5].

The aim of this work is to propose a classification method to detect misinformation in

the content of messages related to the health field, exchanged on social networks.

Research methodology

Our research serves to improve the task of misinformation detection on social networks,
focusing primarily on text which explains our choice to use the CoAID dataset and to
utilize deep learning methods namely ModernBERT which has not yet been trained on
health data. That was the reason we have chosen this model to fine-tune it on the common

CoAID dataset to solve health misinformation detection tasks.

Dissertation organization

The structure of this thesis will be as follows:
Chapter 01: We will tackle the basics of health misinformation and common ap-
proaches to detect it using Artificial Intelligence and Deep Learning techniques.
Chapter 02: The second chapter will contain the state of the art presenting the

related work in the field of health misinformation detection, reviewing a few relevant
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research papers.
Chapter 03: In the third chapter, we present our contribution and explain how it
implements deep learning building on prior work to solve the problem at hand.
Chapter 04: In the fourth chapter, we present the experimentation and the eval-
uation of our new model alongside the different tools, frameworks and dataset that we

used.



Chapter 1

Misinformation detection and Al: an

overview

1 Introduction:

Artificial intelligence (Al) is dominating today’s headlines, revolutionizing industries with
its rapid advancements. Breakthroughs emerge daily, from generative models like Chat-
GPT ! to cutting-edge Al in health and autonomous systems. It remains at the forefront
of global discourse for reshaping our lifestyle and how we carry out our daily tasks.

AT offers powerful assets when it comes to misinformation detection, tools to analyze
textual content, user behavior and propagation patterns. By combining natural lan-
guage processing (NLP) [6], [7] with deep learning, subtle linguistic signs of deception can
be detected, while network analysis aids tracking misinformation. This study leverages
these tools to build strong misinformation classifiers, meeting a key digital public need.
This chapter explores the application of Al in misinformation detection with a focus on
leveraging its models to navigate the challenges posed by entities that aim to spread

misinformation.

2 Artificial Intelligence (AI):

Al refers to the simulation of human intelligence in machines designed to perform tasks
that usually require human cognition, such as learning, reasoning, problem-solving and
decision-making. Al systems leverage algorithms and computational power to analyze
vast amounts of data, identify patterns, and make predictions or decisions with minimal

human intervention [8]. At its core, Al encompasses machine learning (ML) - where sys-

Thttps://chatgpt.com
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tems improve through data experience without explicit programming [9] - and its advanced
subset, deep learning (DL), which uses multi-layered neural networks to automatically ex-
tract complex patterns [10]. These technologies power modern applications from virtual
assistants to medical diagnostics. The exponential growth of Al has three key drivers:
explosive data growth, enhanced computing power and algorithmic breakthroughs. Trans-
formative architectures like convolutional neural networks and transformers now achieve

human-level performance in vision and language tasks [11].

3 Machine Learning (ML):

Machine learning is a term first introduced by Arthur Samuel in 1959 [12]|, Samuel de-
scribed machine learning as the field that enables computers to learn from experience
without being explicitly programmed, demonstrated in his checkers playing program.
Traditional Programming, is when the developer or programmer writes explicit in-
structions (rules) for the computer to execute. The computer is provided with input data

and programmed logic to produce an output (See Figure 1.1).

Input
Computer —» Output

Instructions

Figure 1.1: Traditional programming principle

Machine Learning is when data input and outputs are provided for the computer so that
it can develop its own thinking and reasoning, which is often called ‘Model’ (See Figure
1.2).
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Input
Computer — Model

output

Figure 1.2: Machine learning principle

Machine Learning has four sub-categories, Supervised Learning, Unsupervised Learning,
Semi-Supervised Learning and Reinforcement Learning. A brief overview of each one is

provided below.

3.1 Supervised learning:

Supervised learning is a type of machine learning approach where a model is trained on
a labeled dataset, which means that each training example is assigned a correct output,
thus the term ‘Supervised’. The main goal of this approach is for the model to learn a
mapping from inputs to outputs so that it can accurately predict outcomes for new unseen
data. This approach is commonly used in tasks such as classification and regression, where
the system learns from past data to make informed decisions. The learning process only
stops when a desired level of accuracy is reached on the training data [13]. This method
is widely used in spam detection, image recognition, and medical diagnosis. Figure 1.3

represents the supervised learning flow.
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Figure 1.3: Supervised learning flow

3.2 Unsupervised learning:

Unlike supervised learning, unsupervised learning deals with data that has no labeled
outputs. It aims to discover hidden patterns within the data without labelled examples.
Unsupervised learning algorithms identify structures like clusters by analyzing the input
data, common techniques include clustering (e.g., k-means) to group similar data points
[14] and dimensionality reduction (e.g., PCA ‘Principal Component Analysis’) [15] to

simplify complex datasets [16]. Figure 1.4 represents the unsupervised learning flow.

Oeiveéiggi Pass the Outputs
v input data clustered data
ﬁg%: 6 —> Model >
B v ‘7
Data
Input data proeessing

Figure 1.4: Unsupervised learning flow

Unsupervised learning is used in market segmentation, anomaly detection and exploratory

data analysis.
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3.3 Semi-supervised Learning (SSL):

Semi-supervised learning is somewhat of a middle ground between supervised and supervised-
learning, it combines the use of labeled and unlabeled data to train its models more effec-
tively. It uses a small pool of labeled data and a larger pool of unlabeled data, reducing
the reliance on expensive labeled data and improving its generalization process making it

more efficient, performant and powerful.

3.4 Reinforcement Learning (RL):

Reinforcement learning is a machine learning paradigm where an agent learns decision
making strategies through iterative interactions with its environment assisted by a reward
signal. RL models follow a principle called “Trial and Error” so that it aims to constantly

maximize cumulative rewards. As shown in Figure 1.5, RL models usually consist of:
e Agent: the decision maker
e Environment: the problem space
e Actions: the possible moves that the agent can make

e Rewards: the feedback for the agent’s actions

Actions (1)

Environment

Agent

Reward (t) Reward (t + 1)

Observations (t) Observations (t + 1)

I
|
]
[}
1
I
[
[
1
1
1

Figure 1.5: Reinforcement learning flow
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4 Deep learning:

The term Deep learning began appearing academically in the mid-2000s, through the work
of Geoffrey Hinton and his colleagues around 2006 where DL was leveraged in training deep
belief systems [17]. Deep Learning is a subset of Machine Learning that uses artificial
neural networks with many layers to learn complex patterns from large datasets. It
essentially is “computational models that are composed of multiple processing layers to

learn representations of data with multiple levels of abstraction” [10].

4.1 Convolutional Neural Networks (CNN):

Convolutional Neural Networks, tracing back to Kunihiko Fukushima’s neocognitron
(1980) [18] are a foundational architecture in DL, particularly well-suited for process-
ing data with spatial hierarchies such as images. They were first implemented by LeCun
et al. (1998) [19]. CNNs revolutionized computer vision by automating feature extraction
through convolutional filters, leading to breakthroughs in tasks like image classification,
object detection, and facial recognition. CNNs have been adapted for applications in med-

ical imaging, video analysis, natural language processing (e.g., sentence classification).

4.2 Recurrent Neural Networks (RNN):

Recurrent Neural Networks date back to John Hopfield’s 1982 paper [20], later Michael
Jordan (1986) [21] where he described recurrent nets for sequence encoding, and also
to Elman, J. L. (1990) [22] where the “simple recurrent network” for temporal sequence
learning was introduced. Recurrent Neural Networks process sequential data by maintain-
ing internal memory states that capture temporal dependencies (See figure 1.6). Their
recurrent connections allow information to persist, making them well-suited for speech
recognition 23], machine translation [24], and time-series prediction tasks. Variants such
as Long Short-Term Memory (LSTM) [25] and Gated Recurrent Units (GRUSs) [26] over-

come vanishing gradients, facilitating the processing of extended sequences.
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Input Layer . Hidden Layers . Output Layer

Figure 1.6: Recurrent neural networks structure

4.3 Long Short-Term Memory (LSTM):

Long Short-Term Memory (LSTM) networks were introduced by Hochreiter and Schmidthu-
ber (1997) [25], they represent a specialized type of recurrent neural network (RNN)
designed to address the vanishing gradient problem in traditional RNNs. LSTMs can
leverage gating mechanisms (input, output, and foreign gates) to selectively keep or dis-
card information over long sequences which makes them highly effective for modeling
temporal dependencies.

Key applications of LSTMs include speech recognition [23], where LSTMs outperform
conventional HMMs, machine translation through sequence-to-sequence architectures, and
time-series prediction in domains like finance and healthcare.

LSTMs have also been pivotal in handwriting recognition [20], it stays widely used

despite competition from transformers.

4.4 Transformers:

Transformers, introduced by Vaswani et al. (2017) [1], revolutionized natural language
processing (NLP) through their self-attention mechanism, enabling parallel processing

of sequential data and capturing long-range dependencies. Transformers process entire
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sequences simultaneously unlike recurrent architectures thus making them highly efficient
for tasks like machine translation, text generation, and image recognition. Their model

architecture is presented in figure 1.7.
Transformer architecture can be seen in models like BERT for bidirectional language

modeling and ChatGPT for conversational Al.

Output
Probabilities

Linear

-
l Add & Norm I"ﬂ\

Feed
Forward

r | ™\ | Add & Norm I-i

ST L Multi-Head

Feed Attention
Forward T 7 7 N x

J
l Add & Norm :

Nx
Add & Norm Masked
Multi-Head Multi-Head
Attention Attention
1t _t
o J v,
Positional @—@ A Positional
Encoding 5 Encoding
Input Output
Embedding Embedding
Inputs Outputs

(shifted right)

Figure 1.7: Transformer architecture [1]

4.5 Bidirectional Encoder Representation from Transformers
(BERT):

Bidirectional Encoder Representations from Transformers (BERT), was first introduced

by Devlin et al. (2019) 2], is a transformer-based language model that implements a bidi-

10
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rectional pre-training approach. BERT has achieved state-of-the-art results on numerous
NLP tasks by jointly conditioning on both left and right context in all layers. BERT’s
success has spawned domain specific variants such as BioBERT [27] and LegalBERT [28],

which demonstrates its versatility across various fields.

Output
Probabilities

| Softmax |

t

| Linear ]

r

( '

r—’l Add & Norm l

Feed
Forward

e

Nx | —(Add&Norm )

Multi-Head
Attention

L
\‘\— J

Positional o)
Encoding
Input

Embedding

1

Inputs

Figure 1.8: BERT architecture [2]

5 Natural Language Processing (NLP):

NLP is a field that enables computers to understand, interpret, and generate human
language. What started as rule-based systems has gradually evolved into sophisticated
neural architectures that can understand nuance and context behind text. The break-
through came with deep learning’s transformer architecture introducing the attention

mechanism which changed the way machines process sequential data, we can effectively

11
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see this applied in machine translation such as Google Translate? which is based on the
transformer model, BERT model that processes text bidirectionally, understanding con-
text from both directions simultaneously proving to be highly effective for tasks such as
sentiment analysis (e.g., classifying product reviews [29]) and chatbots like GPT-3 [30]
that’s primarily focused on text generation by predicting next words based on preceding
context.

These models now demonstrate Al’s evolution from simple and narrow task-specific
tools, to general-purpose language understanding systems that powers everything from

search engines to chatbots.

6 Misinformation detection:

Misinformation detection has become a growing field of research due to the rapid spread
of false and misleading content online. Traditional methods rely on manual fact checking,
in which trained experts verify claims against credible sources [31]. Modern practical ap-
proaches look at how language is used, such as detecting exaggerated claims or conflicting
stories or narratives [32]. Some social media platforms now rely on users to report mis-
leading content, but these systems often face problems with bias and manipulation [33].
One of the main difficulties is maintaining a balance between accurately detecting misin-

formation and protecting freedom of speech, especially in politically sensitive situations.

7 Misinformation detection and Al:

Misinformation, defined as false or misleading claims, poses significant risks to the public,
especially on social platforms. Detecting such misinformation requires advanced tech-
niques from Artificial Intelligence (AI), including Machine Learning (ML) and Deep
Learning (DL). ML models, such as SVM [34], [35] and Random Forests [36], rely on
hand-crafted features, while DL models, such as BERT [2|, leverage pre-trained trans-
formers for text classification.

Artificial intelligence and machine learning (ML) are increasingly pivotal in detect-
ing misinformation by analyzing patterns in language, network spread and user behav-
ior [37].NLP (Natural Language Processing) models can flag suspicious claims such as
exaggerated “cure-all” promises by comparing them against trusted medical sources [38|.
Where AT tools such as Botometer [39], [40] are used to identify automated accounts and

coordinated fake activity, which are commonly used to boost the spread of misinforma-

Zhttps://translate.google.com

12
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tion [41]. Machine learning algorithms also assess virality risks by tracking engagement
metrics, such as sudden surges in sharing or unusual patterns in comments [42]|. However,
limitations include biases in training data (e.g., mislabeling minority health topics as
misinformation) and deceptive attacks where malicious actors subtly evade detection [43|
(e.g., misinformation spreaders can tweak or misspell words intentionally to avoid detec-
tion, where words like “vaccine” are replaced by “v@ccine”). Hybrid approaches where Al
and human judgment are combined together are emerging as a solution to these liabilities,

ensuring thoughtful decision making and scalability [44].

8 Common approaches to misinformation detection:

Misinformation detection can be a delicate and complicated matter, since misinformation
can take many forms requiring researchers to adapt and develop new models and tech-

niques to tackle it, most of the common approaches can be categorized into the following:

8.1 Content-based detection:

This approach focuses on analyzing the textual or visual content of the message itself.
Linguistic features such as sentiment, stance, and syntax are frequently examined to iden-
tify misinformation patterns [45]. Some researchers take this a step further by modeling
the narrative structure of claims, distinguishing between conspiracy narratives, fake cures,
and alarmist messaging. To assess accuracy, they often use semantic analysis methods
such as pretrained language models to compare claims against reliable medical sources.
Unusual or manipulative use of medical jargons can also raise red flags in this type of

analysis.

8.2 User-based detection:

User-based approaches examine characteristics of the user disseminating the information.
The user’s information often called “Metadata” such as account age, follower /following
count and also posting frequency can help detect suspicious behavior [46]. Behavioral
analysis has proven to be an important factor to spotting bots or coordinated misinfor-
mation campaigns due to their specific posting patterns (e.g., high-frequency posting, low

engagement rates).

13
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8.3 Network-based detection:

This approach evaluates how information spreads across a social network, it considers
dissemination patterns such as speed, shape and scale of information which proves to be
a decisive factor to distinguish factual content from misinformation. Retweet and reply
networks can be used to detect groups of users who share content in a coordinated or
natural way [4]. Echo chambers and misinformation hubs are often detected by the use

of specific community detection algorithms.

8.4 Knowledge-based detection:

Knowledge-based methods involve verifying claims by checking them against trusted
sources like fact-checking databases (e.g., Snopes [47], PolitiFact [48]) or knowledge graphs
[49]. Named entity recognition (NER) [50], [51] and entity linking techniques are com-

monly used to match content with factual knowledge sources.

8.5 Multi-modal detection:

Multi-modal detection is when misinformation doesn’t only revolve around text but also
images or videos. Multi-modal detection incorporates analysis of both text and associated
media. For example, re-used or manipulated images from unrelated events can mislead

audiences, especially in vaccine misinformation [52].

8.6 Psychological and Sociolinguistic detection:

Emotional and persuasive elements are often seriously taken in consideration by some
detection strategies as they are embedded in misinformation. These strategies assess the
presence of emotional triggers (e.g., fear, hope, anger, frustration). Misinformation con-
tent often exploits cognitive biases, which makes these features valuable for distinguishing

between deceptive and credible narratives [53].

9 Conclusion:

In conclusion, Al has a very strong influence on today’s world, we have seen how machine
learning approaches manipulate data making it a powerful asset, and how deep learning
has revolutionized this field completely changing the way we use and search for informa-
tion. In the next chapter we will take a look at a few research papers relative to health

misinformation and how they leverage Al to developing their solutions
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Chapter 2

Health misinformation detection: State
of the Art

1 Introduction:

The fast growth and popularity of social media networks has enabled the exchange of
information between users freely without much restrictions. When it comes to healthcare,
unfortunately, we see many users browse for health-related information online only to
find a variety of results that mostly stem from unreliable sources that might disseminate
incomplete, inaccurate or false information [54]. This chapter will explore the concept
of health misinformation and examine a number of approaches and tools employed to
detect it. We will also review some related work, highlighting the detection strategies and

methodologies adopted in prior research.

2 Health misinformation detection:

2.1 What is health misinformation:

Health misinformation refers to false, inaccurate or misleading health-related claims that
are disseminated unintentionally or deliberately, often through digital platforms such as
social media, blogs, or forums [55|. Unlike evidence-based medical advice, health misin-
formation lacks scientific validation and can range from exaggerated claims about treat-
ments to outright conspiracy theories, such as those denying vaccine efficacy or promoting
unproven "miracle cures." The consequences of such misinformation are profound, influ-
encing individual health decisions, eroding trust in healthcare systems, and exacerbating
public health crises, as seen during the COVID-19 pandemic [42], [56].
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2.2 Health misinformation vs health disinformation:

Health misinformation and disinformation are critically distinct, while both involve false
or misleading content, misinformation is shared without malicious intent mainly due to
ignorance or misunderstanding. (e.g., someone sharing an unverified home remedy for
COVID19, believing it to be effective). In contrasts health disinformation is intentionally
crafted and disseminated to deceive, often for political, financial, or ideological gain. An
example includes coordinated campaigns spreading false claims about vaccines to under-
mine public health efforts [38], [41]. This intentionality makes disinformation particularly
challenging to combat [57], as it is often designed to exploit cognitive biases and emotional

triggers.

2.3 Sources and dissemination channels of health misinforma-
tion:

Health misinformation thrives across a variety of digital platforms, each contributing to its
rapid and widespread dissemination. Social media networks like Facebook, Twitter (now
X), and Instagram are primary vectors due to their vast user bases and engagement-driven
algorithms, which prioritize sensational content over accuracy [55]. These platforms en-
able misinformation to spread quickly through shares, retweets, and viral trends, often
outpacing corrective efforts. Niche online communities, such as anti-vaccine forums or al-
ternative health groups, further amplify misinformation by creating echo chambers where
unverified claims are reinforced without inspection [41|. Additionally, unreliable health
websites and influencer endorsements lend false credibility to misleading claims, as they
mimic legitimate sources while promoting unproven treatments or conspiracy theories [58|.
What is generally considered as a primary barrier for effective management efforts is the
decentralized nature of digital media, making cohesive detection efforts more difficult due
to the variety of content types across different platforms like YouTube, Instagram, and

messaging platforms like WhatsApp [55].

3 General steps to detect health misinformation:

While there are numerous methods for detecting misinformation in general, the process
of identifying health misinformation on social networks can be broadly summarized in a

few steps:
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3.1 Source Evaluation:

Check the origin of the information, prioritizing authoritative sources like peer-
reviewed studies or official health organizations (e.g., WHO(World Health Organi-
zation) [59], CDC(Centers for Disease Control and Prevention) [60], NIH(National
Institutes of Health) [61]) to assess credibility, and check for bias and conflicts of
interest (e.g., a study on vaping funded by a tobacco company), as seen in viral

claims citing obscure blogs over clinical trials [62].

3.2 Cross-Verification:

Compare the claims with trusted medical databases such as PubMed [63], Cochrane
[64] or UpToDate [65] or scientific literature to confirm accuracy [43] as unsupported
claims like “garlic cures COVID” lack endorsement from authorities like WHO or
NIH.

3.3 Content Analysis:

Examine language for red flags such as exaggerated claims "100% effective”, emo-
tional manipulation language “Big Pharma is hiding this”, or unsupported causal
relationships [66].

3.4 Algorithmic Monitoring:

Use Al tools (e.g., Botometer) to track viral trends, bot activity, or coordinated
misinformation campaigns across platforms, as seen when false “vaccine side effects”

trends surge due to bot activity [41].

3.5 Fact-Checking:

Employ fact-checking organizations or expert reviews to validate or debunk health
claims [67].
3.6 User Engagement Review:

Analyze high-engagement metrics (e.g., rapid shares, likes) to identify potentially
misleading content amplified by algorithms [55].
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e 3.7 Digital Literacy Integration:

Educate users to recognize misinformation tactics, such as fake experts or cherry-

picked! data [68].

e 3.8 Regulatory and Ethical Alignment:

Ensure detection methods respect free speech and privacy like GDPR(General Data
Protection Regulation) [69] law, while mitigating harm as seen when platforms

remove harmful COVID claims while allowing space for legitimate discussion [70].

4 Related work:

This section presents selected related work in the field, showcasing a variety of method-
ologies and datasets used to implement detection approaches.

The research paper by Barve |71] proposes an approach to detect and classify health
misinformation using automated fact-checking using NLP, ML and information retrieval.
They proposed a Content Similarity Measure (CSM) algorithm that computes Content
Similarity Score (CSS) between URLSs and fact-checked references which were classified as
legitimate or non-legitimate by following a threshold-based approach. The authors tested
their model on the following datasets: CoAID [72], ReCOVery [73|, FakeHealth(Story and
Release) [74], achieving an accuracy of 87.3%, 89.3%, 85.26% and 88.83% on each dataset
respectively when following an algorithmic-approach?, when following a feature-based?
approach, their proposed CSM model showed an accuracy of 85.93%, 87.97%, 83.92%
and 86.8% respectively, demonstrating superior accuracy over traditional methods like
Jaccard |75] and Cosine [76] similarity measures.

The paper by Di Sotto and Viviani [77]| contributes research that sought to identify
effective features and machine learning techniques to detect online health misinformation
on both social media and web pages. The researchers used Classical ML algorithms (Ran-
dom Forests, Naive Bayes [78], Logistic Regression |79] and Gradient Boosting [80]), Deep
Learning algorithms such as Convolutional Neural Networks (CNN) [18] and Bidirectional
Long Short-Term Memory networks (Bi-LSTM) [11], [25]. They tested their algorithms
on three publicly available datasets: CoAID, ReCOVery and FakeHealth and utilized two

!Cherry-picked data is a technique where data is selectively chosen to prove a specific claim, while
ignoring other data that contradicts the specified claim

2The algorithmic approach refers to using rule-based logic to detect misinformation

3The feature-based approach uses specific characteristics or features as input for the machine learning
model to classify misinformation
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evaluation metrics: AUC (Area Under the ROC curve) [81] and F-measure [82], in addi-
tion to Stratified 5-fold cross-validation with feature selection (CFS) [83] for validation.
CNNs with word embeddings (CNN(WE)) performed best on the CoAID dataset scor-
ing a precision of 97.3% and 95.3% on AUC and F-measure respectively, whereas ML
with word embeddings using ReCOVery dataset scored 92.1% on AUC and 84.8% on F-
measure, and ML + TF-IDF [84], [85] (Term Frequency—Inverse Document Frequency)
using the FakeHealth dataset scored between 69.3% and 71.7% precision on AUC and
between 62.7% and 70.6% precision on F-measure.

The paper by Cui [86] leveraged knowledge graphs (KG) [87] to detect healthcare mis-
information to alternate from previous approaches that rely on social contexts, they used
a hybrid approach combining Graph Neural Networks (GNNs) [88] specifically Relational
Graph Convolutional Networks (R-GCN) [89] with attention mechanisms—and Bidirec-
tional GRUs (BiGRU) [26], [90] for text encoding. They compared their model against
eight baselines, including knowledge graph-based methods (KG-Miner [49], TransE [91]),
classical text-based models (text-CNN), and social-context-aware systems (AEFEND [92],
CSI [93]). The evaluation is conducted on two manually curated datasets (Diabetes and
Cancer) using standard metrics: Accuracy, Precision, Recall, and Fl-score. Their pro-
posed method called DETERRENT outperforms all baselines, achieving an F1-score of
84.7% (Diabetes) and 93.1% (Cancer), with a 4.8-12.8% improvement over the best com-
petitor [86]. Key innovations include using Bayesian Personalized Ranking (BPR) [94]
loss to model negative knowledge graph (KG) relations and improving explainability with
attention-weighted KG triples (e.g., "Insulin DoesNotHeal Diabetes"). Limitations in-
clude depending on domain-specific KGs and not accounting for time-related changes.

The research paper by Wang [37] proposed a multimodal deep learning model to detect
antivaccine misinformation on Instagram, moving beyond text-only methods by combining
images, captions, and hashtags. Their model used three branches: a fine-tuned VGG19
[95] network for images, a bidirectional GRU for text (captions and OCR’-extracted
text), and fastText® embeddings for hashtags, all enhanced with a novel semantic- and
task-level attention mechanism (SeTa), [98] to focus on key features. They compared
their approach against single-modal and other multimodal models on a dataset of 31,282
Instagram posts, achieving 97% accuracy and a 97.3% F1-score outperforming baselines
significantly. Key innovations included multimodal feature fusion and an ensemble method
combining predictions from all branches. However, some limitations they encountered

involved struggles with posts requiring external knowledge (e.g., legal references), OCR

40Optical Character Recognition, a technology used to extract text from images, the paper implemented
the popular Tesseract OCR algorithm [96]
SfastText is a word embedding tool that improves handling of misspelled words and handling text [97]
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errors on small text, and a lack of non-English data. Future work suggested adding
memory cells for context retention and integrating expert knowledge.

In This paper [99], the authors examined how storytelling (narrative style) affects
the spread of health misinformation on Twitter, shifting focus from fact-checking to
communication style. They used two COVID-19 datasets (ANTiVax [100] and CMU-
MisCov19 [101]), manually labeling 3,000 tweets for narratives (e.g., personal vaccine
stories) and training models including logistic regression, BERT variants, and GPT-3 [30]
to classify the rest. RoBERTa [102] performed best (F1=0.924). Findings showed nar-
ratives boost engagement, even for misinformation (e.g., vaccine conspiracies), especially
from influential users. LIWC analysis [103] revealed narratives use more emotional, per-
sonal language, while misinformation leans on analytic terms. Key limitations include
English-only data and Twitter’s changing policies. Unlike KG-based methods, this work
highlights how storytelling shapes misinformation reach, suggesting counter-messaging

should adopt narrative techniques.

5 Discussion:

Below is a comparison table that lists each paper along with the methodologies used

including:

e Datasets: which is a structured collection of data that could contain social media
posts, online articles or medical claims, that is used to train, validate and test the
model. We have mentioned where each dataset has been collected from, its language

and its topic.

e Methods: which are the techniques used to process data and detect misinformation
(e.g., Deep Learning (CNN, Bi-LSTM), Machine Learning (Naive Bayes, SVM),
DETERRENT, CSM).

e Detection Approach: is the way the researchers decide to tackle the detection
phase, specifying what aspects their models focus on when classifying data. A
further detailed description of the detection approaches is mentioned in chapter 1

section &.

e Performance: represents the efficiency of the final model at detecting misinforma-

tion accurately with minimal latency, performance is often measured in F1-score,

AUC and Accuracy.
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After reviewing the previous research papers, we observed that most studies rely heav-
ily on the use of COVID-19 datasets primarily focused on processing textual data, partic-
ularly in English as some datasets filtered out non-English content during pre-processing.
There is limited attention given to visual data or multimodal approaches that combine
images and text. As a result, research tends to concentrate on a single platform (mainly
Twitter) while other social media platforms receive considerably less attention. Some of
the works mentioned above used publicly available datasets, such as: CoAID, ReCOVery

or FakeHealth, others used manually curated datasets, where they collect data manually.

6 Conclusion:

In this chapter we provided a few relevant papers containing state-of-the-art models and
recent contributions to the field of health misinformation detection. The next chapter
contains our proposed model, its implementation steps along with the methodology used

to evaluate its performance.
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Chapter 3

Conception of a new health

misinformation detection model

1 Introduction:

After reviewing the related works previously mentioned, and after conducting further
research, we will present in this chapter our own approach to health misinformation
detection. We will be fine-tuning a BERT model variant, namely the modernized version
of BERT called ModernBERT [104] which has not been previously applied on medical
data.

2 The architecture of our model:

The four general steps our model follows to are:
e Data pre-processing

— Data filtering
— Tokenization

— Sequence packing

Tokenized text embedding
e Model training

— Forward pass
— Compute Loss

— Backpropagation
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— Weight Update (Optimization)

— Repeat (Epochs)
e QOutput head
e Results evaluation

Previous research has indeed implemented BERT to detect health misinformation, and
others have implemented domain specialized BERT variants (e.g., BioBERT). However,
the new ModernBERT model has only been pre-trained on English text and code which
motivated us to fine-tune it for health misinformation detection.

In Figure 3.1 we tried to illustrate our model’s architecture by putting together the

different components it uses during the fine-tuning and prediction process.
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Raw input data

l

Pre-processing

l

Processed data

ModernBERT

Tokenization

+

Sequence packing
+
RoPE
Input
Encoder

Multi head attention

Add and Norm

GeGLU Feed Forward

Add and Norm

l Output

Classification

7N\

Reliable
information

Misinformation

Figure 3.1: Our model’s architecture

3 Data pre-processing;:

This is considered the primary step to begin the process of fine-tuning our model, as our

data must be processed before making other operations. This step is crucial because it
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shapes our model’s prediction capabilities, and using unfiltered data during training can
lead to various issues (e.g., Increased model complexity, inconsistent tokenization, longer

training times).

3.1 Data filtering:

The main goal of this step is to simplify, filter and clean the input data before proceeding
to the next step which is tokenization. To pre-process our data we have used the following

techniques:

e Cleaning the text: This is done by filtering out missing values in our data then

removing trailing and leading white spaces.

¢ Removing irrelevant text: In order to avoid misinterpretation and confusion,
input text must only contain relevant information for our model’s training purpose

that’s why in this step we try to remove:

— URLs
— Usernames and hashtags

— Special characters and emojis

e Converting text to lowercase: This step is recommended to reduce vocabulary

size and to further optimize tokenization.

A brief example of data cleaning is represented in Figure 3.2 below.

Just launched my new productivity app!| &
Try it out:|https://example.com |

Shoutout to |(@NotionHQ [& @figmalfor the inspo| .
#Tech [#Startup|#Productivity,

Removing  Converting
irrelevant + to
text lowercase

just launched my new productivity app!
try it out: shoutout to & for the inspo

Figure 3.2: Example of data pre-processing
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3.2 Tokenization:

After pre-processing our data, the next step is to tokenize it. Tokenization is the process
of breaking down sentences into words, sometimes also breaking down complex words,
and then assigning IDs to those words before passing it to our model for the training
phase.

ModernBERT uses a modern BPE tokenizer, a modified version of OLMo [105] tok-
enizer providing more token efficiency, while still using the special tokens (e.g., [CLS]' and
[SEPJ?) as the original BERT model. Below is a brief example of tokenization in Figure
3.3.

“Drinking tea twice a day will help you lose fat”

splitting
into subwords

[[CLS]’, ‘drinking’, ‘tea’, ‘twice’, ‘a’, ‘day’, ‘will’,
‘help’, ‘you’, ‘lose’, ‘fat’, ‘[SEP]’]

assigning IDs
to each subword

[101, 2048, 4563, 1037, 5678, 7890, 2000, 1239, 6789, 999,
1014, 102]

Figure 3.3: Example of tokenization

3.3 Sequence packing:

In addition to tokenization, ModernBERT performs sequence packing, which is the process
of concatenating sequences of different length into a single sequence, instead of using
padding. This leads to faster training and improved resource economization. An example

of this method is represented in Figure 3.4.

1|CLS] is a token that signals the start of an input sequence
2|SEP] is a token that is used to separate segments in the input
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Seql: [[CLS]’, ‘drinking’, ‘tea’, ‘twice’,
1. Drinking tea twice a day will help ‘a’, fday’, ‘will’, ‘help”’, ‘you’, flose’,
you lose fat - 5 fat”, “[SEP]’]
2. Matcha is unhealthy for kids!
Seq2: [€[CLS]’, ‘matcha’, ‘is’, €‘unhealthy’,
two sequences ‘“for’, ‘kids’, €!’,“[SEP]’]
of different
size

packing both
sequences
together

final_seq:[[CLS]’, ‘drinking’, ‘tea’, ‘twice’, ‘a’, ‘day’, ‘will’, ‘help’, ‘you’,
‘lose’, ‘fat’,‘[SEP]’, ¢[CLS]’, ‘matcha’, ‘is’, f‘unhealthy’, €‘for’, ‘kids’, “!’, [SEP]’]

Figure 3.4: Example of sequence packing

3.4 Tokenized text embedding:

Embedding our data is the last step we take before sending it into the model for the train-
ing phase, word embedding is the process of mapping each token to embeddings (dense
vectors, called Tensors®), ModernBERT uses Rotary Positional Embeddings (RoPE) [107]
instead of absolute positional embeddings, enabling us to learn context in both directions.

The embedding process consists of the following steps:

1. Token embedding: In this step, each token is assigned a unique dense vector (an

embedding) of a 768 dimension. Shown in step 1 in Figure 3.5.

2. Embedding vector rotation: Each embedding vector is then rotated based on
its position in the input sequence using the rotary matrix mentioned above, which
makes attention aware of order and distance between tokens. The general rotation

formula is as follows:

f{q,k’} (Xm7 m) - R@,m : W{q,k}xm

Where the rotary matrix Re,, € R?? is block-diagonal® with d/2 blocks of 2D

3A special type of vector used to stock large sequences of numbers that will take part in complex
computations [106]

4A block-diagonal matrix has square sub-matrices along the main diagonal and zeros elsewhere.
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rotation matrices:

cos(mby) —sin(mb,) 0 0 0 0
sin(mfy)  cos(mb) 0 0 0 0
0 0 cos(mby) —sin(mbsy) 0 0
Ro., = 0 0 sin(mby)  cos(mby) 0 0
0 0 0 0 o+ cos(mbye) —sin(mbays)
0 0 0 0 oo sin(mbgye)  cos(mbqy2)

Where:

X, € R% word embedding for the token at position m.

Am = fq(Xm,m): positionally encoded query vector.

k, = fr(x,,n): positionally encoded key vector.

f; = 10000~ 2(%1), ie{1,2,... ,g (representing the rotation frequency for

the i — th 2d subspace of the embedding).

Self-attention is applied here to help keep track of the relationship between tokens, it
lets the model know where each token is in the sequence so it can understand token order.

The figure below represents a simple example of the process:
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Seq: [[CLS], “matcha”, “is”, “bad”, “for”, “children”,
Seq: “Matcha is bad for children” —p [SEP]]
Seq: [1e1, 2000, 202, 320, 898, 1923, 102]

Tokenization (pre-processing step)

Step 1: Step 2:

token IDs - dense vectors (768 dimensions) rotating embeddings

101 : [0.2, -0.1, 0.8, 0.3, ..., 0.5] 101 : position @, rotated by 6o (no rotation)
2000 : [0.1, 0.4, -0.2, 0.9, ..., -0.1] 2000 : position 1, rotated by 6.

202 : [-0.3, 0.7, 0.1, -0.4, ..., 0.2] 202 : 2-6;

320 : [0.5, -0.6, 0.3, 0.1, ..., 0.8] 320 : 3-6;

898 : [-0.1, 0.2, -0.5, 0.6, ..., 0.3] 898 : 4 - 6.

1923 : [1.2, -0.7, -0.1, 0.8,..., 0,9] 1923 : 5 > 65

102 : [-0.8, 0.2, 1.0, -0.3, ..., 0.4] 102 : 6~ 66

Result:

position-aware embeddings
101 : [0.2, -0.1, 0.8, 0.3, ..., 0.5]
2000 : [0.05, -0.18, 0.38, 0.91, ..., 0.32]
202 : [-0.15, 0.25, 0.25, 0.5, ..., -0.35]
320 : [0.35, -0.15, 0.12, 0.4, ..., 0.18]
898 : [0.25, .15, -0.25, 0.11, ..., 0.45]
1923 : [0.28, 0.9, -0.4, 0.18, ..., -0.75]
102 : [-0.1, 0.3, 0.5, 0.12, ..., 1.2]

Figure 3.5: Example of the embedding process using RoPE

4 Model training:

The training process happens in the 22 encoder layers of the ModernBERT model, it
is the process where our model learns to understand language by adjusting its internal
parameters using labeled data.

The first step taken in the training process is splitting our data into validation, testing
and training sets (20% testing, 20% validation, 60%training), implementing Stratified
sampling [108] to maintain class balance.

This phase only utilizes the training data, leaving aside the testing and validation data

for their respective steps.

4.1 Forward pass (Feed forward):

In this step, the tokenized data is passed to the ModernBERT model, which then goes

through the model’s encoder layers. As shown in Figure 3.1, each layer consists of:

30



*CHAPTER 3. CONCEPTION OF A NEW HEALTH MISINFORMATION DETECTION MODEL

4.1.1 Multi-head attention mechanism:

This is the core self-attention mechanism that allows the model to focus on different parts
of the input sequence simultaneously. "Multi-head" means it runs multiple attention

operations in parallel.

Multi-Head Attention

Concat

AL
Scaled Dot-Product )
Attention
| [ [

F e -~ e
[ LIF‘I{ Llr‘@[ Lin@

— 7 7

v K Q

Figure 3.6: Original multi-head attention scheme |[1]

ModernBERT builds on the original multi-head attention from the transformer archi-
tecture in Vaswani et. al (2017) [1] with a few modifications, the most significant being the
alternating attention pattern following recent work on efficient long context models [109],

where attention layers alternate between global® and local® attention.

4.1.2 Add and norm layer (first):

The first Add and Norm layer operates immediately after the multi-head attention mech-

anism and performs two sequential operations:

e Add(Residual Connection”): The layer combines the attention output with the
original input through element-wise addition. This residual connection maintains
the original signal pathway and addresses the vanishing gradient problem commonly
encountered in deep architectures, thereby supporting more effective parameter op-

timization.

5Global attention is when in every third layer tokens attends to all other tokens in the sequence.

SLocal attention is when in other layers (non third layers), tokens attend to other tokens within a
sliding window of 128 tokens

"Residual connection or "skip connections", is the process of adding the original input directly to the
output of a layer.
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e Norm(Layer Normalization): The summed output undergoes normalization to
standardize activation magnitudes across the feature dimensions. ModernBERT em-
ploys conventional Layer Normalization [110], which normalizes inputs by comput-
ing statistics along the feature axis, promoting training stability through consistent

scaling.

This step ensures that representations emerging from the attention mechanism retain
both enhanced contextual information and appropriate numerical properties for subse-

quent feed-forward computation.

4.1.3 GeGLU forward network:

A specific type of feed-forward network that uses the GeGLU (Gated Linear Unit with
GELU activation) [111] activation function. The feed-forward network in ModernBERT
replaced the traditional ReLU/GELU [112] activation with GeGLU which introduces a
gating mechanism inspired by GLUs [113]. Mathematically represented as:

GeGLU(z) = GELU(zW}) ® o(xWs)
where Wy, W, are learnable weights®, o is the sigmoid [114], [115] function, and ®
denotes element-wise multiplication.
4.1.4 Add and norm layer (second):

The second add and norm layer mirrors the first, but is applied after the GeGLU forward

network:

e Add: GeGLU output combines with the pre-GeGLU input through residual con-
nection. This direct pathway allows training signals to flow efficiently through the
network, preventing performance degradation that typically occurs in deeper archi-

tectures.

e Norm: The combined output is then normalized, ensuring consistent activation

scales before the data proceeds to the next encoder layers.

4.2 Compute Loss:

After the Forward pass, a loss is calculated to determine the model’s performance so far.

The higher the loss value is, the less accurate/performant the Feed forward layer was. As

8Weights are numbers the model learns to improve prediction by adjusting them during training based
on errors.
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shown in Figure 3.7.

4.3 Backpropagation:

Backpropagation represents the process that helps a neural network learn by adjusting
its weights. After input data goes through the Feed forward layer and loss is calculated,
the model works backwards through the network calculating how much each weight in
the network contributed to the error. Then the model uses this information to adjust the

weights (parameters) to improve future predictions.

4.4 Weight Update (Optimization):

Weight update is the process where the model adjusts its weights to minimize the loss after
backpropagation. It measures how much weights should change using Gradients which
are calculated during backpropagation. ModernBERT uses StableAdamW optimizer [116|

with a defined learning rate to complete this task.

4.5 Repeat (Epochs):

Epochs represent the number of times we train the model on the entire dataset, where
one Epoch means one full pass through the entire dataset, with the model repeating the
previous steps and updating its weights each time based on errors from previous passes.

For each epoch, the model processes all batches, calculating both loss and accuracy
and tracking training and validation metrics, saving the best results based on validation

accuracy.

Epoch 3/5
Training: 1eeX| | 5°8/598 [11:55<00:00, 1.20s/it]

evaluating: 1ee% ||| 15¢/150 [e1:ee<ee:ee, 2.49it/s]
Train Loss: @.8232

Train Accuracy: ©8.9988
Val Loss: 8.8961

Val Accuracy: 8.9791
Saved best model!

Figure 3.7: Example of training epoch and its results
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5 Output head:

5.1 Classification:

The classification process employs a standard approach where the model outputs raw
logits® for each class through its classification head.

The model then directly applies argmax'® operation to determine the predicted class
where the highest logit value is selected. This proves to be more computationally effi-
cient since the argmax of raw logits is equivalent to the argmax of softmax-normalized

probabilities for classification purposes.

6 FEvaluation:

Evaluation mainly splits into two parts:

6.1 Training evaluation:

Training is evaluated by measuring our model’s efficiency on each epoch during training,
this happens on a validation set to see how well our model works on unseen data. This is
how we can monitor issues like overfitting!* and to check if our model is improving after

each epoch. The previous figure 3.7 represents this exact step.

6.2 Testing evaluation:

Here we evaluate the performance of the model at prediction when passing it a set of
unseen data, which is the testing set previously split from the main processed dataset.

The metrics used during this process are detailed in the next chapter.

7 Conclusion:

In conclusion, we have documented the different layers of our model and discussed the

role of each one of them in the detection process. In the next chapter we will outline the

9Logits are the raw, un-normalized output of a classification model before applying a normalization
function like softmax or sigmoid.

Ohttps://docs.pytorch.org/docs/main /generated /torch.argmax.html

1 Qverfitting is when the model performs well on training data but poorly on validation data, leaving
a gap between Val Accuracy and Train Accuracy values.
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results obtained from training our model, alongside the tools and the dataset used in our

study.
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Chapter 4

Experimentation and results

1 Introduction:

In order to achieve our task at building our misinformation detection model, a set of tools
and frameworks is needed. In this chapter we will discuss the dataset we picked and the
different tools that went into the creation of our model before discussing the results of

evaluating and testing it.

2 Dataset:

The dataset we picked for our research was CoAID?!, which is a diverse COVID-19 health-
care misinformation dataset, including fake news on websites and social platforms, along
with users’ social engagement to such news.

In total, it contains: 5,216 news, 296,752 related user engagements, 958 social platform
posts about COVID-19.

The dataset is broken into four parts, each part represents content collected within a

defined span of time, which are:

e Version 0.1 (05/17/2020): Representing the initial version of the dataset corre-
sponding to the paper by Limeng et al.(2020).

e Version 0.2 (08/03/2020): Represents data collected from May 1, 2020 through
July 1, 2020.

e Version 0.3 (11/03/2020): Represents data collected from July 1, 2020 through
September 1, 2020.

Thttps://github.com /cuilimeng/CoAID
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e Version 0.4 (01/08/2021): Represents data collected from September 1, 2020
through November 1, 2020

Each of the four folders mentioned above contains three types of files, each one has

one of these endings:

e Tweets.csv: Containing the tweet 1Ds.
o Tweets replies.csv: Containing the replies to each of the previous tweets.

e .csv: Contains data, its type (post or article), its metadata (e.g., title, newstitle,

abstract), its source and its fact check url.

Each type of the files above has one of two topics: Claim(Real or Fake), or News(Real

or Fake), as shown in the figure below representing one of the dataset’s folders and its
files.

~ [ 11-01-2020
ClaimRealCOVID-19_tweets_replies.csv
ClaimRealCOVID-19_tweets.csv
ClaimRealCOVID-19.csv
MewsFakeCOVID-19_tweets_replies.csv
MNewsFakeCOVID-19_tweets.csv
MewsFakeCOVID-19.csv
MewsRealCOVID-19_tweets_replies.csv
MNewsRealCOVID-19_tweets.csv

n
n
n
n
n
n
n
n
n

MNewsRealCOVID-19.csv

Figure 4.1: One of the dataset’s folders and its structure
We have split our pre-processed dataset into three parts before training, namely:
e Training data: Represents 60% of our dataset, used to train the model.

e Evaluation data: Represents 20% of the dataset, used to evaluate our model after

each training epoch.

e Testing data: 20% of the dataset, used to evaluate our model’s performance in

prediction.
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3 Tools and frameworks used:

3.1 Hardware:

Hardware plays a pivotal role in research especially in data intensive fields.

This project was limited by time, but still I have managed to make some progress. I
have only used one machine, my personal laptop with an Intel(R) Core(TM) i5-12450H
CPU @ 2.50GHz x64 processor with 16 GB RAM.

3.2 Software:

I used the Cursor? editor to work on the codebase, it was more than sufficient for this
task and to wrap my head around the model’s details since I'm already very familiar with
it.

However, since the GPU on my machine isn’t qualified to train resource intensive
models like ModernBERT, I've used Kaggle® Notebook for this task. It’s very stable and
powerful especially the GPU T4x2 that they offer for free was more than enough to take
care of the training phase of ModernBERT.

And needless to say, the field standard Python programming language was chosen for
this project, due to its simplicity, vast ecosystem and rich libraries and frameworks it
made the job much easier and helped me learn many new things along the way.

The implementation also included these frameworks and libraries:

e Torch (Pytorch)*: Main deep learning framework.

Transformers: (Hugging Face)® - For BERT model and tokenizer .

Pandas®: For data manipulation and DataFrame operations.

e Numpy’: For numerical operations.

Scikit-learn®: For train _test split, classification report, Metrics (accuracy, preci-

sion, recall, etc.)

2https:/ /www.cursor.com
3https:/ /www.kaggle.com
“https:/ /pytorch.org
Shttps://huggingface.co
Shttps://pandas.pydata.org
"https:/ /numpy.org
8https://scikit-learn.org
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e Matplotlib?: For creating plots.
e Seaborn'’: For enhanced visualizations (heatmaps)

e Tqdm!!: For progress bars.

4 FEvaluation measures:

The model is evaluated at the end of each training epoch as well as after final testing
on the held-out test data. A range of evaluation metrics and procedures are employed to

assess its performance throughout the training and testing phases.

4.1 Training:
e Training/Validation Loss: We use CrossEntropy [117] to calculate the accuracy

in both validation and training. The formula is as follows:

N

1 .
‘Ctrain - N Z *C(yza y7,>

i=1

e Training/Validation Accuracy: Accuracy is calculated as the percentage of the

correct predictions, mathematically represented as:

Correct predictions

Accuracy =
Y Total samples

4.2 Testing:

The following measures have been used to evaluate the model’s prediction performance:
e Accuracy score [118]: Overall correctness.

e Precision score [119]: Is the proportion of the predicted positives that are actually

correct.

TP
TP+ FP

Precision =

9https://matplotlib.org
Ohttps:/ /seaborn.pydata.org
"https://tqdm.github.io
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e Recall score [119]: Is the proportion of actual positives that were correctly iden-

tified.
TP

l=———
Reca TP L FN

e Fl-score [120]: Harmonic mean of precision and recall.

2 - Precision - Recall

F =
! Precision + Recall

e Confusion matrix [121]: Is a square matrix representing false positives and true

negatives, as well as the correct prediction values (true positives and true negatives).

e ROC Curve [122]: Is a graph that shows the trade-off between the true positive
rate and the false positive rate, reflecting how well the model separates the positive

and negative classes.

e PR Curve [123]: A plot showing the relationship between precision and recall

5 Model parameters:

5.1 Input shape:

After the data is pre-processed, only relevant information is kept before splitting the
dataset into training, validating and testing sets, and passing it to train the model. This
is what the input data looks like in a JSON object format, where each attribute represents

a column in the final data csv file:

{

"text": "u.s. marks deadliest day of coronavirus crisis march 25 2020 more...
"label": O,

"date": "05-01-2020",

"source_type": "News",

"has_tweets": O,
"has_replies": O,
"file_type": "NewsRealCOVID-19",

"fact_check_url": "webmd.com",

"news_url": "https://www.webmd.com/lung/news/20200325/us-marks-deadliest-. ..
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5.2 Training configuration:

We tested our model by making three experiments, passing different parameter values for

the trainer, them being:

e Model name: We used modernBERT-base for our research.

e Number of Labels: This corresponds to the number of classes that data could fit
in, in our case there are only two by default as information could be labeled either

as reliable (1) or unreliable (0).

e Batch size: Is the number of training examples the model sees at once during

training before it updates its weights.

e Learning rate: The learning rate represents the pace at which the model learns
during training. It affects how much the model’s weights change after each batch of
data is processed, high learning rate can lead to the model learning inappropriately,

otherwise low learning rate leads to longer training duration.

e Number of epochs: This represents the number of times the model goes through
the dataset.

6 Results:

In this section we will discuss the results of experimenting on ModernBERT through fine-
tuning and testing on unseen data, providing detailed representation of each run both in

numbers and in graphs.

6.1 Fine-tuning:

We have fine-tuned our model three times using the pre-processed CoAID dataset, each
time changing the hyperparameters. We stored the training and validation loss, and the
training and validation accuracy accross each epoch.

An illustration of the results of the fine-tunning process is provided in Figure 4.2.
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Tableau 4.1: Fine-tuning Performance Results Across Different Experiments

Exp | Epoch | Hyperparams | Train Loss | Train Acc | Val Loss | Val Acc
1 Epochs:3 0.1664 0.9389 0.1030 0.9582
01 2 Batches:8 0.0516 0.9808 0.0925 0.9598
3 LR:2e-5 0.0209 0.9922 0.0767 0.9724
1 0.1493 0.9425 0.1356 0.9540
2 Epochs:5 0.0391 0.9866 0.1114 0.9623
02 3 Batches:8 0.0147 0.9958 0.0824 0.9741
4 LR:1e-5 0.0128 0.9958 0.0598 0.9799
5 0.0015 1.0000 0.0822 0.9824
1 Epochs:3 0.1343 0.9467 0.0835 0.9665
03 2 Batches:16 0.0529 0.9816 0.0607 0.9791
3 LR:2e-5 0.0172 0.9939 0.1582 0.9540
Training and Validation Loss
0.000 + \
Training and VE:I\U(;;tion Accuracy
<

1.0 15 2.0 2.5 3.0 3.5 4.0 4.5 5.0
Epoch

Figure 4.2: Fine-tuning results visualization

6.2 Testing:

Furthermore, we have tested our model on a separate unseen testing data that we split
before training, the results are shown below.

Visualized results are shown below, we generated an ROC-curve [115], PR-curve and
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Tableau 4.2: Testing Performance Results Across Different Experiments

Experiment

Hyperparameters

Accuracy

Precision

Recall

F1-Score

1

Epochs: 3
Batch: 8
LR: 2e-5

0.9699

0.9330

0.8743

0.9027

Epochs: 5
Batch: 8
LR: 1le-5

0.9774

0.9409

0.9162

0.9284

Epochs: 3
Batch: 16
LR: 2e-5

0.9732

0.9344

0.8953

0.9144

a Confusion-matrix [121] graphs to illustrate the best model’s performance. The best
performing model was the one in the second experiment, the ROC-curve in Figure4.3
shows how well it distinguishes between false and reliable information, the PR-curve in

Figure4.4 represents the trade-off between decision and recall results.
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Figure 4.3: ROC Curve - Experiment 2

43



*CHAPTER 4. EXPERIMENTATION AND RESULTS

Precision-Recall Curve

1.0 4 —— PR curve (AP = 0.88)

0.8

Precision
4
[=1]
!

0.4

0.2

Figure 4.4: PR Curve - Experiment 2

The confusion matrix below represents the amount of false positives and true positives
that the model predicted.

Confusion Matrix

True Label

- 400

Fake
1
[
o
=
-~
w

- 200

1
Real Fake
Predicted Label

Figure 4.5: Confusion matrix - Experiment 2

We can see that the best model after testing has been the one in the second experiment,
using 5 epochs, 8 batch size and le — 5 learning rate, achieving the highest performance
by all metrics. This can mean that lowering batch size (providing less information to our

model per iteration), using slower learning rate and increasing the number of times our

44



*CHAPTER 4. EXPERIMENTATION AND RESULTS

model goes through training data helps our model predict and classify more accurately,

proving to be more efficient than other approaches.

7 Comparison:

From the research works mentioned in chapter 2 section 4, two of the five works have used
CoAID to test their models, namely Barve et al.(2022) and Di Sotto and Viviani(2022).
To facilitate comparison, the table below summarizes the performance of each model

alongside our own, evaluated on the common dataset.

Model ROC AUC F1-Score Accuracy
Our Model 0.95 0.92 0.97
Barve et al.(2022) - - 0.87
Di Sotto and Viviani(2022) 0.97 0.95 —

Tableau 4.3: Comparison of model performance on the common dataset.

8 Conclusion:

To conclude this chapter, we have evaluated our model’s performance in training and in
prediction on unseen data using the different evaluation metrics previously mentioned. It
was interesting to analyze the model’s behavior while experimenting with its hyperpa-
rameters. This step proved to be the most challenging. We now proceed to the general

conclusion.
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(General conclusion

In the end, we can say that our research successfully demonstrates the potential of fine-
tuning ModernBERT for health misinformation detection using the CoAID dataset. The
strong training and validation results achieved indicate that transformer-based models like
ModernBERT can effectively learn to distinguish between credible health information and
misinformation when properly adapted to domain-specific data.

The fine-tuning process yielded promising performance metrics, suggesting that the
model successfully captured the linguistic patterns and semantic features characteristic
of health misinformation. These results align with existing literature showing that pre-
trained language models, when fine-tuned on specialized datasets, can achieve substantial
improvements in domain-specific classification tasks. The CoAID dataset proved to be
a valuable resource for this purpose, providing diverse examples of COVID-19 related
misinformation that allowed the model to learn robust detection patterns.

However, several limitations constrained the scope of this work. Time constraints
prevented the completion of the development of a real-time detection system that could
practically implement this approach in live social media monitoring or content moderation
scenarios was not feasible within the available timeframe.

These limitations highlight important directions for future work. Developing an ef-
ficient real-time implementation would require addressing computational optimization
challenges and creating appropriate deployment infrastructure.

Despite these constraints, the positive fine-tuning and testing results provide a solid
foundation for future research in automated health misinformation detection. The work
demonstrates that fine-tuning modern transformer architectures on specialized health
datasets is a viable approach for building effective misinformation detection systems. With
additional development time, this approach could potentially be scaled into practical tools
for combating the spread of health misinformation across digital platforms, contributing

to public health protection efforts in our increasingly connected world.
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