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ABSTRACT

Complex distributed networks have made remote access authentication a signifi-
cant part of network architecture in order to deliver sensitive data with the appro-
priate protection over the public internet to the authorized parties. Authentication
is one of the important services since it affects the confidentiality and integrity
of data. The classic authentication mechanism based on the username/password
combination is no longer enough in the time of fast and strong crack software.
The solution is to add an extra layer of authentication factors. In this project,
our objective is to design and implement a strong authentication architecture by
binding two strategies, the open authentication OATH one-time password mech-
anism, and the VPN SSL technology. For the OATH-OTP, we chose to develop
an OATH TOTP applications, and we set up a VPN SSL tunnel using the ASA
firewall. As a result, we achieve our purpose, tho the project could not be realized
in a real network, we implement it using a simulation tool.

Keywords— OTP, OATH, HOTP, TOTP, ASA , VPN SSL, 2FA, QRcode,
Strong authentication.



RÉSUMÉ

Les réseaux distribués complexes ont fait de l’authentification d’accès à distance
une partie importante de l’architecture réseau, afin de fournir des données sensi-
bles avec la protection appropriée a trevers le reseau public d i’internet aux parties
autorisées. L’authentification est l’un des services importants car elle affecte la
confidentialité et l’intégrité des données. Le mécanisme d’authentification clas-
sique basé sur la combinaison nom d’utilisateur et mot de passe ne suffit plus au
temps de rapide et fort logiciel de crack. La solution consiste à ajouter une couche
supplémentaire de facteurs d’authentification. Dans ce projet, notre objectif est
de concevoir et de mettre en œuvre une architecture d’authentification forte par
combiner deux stratégies, l’authentification ouverte OATH-mot de passe a usage
unique, et la technologie VPN SSL. Pour l’OATH-OTP, nous a choisi de dévelop-
per une application OATH TOTP, et nous avons mis en place un tunnel VPN SSL
en utilisant le pare-feu ASA. En conséquence, nous atteignons notre objectif, bien
que le projet puisse pas être réalisé dans un réseau réel, nous l’implémentons à
l’aide d’un outil de simulation.
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INTRODUCTION

Information security has been among the laboratory’s research interests for many
years, and as much as information systems data access has changed over time, some
challenges have appeared facing authentication authorization and access control.
Most enterprises reach for taking control of the organization’s security in terms of
authentication and remote access workforce.
With the increase of cybersecurity threats nowadays, the process of ensuring that
only the right people get access to the proper information has become much more
pervasive, complicated, and essential. A standard password is a usual approach
to authenticate the user’s login. But users often create simple and easy to remem-
ber passwords, which makes them vulnerable to a set of cyberattacks and easy
to steal, which can be a real security issue for enterprises trying to remote users
access their network.
In the early 2000s, the death of the password - as a single measure of account
protection - was predicted by Bill Gates. The passwords are the oldest single-
factor authentication method used with computing systems since 1961 when the
first computer system implemented a password login. Over the last few decades,
several solutions were provided in order to improve access control, strong authen-
tication has become a popular term in the cybersecurity industry, including the
use of open authentication (OATH) and VPNs.
OATH is presenting solutions that allow for trusted, universal authentication,
adopting open standards to improve the approval of strong authentication solu-
tions that simplify the use and progress appropriation of two-factor authentication.
VPNs allow the creation of a secure connection to another internal network re-
sources across the internet.
Due to the COVID-19 situation - the quarantine imposing for 2020-, many com-
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panies are encouraging the work from home, which enforces the need for better
remote access policies. In this thesis, we provide a trusted authentication archi-
tecture for remote access users by binding the oath OTP (TOTP) solution with
VPN SSL.
The principal objective of this project is to strengthen the authenticate to Privi-
leged Access Service by implementing a two-factor authentication java application
based on OATH and set up remote access to internal resources using Cisco ASA
VPN SSL.
In addition to the general introduction and the general conclusion, we have sub-
divided this work into six chapters: In the first and second chapter, we cite re-
lated literature to our work and the information system security in general, in the
third chapter, we present the conception of the strong authentication architecture
proposed, and in the fourth and fifth chapters, we indicate the implementation
process. Next in the sixth chapter, we will discuss the interpretation of the result
we achieve.
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INFORMATION SYSTEM SECURITY

1.1 OSI Security Architecture

The IETF Internet Security Glossary; published in RFC 2828; defines the security
architecture as "a plan and set of principles that describe (a) the security services
that a system is required to provide to meet the needs of its users, (b) the sys-
tem elements required to implement the services, and (c) the performance levels
required in the elements to deal with the threat environment". The OSI security
architecture focuses on security attacks, mechanisms, and services. These can be
defined as:

• Security service: A processing or communication service that improves the
security of the data processing systems and the information transfers of an
organization.

• Security mechanism: A process (or a device ) that is designed to detect,
prevent, or recover from a security attack.

• Security attack: Any activity that endangers the security of information
owned by an organization.

1.1.1 Security Services

The OSI security architecture divides security services into five classes :

1.1.1.1 Authentication Services

Authentication service provides the authentication of a communicating peer entity
or data origin:
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1. A peer entity authentication service verifies that the peer entity is what it
claims to be, which assurance that an entity is not attempting to masquerade
or performing an unauthorized replay.

2. A data origin authentication service verifies the source of data received dur-
ing data exchange. The data origin authentication service must be com-
plemented with a data integrity service to provide protection against the
duplication or modification of data units.

Authentication services are necessary for the management of authorization, access
control, and accountability services.

1.1.1.2 Access Control Services

Access control services’ purpose is to guard system resources against unauthorized
use. Access control services are related to authentication services; a user or process
must be authenticated before an access control service can be performed.

1.1.1.3 Data Confidentiality Services

Data confidentiality refers to that data is not accessible or exposed to unautho-
rized individuals, entities, or processes. Confidentiality services protect data from
unauthorized access. There are various forms of such services:

• A connection confidentiality service provides confidentiality for all data ex-
change across the network.

• A connectionless confidentiality service provides confidentiality for different
data units.

• A selective field confidentiality service affords confidentiality for some fields
within individual data units or data transmitted in a connection.

• Traffic-Flow confidentiality refers to the protection of the information that
might be derived from the observation of traffic flows.

1.1.1.4 Data Integrity Services

Integrity services protect data from unauthorized modification. There are certain
forms of such services:

• A connection integrity service with recovery provides integrity for all data
transmitted in a connection. If possible, the loss of integrity is recovered.
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• A connection integrity service without recovery is similar to a connection
integrity service with recovery, except that the loss of integrity is not recov-
ered.

• A selected field connection integrity service provides integrity for specific
fields within the data transmitted in a connection.

• A connectionless integrity service provides integrity for individual data units.

• A selected field connectionless integrity service provides integrity for specific
fields within individual data units.

1.1.1.5 Nonrepudiation Services

Nonrepudiation services are implemented to prevent an entity involved in commu-
nication from later denying having participated in all or part of the communication.
There are at least two nonrepudiation services that are relevant in practice:

• A nonrepudiation service with proof of origin provides the recipient of a
message with a proof of origin.

• A nonrepudiation service with proof of delivery provides the sender of a
message with a proof of delivery.

1.1.2 Security Mechanisms

1.1.2.1 Specific Security Mechanisms

Specific security mechanisms may be incorporated into an appropriate layer to
provide some of the security service.

1. Encipherment can be used to protect the confidentiality of data units or to
support or complement other security mechanisms.

2. Digital signature can be used to provide an electronic analog of handwritten
signatures for electronic documents.

3. Access control can be used to control access to system resources.

4. Data integrity, variety of mechanisms used to assure the integrity of a data
unit or stream of data units.

5. Authentication exchange, this mechanism intended to ensure the identity of
an entity by means of information exchange.
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6. Traffic padding, the insertion of bits into gaps in a data stream to frustrate
traffic analysis attempts.

7. Routing control by the selection of particular physically secure routes for
certain data and allows routing changes, especially when a breach of security
is suspected.

8. Notarization, the use of a trusted third party to assure certain properties of
data exchange.

1.1.2.2 Pervasive Security Mechanisms

Mechanisms that are not specific to any particular OSI security service or protocol
layer.

1. Trusted functionality, that which is perceived to be correct with respect to
some criteria.

2. Security label, the marking bound to a resource (which may be a data unit)
that names or designates the security attributes of that resource.

3. Event detection, the detection of security-relevant events.

4. Security audit trail, data collected and potentially used to facilitate a se-
curity audit, which is an independent review and examination of system
records and activities.

5. Security recovery, deals with requests from mechanisms, such as event han-
dling and management functions, and takes recovery actions.

1.1.3 Security Attack

1.1.3.1 Passive Attacks

Passive attacks are like eavesdropping on, or monitoring of communications. The
goal of the adversary is to obtain information that is being transmitted. Two types
of passive attacks are the release of message contents and traffic analysis.

1. In the release of message content, the opponent tries to obtain sensitive or
confidential information within the communication.

2. With the traffic analysis, the opponent tries to determine the location and
identity of communicating hosts, then observe the frequency and length of
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messages being exchanged. This information might be useful in suggesting
the nature of communication.

Passive attacks are extremely difficult to detect because they do not involve any
data alteration.

1.1.3.2 Active Attacks

Active attacks involve any modification of the data stream or the creation of a false
stream and can be divided into four categories: masquerade, replay, modification
of messages, and denial of service.

1. Masquerade is identity theft when one entity pretends to be a different entity.

2. Replay includes the passive capture of a data unit and its subsequent re-
transmission to produce an unauthorized effect.

3. Modification of messages includes the portion of a legitimate message is al-
tered, or that messages are delayed or reordered, to produce an unauthorized
impact.

4. The denial of service prevents or inhibits the normal performance of com-
munications facilities.

Active attacks are detectable but it is quite difficult to prevent. Instead, the goal is
to detect active attacks to facilitate recovery from any disruption or delays caused
by them.

1.2 Cryptography

Cryptography is a universal term used to define the design and analysis of mech-
anisms based on mathematical techniques that produce fundamental security ser-
vices. Cryptography is used in a generic sense, but a more formally correct term
is cryptology, which is the scientific art of cryptography (the design of such mech-
anisms) and cryptanalysis (the analysis of such mechanisms), providing solutions
for the need of reinforcing data integrity and authentication due to the rapidly
increasing of electronic communication.

1.2.1 Classes of Cryptographic Systems

There are three classes of cryptographic systems.
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Definition 1.2.1: (Unkeyed cryptosystem) An unkeyed cryptosystem is a cryp-
tographic system that uses no secret parameter.
Representatives of unkeyed cryptosystems are one-way functions (hash functions).

Definition 1.2.2: (Secret key cryptosystem) A secret key cryptosystem is a
cryptographic system that uses secret parameters that are shared between the par-
ticipating entities.

Definition 1.2.3: (Public key cryptosystem) A public key cryptosystem is a
cryptographic system that uses secret parameters that are not shared between the
participating entities.

1.2.1.1 Unkeyed Cryptosystems

Definition 1.2.4: (One-way function) A function f : X → Y is one way if f(x)
can be computed efficiently for all x ∈ X, but f−1(y) cannot be computed efficiently
for any randomly chosen y ∈ Y .

Definition 1.2.5: (Trapdoor function) A one-way function f : X → Y is a
trapdoor function (or a trapdoor one-way function, respectively) if there exists some
extra information (i.e., the trapdoor) with which f can be inverted efficiently, that
is, f−1(y) can be computed efficiently for any randomly chosen y ∈ Y .

Definition 1.2.6: (Hash function) Let ∑
in be an input alphabet and ∑

out be an
output alphabet. Any function h : ∑

in →
∑

out that can be computed efficiently is
said to be a hash function. It generates hash values of length n.

Definition 1.2.7: (Cryptographic hash function) A hash function h : ∑
in →∑

out is cryptographic if it is one way or collision resistant.

In cryptography, we are interested in hash functions with the following character-
istics:

• A hash function h is one-way or preimage resistant if it is computationally
infeasible to find an input word x ∈ ∑∗

in in with h(x) = y for any given (and
randomly chosen) output word y ∈ ∑n

out.

• A hash function h is second-preimage resistant or weak collision resistant if
it is computationally infeasible to find a second input word x′ ∈ ∑∗

in in with
x′ 6= x and h(x′) = h(x) for any given (and randomly chosen) input word
x ∈ ∑∗

in.
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• A hash function h is collision resistant or strong collision resistant if it is
computationally infeasible to find two input words x, x′ ∈ ∑∗

inin with x′ 6= x

and h(x′) = h(x).

1.2.1.2 Secret Key Cryptosystems

Definition 1.2.8: (Symmetric encryption system)A symmetric encryption sys-
tem or cipher consists of the following five components:

• a plaintext message spaceM;

• a ciphertext space C;

• a key space K;

• a family E = Ek : {k ∈ K} of (deterministic or probabilistic) encryption
functions Ek :M→ C;

• a family D = {Dk : k ∈ K}of (deterministic) decryption functions Dk :
C →M.

For every key k ∈ K and every message m ∈ M, the functions Dk and Ek

must be inverse to each other, that is, Dk(Ek(m)) = m.

Definition 1.2.9: (Block Ciphers) A block cipher operates on fixed-length groups
of bits (i.e., blocks) with an unvarying transformation (determined by the key).

Definition 1.2.10: (Stream Cipher) A stream cipher operates on individual bits
or bytes, and the actual transformation varies during the encryption process.

1.2.1.3 Public Key Cryptosystems

Definition 1.2.11: (Asymmetric encryption system) An asymmetric encryp-
tion system consists of the following three efficiently computable algorithms:

• Generate (1n) is a probabilistic key generation algorithm that takes as input
a security parameter 1n and generates as output a public key pair (consisting
of a public key k and a corresponding private key k−1).

• Encrypt (k,m) is a deterministic or probabilistic encryption algorithm that
takes as input a public key k and a plaintext message m, and that generates
as output a ciphertext c (i.e., c = Encrypt(k,m)).

• Decrypt (k−1,c) is a deterministic decryption algorithm that takes as input
a private key k−1 and a ciphertext c, and that generates as output a plaintext
message m (i.e., m = Decrypt(k−1,c)).
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1.2.2 Advanced Encryption Standard

Operation of AES

The Advanced Encryption Standard (AES) ciphers are the most popular and
widely used symmetric encryption algorithms. It comprises rounds of combined
procedures occurs in blocks of 16 characters, or, equivalently, 128 bits, the number
of rounds in AES is variable and depends on the length of the key. AES does 10
rounds for 128-bit keys, 12 rounds for 192-bit keys, and 14 rounds for 256-bit keys.
The AES ciphers algorithms includes three fundamental steps shown in Figure 1.1:

1. encryption;

2. decryption;

3. the key expansion.

Fig. 1.1: AES Process.

The S-box

The S-box is used in the Advanced Encryption Standard to transform a given
byte into another byte. The AES S-box contains 16 rows and 16 columns, each
labeled with the hexadecimal representations of the decimal numbers 0 through
15, in order. To use the S-box, first convert the input byte from binary into an
input two-digit hexadecimal number, then find an output two-digit hexadecimal
number as the entry in the S-box where the row marked with the first digit of the
input hexadecimal number, and the column marked with the second digit of the



1. Information System Security 11

input hexadecimal number. Finally, we convert this output two-digit hexadecimal
number into binary. Figure 1.2.

Fig. 1.2: The AES S-box.

AES Encryption

The plaintext are formatted in blocks of 128 bits ( 4× 4 plaintext matrix). AES
ciphers use a variety of different steps and types of operations for encryption:

1. Byte Substitution (ByteSub): The entries in an input matrix are transformed
using the S-box.

2. ShiftRow: The entries in an input matrix are shifted to the left with the
entries at the left wrapping to the right.

(a) the first row is not shifted;

(b) the second row is shifted one position to the left;

(c) the third row is shifted two positions to the left;

(d) the fourth row is shifted three positions to the left.

3. MixColumn: An input matrix is multiplied on the left by a fixed matrix M .
Figure 1.3.

4. AddRoundKey: this procedure uses the XOR operation to add to the input
matrix the key given by the key schedule for the specific round.
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Fig. 1.3: Matrix M .

AES Decryption

To decrypt a ciphertext that was created utilizing the AES encryption process, we
must use the inverses of the encryption operations:

1. InvByteSub: The entries in an input matrix are transformed using the in-
verse of the S-box.

2. InvShiftRow: The entries in an input matrix are shifted to the right by zero,
one, two, or three positions, with the entries at the right wrapping to the
left.

3. InvMixColumn: An input matrix is multiplied on the left by a fixed matrix
M−1: Figure 1.4.

4. AddRoundKey is its own inverse.

Fig. 1.4: Matrix M−1.

The key Expansion

The key Expansion process is used to generate a key schedule. The key expansion
specifies how ExpandedKey is derived from the cipher key. The total number of
bits in ExpandedKey is equal to the block length multiplied by the number of
rounds plus 1.

1.2.3 Modes of Operation

Block ciphers are extremely varied cryptographic primitives that can be used to
afford plenty of different security properties. There are three different modes,
ECB, CBC, and Counter Mode .
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1.2.3.1 Electronic Code Book Mode

In the first mode called the Electronic Code Book (ECB), we take the first block
of plaintext and encrypt it with the key to produce the first block of ciphertext.
We then take the second block of plaintext and encrypt it with the key to produce
the second block of ciphertext, and so on. Figure 1.5.
The origin of the name for this mode of operation comes from the fact that, once
the key is determined, encryption could (at least in theory) be conducted using
an enormous codebook that is consulted to attain which ciphertext block replaces
which plaintext block.

Fig. 1.5: ECB Mode.

1.2.3.2 Cipher Block Chaining Mode

In the Cipher Block Chaining (CBC) mode, each ciphertext block, as well as being
sent to the receiver, is used as an input into the encryption process of the follow-
ing plaintext block. As a result, all the ciphertext blocks are computationally
‘chained’ together. Figure 1.6.
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Fig. 1.6: CBC Mode.

1.2.3.3 Counter Mode

In this mode, we assume both the sender and receiver have access to a reliable
counter, which computes a new shared value every time a ciphertext block is ex-
changed, both sides must keep the counter synchronized. In this mode, it no
longer about encrypting the message but encrypting a counter that is used once,
The counter will be encrypted using a secret key to produce a ciphertext that will
be XORed with the original message blocks. Figure 1.7.

Fig. 1.7: Counter Mode.

1.2.4 The RSA Public Key Cryptosystem

The RSA public key cryptosystem was designed by Ron Rivest, Adi Shamir, and
Len Adleman in 1977. It was the first viable implementation of the approaches
developed by Diffie and Hellman in the previous year. As such, the RSA public key
cryptosystem allows both an asymmetric encryption system and a digital signature
system. The RSA asymmetric encryption system steps are:

• The RSA generate algorithm first randomly selects two appropriately sized
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prime numbers p and q and computes the RSA modulus n = pq, then it ran-
domly selects an integer 1 < e < φ(n) with gcd(e, φ(n)) = 1 and computes
another integer 1 < d < φ(n) with de ≡ 1(mod φ(n)) using, for example, the
Extended Euclid algorithm. d then represents the multiplicative inverse of e
modulo φ(n). The output of the algorithm is a public key pair that consists
of a public key (n, e) and a corresponding private key d.

• The RSA encrypt algorithm is deterministic. It takes as input a public
key (n, e) and a plaintext message m ∈ Zn, and it generates as output the
ciphertext c = me(mod n).

• The RSA decrypt algorithm is deterministic, too. It takes as input a pri-
vate key d and a ciphertext c, and it generates as output the corresponding
plaintext message m = cd(mod n).

Fig. 1.8: Matrix RSA Cryptosystem.

1.2.4.1 Advantages of RSA

RSA presents a few improvements that have helped in the performance of infor-
mation security management. These advantages are:

• simplification of the problem of key management;

• enhanced security of the transactions.

1.2.5 Secure Hash Algorithm-2

The SHA-2 hash standard specifies four secure hash algorithms, SHA-224, SHA-
256, SHA-384, and SHA-512. All four of the algorithms are iterative, one-way hash
functions that can treat a message to compose a hashed representation called a
message digest. Each algorithm can be described in two steps:
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1. Preprocessing includes preparing the message through the padding, parsing
the padded message into m-bit blocks, and arranging any initialization values
to be used in the hash generation.

2. The hash computation generates a message schedule from the padded mes-
sage which is used, along with functions, constants, and word operations, to
iteratively generate a series of hash values.

The final hash value generated by the hash computation is used to determine the
message digest. A message M of length l to be hashed is processed by blocks of m
bits. Each block is subdivided into 16 w-bit words for computation, the word-size
w depending on the algorithm. The most significant difference between the four
algorithms is the size of the message digest. Additionally, the algorithms differ
in terms of the size of the blocks and words of data that are used during hashing.
Table 1.1.

Algorithm Word (w) Message size (l) Block (m) Digest Security
SHA-224 32 < 264 512 224 112
SHA-256 32 < 264 512 256 128
SHA-384 32 < 2128 1024 384 192
SHA-512 32 < 2128 1024 512 256

All sizes are given in bits

Tab. 1.1: Secure Hash Algorithm Characteristics.

1.2.6 Cryptographic Hash Functions and Message Authentica-
tion Codes

Message authentication code (MAC) is a cryptographic checksum that is used to
ensure the integrity of the message during transmission. To generate a MAC,
we use either an encryption algorithm or a hashing algorithm which is generally
much faster than encryption algorithms. Furthermore, to provide confidentiality,
it’s required to encrypt the message. The MAC can be appended to the message
before encryption.
HMAC uses a hash function and a symmetric-key encryption algorithm to generate
authentication codes. The basic idea of HMAC is to embed the secret information
of the key into the data and then compute a hash value from it.
The design of the HMAC is very simple. Let h be a hash function, and let K1 and
K2 be two symmetric keys. Then the MAC on message M is computed as follows:

1. Compute the hash of K2 concatenated with the message.
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2. Compute the hash of K1 concatenated with the output of step 1.

h(k1||h(k2||M))

The security of the message authentication mechanism depends on cryptographic
characteristics of the hash function used.

1.2.7 Random Number Generators

Randomness is found everywhere in cryptography; in the generation of secret
keys, in encryption schemes, and even in the attacks on cryptosystems. Without
randomness, cryptography would be impracticable because the whole operations
would become predictable, and therefore insecure.
Using RNGs is the key to making cryptography efficient and secure. The ran-
domness comes from the environment, which is analog, chaotic, uncertain, and
so unpredictable. Randomness can’t be generated by computer-based algorithms
only. In cryptography, randomness usually comes from random number generators
(RNGs), which are software or hardware components that leverage entropy in the
analog world to produce unpredictable bits in a digital system.
RNGs can also harvest the entropy in a running operating system by drawing from
attached sensors, I/O devices, network or disk activity, system logs, running pro-
cesses, and user activities such as keypresses and mouse movement. Such system-
and human-generated activities can be a good source of entropy, but they can be
fragile and manipulated by an attacker. Also, they’re slow to yield random bits.

1.2.8 Public Key Infrastructure

Cryptographic algorithms are deployed in the network applications by using Public-
key cryptography to distribute secret keys over the open networks. PKIs consist of
one or more management entities responsible for generating, distributing, and pro-
viding ongoing support for public-key certificates. This involves a sort of different
types of entity, including:

1. CAs who are responsible for generating public key certificates under a de-
fined certification practice statement, and so that the certificates can be
interpreted subject to a defined certificate policy.

2. Registration authorities (RAs), who are bound for verifying the identities of
individuals demanding the generation of a certificate by a CA.
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3. Certificate repositories, which holds and make available public key certifi-
cates.

4. Certificate status servers, who afford on-line information about the current
status of a certificate.

The term digital certificate has been introduced to cover a larger class of objects
than just public-key certificates. A digital certificate confirms that a particular
public key belongs to a particular user.

1.2.8.1 Degital Certificates

A major task of a PKI is to provide authenticity proofs for public keys. Essential
tools that are used in such proofs are certificates.

1.2.8.2 Digital Certificates Authentication

Digital Signature Authentication

The user authenticates himself to the server by signing the challenge that sent by
the server then send it back, so the server can verify the signature with the user’s
certificate.

Exchanging Keys Authentication

In this protocol, the server encrypts a random produced secret key using the
user’s public key defined in his certificate. The user decrypts the challenge with
the private key and gets the secret key, then the user encrypts an agreed value
and sends this back to the server. The server decrypts the response and verifies
the result. If it is correct, the authentication was successful.

Mutual Authentication

In this protocol, both user and server must authenticate themselves to each other
using the protocols just described.

1.2.8.3 X.509 Certificates

The best-known standard for directory services is ITU-T X.500, X.500. X.500
is a typical ISO standard, it provides many functions, but is consequently very
complex.
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Structure of X.500

Field Description
Version Specifies the X.509 version being used (in this case V3).

Serial Number Unique identifier for the certificate.
Signature Digital signature algorithm used to sign the certificate.
Issuer Name of the creator of the certificate.
Validity Dates and times between which the certificate is valid.
Subject Name of the creator of the certificate.

Public-key Info Public-key value; Identifier of public-key algorithm.
Issuer ID Optional identifier for certificate creator.
Subject ID Optional identifier for certificate owner.

Extensions

Key usage (specifies usage restrictions);
Location of revocation information;

Identifier of policy relating to certificate;
Alternative names for owner.

Tab. 1.2: Structure of X.500.

1.3 Open Authentication OATH

The Open Authentication Reference Architecture (OATH) initiative is a group of
companies working together to help drive the adoption of open strong authentica-
tion technology across all networks. The OATH Purposes are:

• Expand secure and safe online transactions for consumers and business users
with strong 2-factor authentication.

• Leverage existing standards and create an open reference architecture for
strong authentication which users and service providers can rely upon, and
leverage to interoperate.

• Reduce the cost and complexity of adopting strong authentication solutions.

1.3.1 Authentication System

1.3.1.1 Authentication Factors

Knowledge-based

Commonly referred to as “something you know.” This method based on authen-
ticating the user access by his provided account key, which is known only by the
owner, to gain access to a service. This category includes traditional passwords.
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Possession-based

In this method, identity will be verified by using an item that only the user would
have. Such as a physical key card, or personal email account, to gain access to
the desired resources.

Inheritance-based

Referred to as “something you are.” Typically biometric characteristics, such as
a fingerprint, facial scan, or voice recognition, will be used to verify the user’s
identity.

1.3.1.2 Authentication Techniques

Single Factor Authentication (1FA)

Basically is username/password authentication, the single factor is something you
know; your password (Knowledge Authentication). In most cases, the authenti-
cation server store only the hash of the password, rather than storing the pass-
word in plaintext. Single factor authentication methods such as the basic user-
name/password combination are no longer sufficient enough, the hashes are vul-
nerable due to weak passwords because they are easy to guess, so faster password
cracking tools will match the hash quickly. Complex passwords would solve this
problem, but they are also too difficult to remain in memory.

Two-Factor Authentication (2FA)

Two-factor authentication (2FA) is the second layer of protection, an extra step
beyond username and password by adding a second authentication factor, users
must go through two layers of the authentication process, before gaining access to
an account or system. 2FA is designed to prevent unauthorized access with just a
stolen password.

Multi Factor Authentication (MFA)

Multi-factor authentication can combine two or three different factors, while two-
factor authentication is always limited to two factors. Cybersecurity community
adopting MFA due to the security threats evolution nowadays.
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1.3.2 One-time Password System

The one-time password system OTP protects the secured system from external
attacks on its authentication subsystem. The OTP system authenticates the user
using a challenge. This challenge consists of the iteration and the seed. These
values are specific to each user and were configured when the user was added to
the OTP database. OTP is calculated through a hashing algorithm to obtain the
single-use password, consequently, OTP is not vulnerable to either eavesdropping
or password replay, or to theft or password file attacks.
The process of the OTP system requires two sides: the client and the host. On
the client-side, the appropriate one-time password must be produced. On the host
side, the server must verify the one-time password and allow the secure changing
of the user’s secret passphrase.

1.3.3 HMAC-Based One-Time Password Algorithm

The HOTP algorithm is based on an increasing counter value and static symmetric
key known only to the token and the validation service. It uses the HMAC-SHA
To generate the HOTP code. The HOTP formula is as follows:

HOTP (K,C) = Truncate(HMAC − SHA−X(K,C))

• C: 8-byte counter value, the moving factor. This counter MUST be syn-
chronized between the HOTP generator (client) and the HOTP validator
(server).

• K: Shared secret between client and server; each HOTP generator has a
different and unique secret K.

The output of the HMAC-SHA calculation is a long suit of bits, we must truncate
this value to something that can be easily entered by a user by using this formula:

Finalcode = OTPmod10d

• d is the maximum number of digits that the OTP contains.

1.3.4 Time-Based One-Time Password Algorithm

TOTP is a variant of the HOTP algorithm that specifies the calculation of one-
time password value, based on a representation of the counter as a time factor.
The HOTP uses a counter shared by the server and the user. In this case, the
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problem is that the generated password is valid until it is used, besides keeping the
synchronization of the counter. TOTP adds a restriction to the generated code
that can only be used for a limited period and the synchronization based on the
Unix time epoch. The TOTP formula is:

TOTP = HOTP (SecretKey, CurrentT ime)

• SecretKey: Randomly generated password known only by server and client.

• CurrentTime: Current time in Unix time.

However, the time changes every second, which makes it impossible for a user to
transmit the code to the application. One second would be enough for the TOTP
to be no longer valid and for the server to generate a new value. This is the reason
why we use another formula to calculate the CurrentTime :

CurrentT ime = floor((unixtime(now)˘unixtime(T0))/T1)

• Unixtime(now): The current moment in unix time.

• Unixtime (T0): The Unix time at time T0 from which the count is made(
01/01/1970 at midnight).

• T1: Interval in which the TOTP is valid, generally 30 seconds.

• Floor: Function allowing to round the calculated value to an integer number.

The security and strength of this algorithm depend on the properties of the un-
derlying building block HOTP, which is a construction based on HMAC using a
hash function.

1.4 Virtual Private Network Technology

Since the advent of the Internet, network administrators have searched for ways
to leverage this low-cost to transporting data and protecting data integrity and
confidentiality while providing transparency to the end-user. This reproduced the
concept of Virtual Private Networks (VPN). A VPN is:

• Virtual, because there is no actual direct network connection between the
two (or more) communication entities.

• Private, because only the members of the group connected by the VPN
Software are allowed to read the data transferred.
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The IETF defined a number of VPN protocols, including Point-to-Point Tunneling
Protocol (PPTP), Layer 2 Forwarding (L2F) Protocol, Layer 2 Tunneling Protocol
(L2TP), Generic Routing Encapsulation (GRE) Protocol, Multiprotocol Label
Switching (MPLS) VPN, Internet Protocol Security (IPsec), and Secure Socket
Layer VPN (SSL VPN). A secure VPN satisfies the following basic requirements:

• authentication;

• confidentiality;

• message integrity.

1.4.1 VPN Protocols

Site-to-site VPN

Site-to-site protocols provide secure connections between two or more offices to
send traffic back and forth over a shared medium such as the Internet. These
connections can also be used to connect the private or semiprivate networks of
an organization with the private or semiprivate networks of another organization
across the shared medium. This excludes the need for dedicated leased lines to
connect the remote offices to the organization’s network. IPsec, GRE, and MPLS
VPN are commonly used site-to-site VPN protocols. Figure 1.9 shows a simple
IPsec VPN topology.

Fig. 1.9: IPsec Site-to-Site VPN Tunnel.

Remote Access VPN

The remote access protocols enabling the work from remote locations for mobile
users. Organizations do not need to maintain a huge pool of modems and access
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servers to provide remote users. Some commonly used remote access VPN proto-
cols are SSL VPN, IPsec, L2TP, L2TP over IPsec, and PPTP. Figure 1.10 shows
a deployment model for using remote access VPN technologies.

Fig. 1.10: Remote Access VPN Tunnel.

1.4.2 Remote Access Technologies

Nowadays organizations are reducing costs by leveraging modern technology in
their actual network infrastructure. Besides the growth of the Internet require
to provide their employees with 24/7 access to organizational resources. The
increasing amount of mobile workers and telecommuters is a significant factor in
the exponential growth of remote access technologies for giving users the illusion
of being directly connected to the corporate LAN. Table 1.3 represents several
remote access technologies exist such:

1. IPsec
IPsec is a widely used VPN technology. Because it provides protection at
the IP level (Layer 3), it can be deployed to secure communication between
a pair of gateways, a pair of host computers, or even between a gateway and
a host computer.

2. SSL VPN
Secure Socket Layer (SSL) VPN sits between the transport and applica-
tion layers of the OSI model, therefor it provides secure connectivity to the
internal resources through a web browser or a dedicated client.

3. L2TP
Layer 2 Tunneling Protocol combines features from Layer 2 Forwarding
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(L2F) from Cisco Systems and PPTP from Microsoft to add security fea-
tures and improved encapsulation that satisfies the emerging industry re-
quirements. It packages data within the Point-to-Point Protocol (PPP) and
uses registered User Datagram Protocol (UDP) port 1701 for both tunnel
negotiations and data encapsulation.

Functionality IPsec L2TP SSL VPN

VPN client Requires a third-party
client

Built into newer
Windows OSs VPN client is optional

Encryption DES, 3DES, AES MPPE
DES, 3DES,
RC4-128,

RC4-40, AES
Deployment Extensively used Rarely used Steady growth

Tab. 1.3: Remote Access VPN Technologies

1.4.3 SSL VPN

Secure Socket Layer (SSL) Virtual Private Network (VPN) technology has been
deployed rapidly in recent years because it provides universal access and low-cost
deployment and management. The SSL protocol was developed by Netscape to
promote e-commerce sites that required data encryption and user authentication.
No official standards exist for SSL VPN technologies; various vendors use different
implementations. Secure Socket Layer (SSL) VPN is the emerging remote access
technology that implements secure connectivity to the internal corporate resources
through a web browser or a dedicated client. The SSL VPN solution can be
customized to meet any business necessity. VPN SSL provides:

• Secure communication employing cryptographic algorithms: It offers confi-
dentiality, integrity, and authentication.

• Ubiquitousness: The universality of SSL/TLS offers the possibility for VPN
users to remotely access internal resources from anywhere.

• Low management cost.

• Effective operation with a firewall and NAT: SSL VPN operates on the same
port as HTTPS (TCP/443). Most Internet firewalls, proxy servers, and NAT
devices have been set up to handle TCP/443 traffic well. So there is no need
for any special consideration to transport SSL VPN traffic over the network.
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1.4.3.1 SSL TLS Protocol

OSI Layer Placement and TCP/IP Protocol Support

SSL is a platform-independent and application-independent protocol that is used
to secure TCP-based applications. It sits on top of the TCP layer, below the
application layer figure 1.11 , and acts like sockets connected by TCP connections.

Fig. 1.11: SSL and TCP/IP.
For the most common applications defined in the TCP/IP suite, such as HTTP
and Simple Mail Transfer Protocol (SMTP), measures have been set for all the
technical details to be used for SSL to secure the communications. The two well-
known examples are:

1. HTTP over SSL: Securing the web was the main driveway for designing SSL,
and HTTP is the first application-layer protocol secured by SSL.

2. Email over SSL: E-mail protocols such as SMTP, POP3, IMAP can be sup-
ported by SSL.

SSL Record Protocol and Handshake Protocols

An SSL connection is established in two main phases:

1. The handshake phase negotiates cryptographic algorithms, authenticates the
server, and establishes keys for data encryption and MAC.

2. The secure data transfer phase is under the protection of an established SSL
connection.

SSL is a layered protocol. At the lowest layer is the SSL record protocol. The
record protocol consists of several message types or protocols carrying out differ-
ent tasks.Figure 1.12.

• Record protocol: Is essentially an encapsulation protocol. It transmits var-
ious higher-level protocols and application data. The record protocol takes
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messages to be transmitted from upper-client protocols; performs the nec-
essary tasks such as fragmentation, compression, applying MAC, and en-
cryption; and then transmits the final data. It also performs the reverse
actions—decryption, verification, decompression, and reassembly—to the re-
ceiving data. The record protocol consists of four upper-layer client proto-
cols: Handshake Protocol, Alerts Protocol, Change Cipher Spec Protocol,
and Application Data Protocol.

• Handshake protocols: Are responsible for setting and resuming SSL sessions.
Three subprotocols exist:

– Handshake protocol negotiates the security attributes of an SSL session.

– Alerts protocol is a housekeeping protocol that is utilized to send alert
messages between the SSL peers. The alert messages contain errors,
exception conditions such as a bad MAC or decryption failure, or noti-
fication such as a closure of the session.

– Change cipher spec protocol is applied to signal transitions in cipher
strategies in the subsequent records.

• Application data protocol controls the transmission of upper-layer applica-
tion data.

Fig. 1.12: SSL/TLS Protocol Structure.

1.4.3.2 SSL Connection

Handshake protocols are utilized for the SSL client and server to establish the
connection:

1. Negotiate security capabilities:

• protocol version: The protocol version field defines the highest SSL
version that the client supports;
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• client random: Used to calculate the master secret and to prevent replay
attacks;

• client cipherSuite: The cipher suite specifies a collection of crypto-
graphic algorithms that are used during the SSL connection;

• compression method: Determines the compression methods supported
by the client.

2. Authentication: The client authenticates the server. Optionally, the server
can also authenticate the clients.

3. Key exchange: The two parties exchange keys or information that is needed
to generate the master keys.

4. Key derivation: The two parties derive the master secret that is next used
to produce keys used for data encryption and MAC.

1.4.4 Security Threats

SSL VPNs support users coming from any computer on the Internet, that is not
controlled by the corporate IT department, this poses a major threat to security.

1.4.4.1 Data Theft

Various types of security threats lead to data theft or password theft:

1. Browser’s cache, web browsers reserve the various web objects that users
downloaded during browsing to improve the browsing experience. The browser
cache files are physically stored on the user’s computer in predefined direc-
tories. Attackers can easily use the computer and collect the browser cache
to retrieve sensitive information.

2. The browser histories expose the user activities and internal web server struc-
ture. Similar to the browser cache, browser histories saved on unmanaged
computers that are vulnerable to data theft.

3. Documents and other types of sensitive data left on the unmanaged com-
puters are vulnerable to data theft.

4. Key loggers or Trojan horse programs.



1. Information System Security 29

1.4.4.2 Man-in-the-Middle Attacks

In this attack, the attacker uses the Address Resolution Protocol (ARP) spoofing
attack or Domain Name System (DNS) spoofing attack to the SSL VPN user.
The SSL traffic then will be redirected to the attack host that is configured with
SSL proxy software. The attacking host then acts as the destination web server
by establishing an SSL connection with the user on one side and another SSL
connection with the true destination web server on the other side.

1.4.4.3 Split Tunneling Attack

In a remote access VPN deployment, split tunneling gives the user direct access
to a public network and VPN access to a private network concurrently. Attackers
have possibilities to compromise the computer from the Internet and access to the
internal network through the VPN tunnel.

1.4.5 Cisco SSL VPN Product

1.4.5.1 Cisco ASA

Cisco 1 offers the SSL VPN functionality in some of its product offerings, including
the Cisco ASA 5500 series. Cisco ASA integrates all the firewalls, IDS, and VPN
capabilities of its current products. This provides an all-in-one solution for your
network. Incorporating all these solutions into Cisco ASA secures the network
without the need for extra overlay equipment or network alterations. Cisco ASA
was developed to respond to the many Cisco customers and network professionals
who requested the type of integration that ASA supplies in a security product.
The ASA offers two SSL VPN modes:

1. clientless mode that does not need a VPN client to be installed on the user’s
computer;

2. full tunnel mode that allows full network access.

1.4.5.2 Cisco Adaptive Security Device Manager (ASDM)

Cisco Adaptive Security Device Manager also provides an easy-to-navigate and
simple graphical interface to set up and manage the different features that the
security appliances provide. It is bundled with a variety of administration and

1Cisco Systems, an American technology company known for its computer networking prod-
ucts.
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monitoring tools to check the health of the appliance and the traffic traversing
through it.

1.4.5.3 Cisco AnyConnect VPN client

Cisco AnyConnect is a software application that can be pushed to or installed on
a user machine. The AnyConnect client is used to provide full network access to
corporate resources after the SSL VPN tunnel has been negotiated.
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PRELIMINARY STUDY

2.1 Presentation of the Host Organization

2.1.1 Description

The Bank of Algeria have been established on December 12, 1962, was endowed
with all the statutes of an issuing institution, in order to create the conditions
favorable to an orderly development of the national economy. The Central Bank
exercises the functions of issuing fiat money, directing and supervising credit, as
well as managing foreign exchange reserves.
The mission of the Algeria Bank is to maintain in the area of currency , credit,
and exchange, the most favorable conditions for the orderly development of the
economy.
The main objectives are:

• High quality of consulting services.

• Safeguarding long term liquidity.

• Security of information.

2.1.2 Organization of the Central Bank of Algeria

The Bank of Algeria is organized at the central level in:

1. Seven (7) General Directorates dealing with the departments of studies, in-
spection, and banking activities:

• General Directorate of Studies.
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• General Directorate of General Inspection.

• Directorate General of Credit and Banking Regulations.

• General Directorate of Foreign Exchange Control.

• General Management of the General Fund.

• General Directorate of External Financial Relations.

• General Management of the Network.

• Two (2) of the General Directorates managing specific aspects related
to the issuance of banknotes and banking training, these are:

– The General Management of the Hôtel des Monnaies.
– The General Directorate of the Higher School of Banking, which is

responsible for staff training and retraining function for the entire
banking sector.

2. Two (2) General Directorates responsible for administrative management
and resources of the Bank, these are:

• The General Directorate of Human Resources.

• The General Directorate of Resources Administration.

It also has a network of 48 agencies and branches, ensuring an effective presence
in each of the country’s wilayas: the agencies and branches are coordinated by
three regional offices located in the cities of Algiers, Oran, and Annaba. A staff of
nearly 3,000 agents contributes, at all levels, to the achievement of Bank objectives.
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Fig. 2.1: Source : http://www.bank-of-algeria.dz.

2.2 Specifications Notebook

The bank agrees on the functional specification paper that we suggest as we will
present it as we go.

2.2.1 Project Framework

2.2.1.1 Presentation

Strong authentication architecture is the binding of two security mechanisms to
provide 2FA for the remote users connected through a secure tunnel.

http://www.bank-of-algeria.dz.
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2.2.1.2 Context

This internship is part of an end-of-studies project to obtain a Master’s degree
in information systems security. Our training was performed within the Algeria
national Bank under the title of Strong authentication architecture. The purpose
of our project is to enable universal access to internal resources through a strong
remote access authentication architecture.
This architecture is destined essentially for the companies that want to remote
access their job, therefore the user accesses the internal resources remotely over a
secure tunnel then being authenticated through two-factor authentication.

2.2.1.3 Objectives

The objectives of this project are:

• Improve the remote access authentication.

• Provide full remote access to the internal resources through a secure tunnel.

• Create a web interface that authenticates users with 2FA.

• Provide an administration tool to manage and control the users’ account.

2.2.1.4 Target

The organization that wants to improve remote access work security.

2.2.1.5 Responsibily

The administrator is responsible for managing the users’ accounts (add, delete,
recover the non-access accounts, search and display the existed ones).
The administrator will manage the secure tunnel.

2.2.2 Functional Specification

2.2.2.1 Functional requirements

The functional requirements are presented as follows:

• Secure full remote access to the organization’s resources.

• Manage the users’ accounts with an administrator tool.

• Users inscription.
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• Authenticate users through two factors authentication.

• Recover the users’ accounts.

1. Secure full remote access

Our architecture gives the users full access to the organization’s resources-
in case the users need to use different resources- remotely through a secure
tunnel.

2. Manage the users’ accounts

In this architecture we create an administrative tool to help the admin man-
aging the user’s account, the admin is able to add, delete, display the user’s
list, search for user and, recover a user’s account.

3. Users inscription

The administrator is responsible for adding a new user by providing the
necessary information through the administrative tool. The user will be
given a secrets key that, will be used in the two factors authentication.

4. Two factors authentication

The users’ authentication passes through two factors:

• Factor one: Knowledge-based.

• Factor two: Possession-based.

5. Recover the users’ accounts

The administrator is responsible for recover the user account -in case a user
lost access to his account- by proffering a new secret key.

2.2.2.2 Non Functional requirements

Non-functional requirements are important because they indirectly affect the pro-
posed solution performance, which means that they should not be neglected, for
this the following requirements must meet:

1. reliability The application should operate consistently with satisfaction
and, without errors.

2. Errors Error messages are organized to properly facilitate the use of the
different parts of this architecture.
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3. Ergonomics and interface The architecture is adapted to the user with-
out making any effort (clear and easy to use) in terms of administration or
users’ authentication process.

4. Security Our proposed architecture objective is to improve authentication
while keeping the integrity and confidentiality of data.

5. Maintenance and reuse The proposed solution should conform to a stan-
dard and clear architecture allowing its maintenance and reuse.

6. Compatibility and portability The solution approach is easy to configure
and adaptable with most internal networks.

2.2.2.3 Graphic Design

Icon Design

We design the Icon shown in Figure 2.2 to use it in the following applications.

Fig. 2.2: Application Icon.

Model

1. Administration tool

The login interface will be as follows:
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Fig. 2.3: Model-Admin Login.

The manage users interface will be as follows:

Fig. 2.4: Model-Admin Manage Users .

2. Web interface

The web interface to authenticate users with the username/ password will
be as follows:
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Fig. 2.5: Model-user Login.

The web interface to authenticate users with the one time password will be
as follows:

Fig. 2.6: Model-user OTP Authentication.

3. OTP Generator

The interface of the one time password generator will be as follows:
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Fig. 2.7: Model-OTP Generator.

2.2.3 Technical Specification

2.2.3.1 Technologies Choice

• We chose to set up a VPN SSL tunnel.

• For the administration tool, we develop a desktop application.

• For the users authentication through the web interface,we chose those fac-
tors:

– Knowledge based by the usual username-password combination.

– Possession based by using a One-time password. We chose to develop
a mobile application to generate the second password. For the OTP
algorithm, we will be based on a timed one-time password (TOTP).

2.2.3.2 Data base

• The admin and users’ data will be stored in an internal data server.
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• The light database will used for the mobile application to generate the one
time password.

2.2.3.3 Equipment

• Cisco ASA firewall.

• Data server.

• Web server.

• Cisco routers and switches.

• An Internal and external computers.

• User smart phone.

2.2.3.4 Security

• SSL VPN uses SSL protocol and its successor the Transport Layer Security
(TLS) in order to provide a secure connection between the remote users and
the internal network resources.

• TOTP algorithm is based on a hash function To generate the one time
password.

• The OTP code generated by the TOTP algorithm is valid for a limited period
( 30 seconds) therefore is not vulnerable to the phishing attack.

• We use AES encryption to encrypt the shared secret keys within the internal
database and the light database in the mobile database.

• We use the SHA256 hash function to hash the sensitive data of the users.

2.3 Planning

To better understanding the proposed solution we use the FAST ( function analysis
system technique) diagram, showed in figure 2.8 ,to explain the required function
besides the technique solutions.
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Fig. 2.8: FAST Diagram.
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OATH-OTP ANALYZE AND CONCEPTION

the design of our information system will be done by using the UML language.
UML is the acronym for "Unified Modeling Language". UML is a visual language
composed of a set of diagrams, which give a different vision of the project.

3.1 Analyze

3.1.1 Identification of Actors

1. Administrator: This is the role responsible for managing the users’ ac-
counts. Adding, deleting, searching, display the existed users list, and re-
cover the inaccessible accounts.

2. User: A person who is already registered on our site, and has been authen-
ticated throw two-factor authentication.

3.1.2 Package Diagram

• Package � Open Authentication Data Access �

In order to give the administrator the ability to manage the users account
over the network and control them, we design the Open Authentication Data
access application.

• Package � Users Authentication Process �

In order to authenticate the users through the 2F proccess we need:

– Package � Users’ Website �
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We design a basic web interface to authenticate the user through 2F
Authentication as:

∗ knowledge-based by using the username and password combina-
tion;
∗ possession-based by using the second password generated by the

possessed application.

– Package � AuthOADA �
This is a One-time-password-generator application that generates and
displays a one-time password based on time and secret key values every
30 seconds.

Fig. 3.1: Package Diagram.
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3.1.3 Use Case Diagram-Open Authentication Data Access

Fig. 3.2: Use case Diagram Open Authentication Data Access.
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3.1.3.1 Description of Use Cases

Use case Login
Actor Administrator

Objective Authentication.

Abstract
The administrator will be authenticated before using the

features of the application by providing the username and password
combination.

Precondition The application should be configured to connect to the remote database.
The administrator should exist in the database.

Scenario

1. The system displays the login in-
terface.

2. In case that no configuration was
set to connect to the remote
database, the admin needs to set
the necessary details.

3. The admin types the username
and password in order to log in.

4. The system will verify the previ-
ous combination in case of a suc-
cessful login, the main interface
will be displayed.

Tab. 3.1: Login Case
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Use case Add User
Actor Administrator

Objective Create new user account.

Abstract

The user registration process start with an user’
order to access the internal resource, the admin supervisor the creation

of the new account for the user. The user types the necessaire
information, then get QR code that hold the secret key used to generate
the OTP, the user must scan the QR code using the OTP generator app
on his smartphone.The secret key is shared between the user and the the

authentication serevr.

Precondition The user needs to have installed the one-time
password generator on his smart phone.

Scenario

1. The system displays the Add
user interface.

2. The admin fills the fields with
the user information.

3. The system generates the QR
code that holds the shared secret
key.

4. The user scans the QR code us-
ing the phone application.

5. The admin adds the user to the
database.

Tab. 3.2: Add User Case
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Use case Delete User
Actor Administrator

Objective Delete an existing user account.

Abstract
The admin is able to delete a user account, if the

user is willing to, by providing the user’s username and password
combination.

Precondition Accord of the user.

Scenario

1. The system displays the Delete
user interface.

2. The admin fills the fields with
the user information(username
and password of the user).

3. The system verifies the input in-
formation then displays a confir-
mation dialogue in case of confir-
mation the user will be removed
from the database.

Tab. 3.3: Delete User Case

Use case Search for User
Actor Administrator

Objective Find user’ accounts.

Abstract In order to check if the user exists or not
, the admin can find the user’ account based on the user’s username.

Scenario

1. The system displays the search
for user interface.

2. The admin fills the field with the
user’ username.

3. The system displays "exist" if the
user was found in the database.

Tab. 3.4: Search for User Case



3. OATH-OTP Analyze and Conception 48

Use case Account Recovery
Actor Administrator

Objective Recover a user account.

Abstract

In case that the user lost possession of the OTP
generator, the administrator will supervise the recovery process by
providing the user’ necessary information besides assigning the user

to a new shared secret key.

Precondition The user needs to re-install the OTP generator
on the smartphone.

Scenario

1. The system displays the account
recovery interface.

2. The admin fills the fields with
the user’ information (username
and recover code) .

3. The system verifies the inputs
then generates a QR code that
holds the new shared secret key

4. The user uses the app on his
smartphone to scan the QR code

5. The system modifies the secret
key field related to the user ac-
count in the database.

Tab. 3.5: Account Recovery Case
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Use case Display users list
Actor Administrator

Objective Display the existed users’ accounts.

Abstract The administrator is able to display all the
usernames of the users registered on the database.

Scenario

1. The admin open the users list in-
terface.

2. The admin refresh the users’ list.

3. The system displays the final
users’ list.

Tab. 3.6: Display Users List Case

Use case Update password
Actor Administrator

Objective Change the admin password.
Abstract The admin can update the account password.

Scenario

1. The system displays the update
password interface.

2. The administrator provide the
old password beside the user-
name and the new password.

3. The system will verify the pre-
vious combination(username,old
password).

4. The system update the old pass-
word.

Tab. 3.7: Update Password Case
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Use case Server configuration
Actor Administrator

Objective Configure the connection to the remote database.

Abstract In order to connect to the remote data server is necessary
to provide a configuration file.

Scenario

1. The system displays the server
configuration interface.

2. The administrator provides the
necessaire information

3. The system saves the connection
information.

Tab. 3.8: Server Configuration Case

3.1.4 Use Case Users’ Websit

Fig. 3.3: Use case Diagram Users Websit.
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3.1.4.1 Description of Use Cases

Use case Login
Actor User

Objective Authentication.
Abstract The user will be authenticated through 2F authentication.

Precondition Possession of the OTP generator that is associated with this account.

Scenario

1. The user connects to the web
server and provides the user-
name/password combination.

2. The web server verifies the user
credentials. In case the user
is authenticated, the TOTP au-
thentication process will start.

3. The user types the TOTP code
shown in the TOTP generator, if
it’s valid code the user will gain
access to the account.

Tab. 3.9: Users Login Case

3.1.5 Use Case AuthOADA

Fig. 3.4: Use case Diagram AuthOADA.
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3.1.5.1 Description of Use Cases

Use case Scan QR code
Actor User

Objective Add OTP generator account.
Abstract The user scan the QRcode that holds the shared secret key.

Scenario

1. The user opens the application
and press the scan button.

2. The scan possess will launch, the
user scan the QR code.

3. The application store the secret
key and starts displaying a OTP
every 30 second

Tab. 3.10: Scan Case

Use case Get OTP
Actor User

Objective Generate OTP.
Abstract The user will get the current OTP.

Scenario
1. The user opens the application.

2. The application display the OTP
based on time and secret key.

Tab. 3.11: Get OTP Case
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3.2 Conception

3.2.1 Open Authentication Data Access Functions

3.2.1.1 Admin Login Sequence Diagram

Fig. 3.5: Sequence Diagram-Admin Login.

3.2.1.2 Add User Sequence Diagram

Fig. 3.6: Sequence Diagram-Add User.
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3.2.1.3 Delete User Sequence Diagram

Fig. 3.7: Sequence Diagram-Delete User.

3.2.1.4 Search for User Sequence Diagram

Fig. 3.8: Sequence Diagram-Search for User.
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3.2.1.5 Display Users List Sequence Diagram

Fig. 3.9: Sequence Diagram-Display Users List.

3.2.1.6 Account Recovery Sequence Diagram

Fig. 3.10: Sequence Diagram-Account Recovery.
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3.2.1.7 Update Password Sequence Diagram

Fig. 3.11: Sequence Diagram- Update Password.

3.2.1.8 Config Server Connection Sequence Diagram

Fig. 3.12: Sequence Diagram-Server Configuration.
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3.2.1.9 OADA State Diagram

In order to express the main functionally in each interface, we will use the UML
state diagram.

Fig. 3.13: OADA State Diagram- Main Interface.
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3.2.1.10 OADA State Diagram-Manage Users

Fig. 3.14: OADA Manage Users State Diagram.
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3.2.1.11 OADA State Diagram-Manage Users Edit List

Fig. 3.15: OADA Manage Users State Diagram- Edit List.
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3.2.2 Users Authentication

3.2.2.1 Web Interface Login Sequence Diagram

Fig. 3.16: Sequence Diagram- User Login.
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3.2.2.2 OTP Generator

3.2.2.3 Sequence Diagram- Scan New Code

Fig. 3.17: Sequence Diagram-Scan New Code.

3.2.2.4 Sequence Diagram-Get OTP

Fig. 3.18: Sequence Diagram-Get OTP.
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3.3 Database Conception

3.3.1 Internal Database

In this part, we will realize the class diagram which represents the schema of the
main tables of the database. In our internal database, we have two tables as shown
follows:

Fig. 3.19: Class Diagram-Internal Database.

3.3.2 Mobile Database

In this part, we will realize the class diagram which represents the schema mobile
light database that contains only one table holding the shared secret key used to
calculate the OTP.

Fig. 3.20: Class Diagram-Mobile Database.
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STRONG AUTHENTICATION ARCHITECTURE - OTP
MECHANISM IMPLEMENTATION

4.1 Software Used

NetBeans

NetBeans IDE has a range of new tools for HTML5/JavaScript, in particular
for Node.js, KnockoutJS, and AngularJS; enhancements that further improve its
support for Maven and Java EE with PrimeFaces; and improvements to PHP and
C/C++ support. More information in the Netbeans official site.
In this project, we use the NetBeans IDE to develop our java applications, besides
the implementation of the basic authentication web interface. We are using the
zxing and Qrgen library to manage the QR code.

Android Studio

Android Studio is the official Integrated Development Environment (IDE) for An-
droid app development, Android Studio offers features that enhance productivity
when building Android apps. We use Android Studio to develop our android ap-
plication that will generate the TOTP code. More details in the Android Studio
wep page.

Inno Setup

Inno Setup is free software for creating installers for Windows. We use it to create
an installer for our java application.

https://fr.netbeans.org
https://developer.android.com
https://developer.android.com
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4.2 OADA Administrator Tool Realization

Login interface

Fig. 4.1: Login Interface.

Mange Users

Fig. 4.2: Manage Users Interface.
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Add Users

Fig. 4.3: Add new User Interface.

Delete Users

Fig. 4.4: Delete User Interface.



4. Strong Authentication Architecture - OTP Mechanism Implementation 66

Search Users

Fig. 4.5: Search for User Interface.

Recover User account

Fig. 4.6: Recover User account Interface.
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Display Users list

Fig. 4.7: Display users list Interface.

Server Configuration

The configuration to create a connection to the data server over the network:

• HOST: The hostname of the server, usually the IP address.

• DATABASE: The database name(oathdatabase).

• USER: The database user.

• PASSWORD: The password registered for the database user.

Fig. 4.8: Server Configuration Interface.
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Documentation

Fig. 4.9: Document Interface.

4.2.1 Data Server configuration

4.2.2 OADA Installer

We use Inno setup software to create the application installer, the Figure 4.10
represents the Inno setup installer file code source. After compiling the file it
generates the installer shown in Figure 4.11.

Fig. 4.10: Inno-setup File .
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Fig. 4.11: OADA Launcher.

4.3 User Authentication

4.3.1 Web Site Realization

We develope our web interface useing HTML, CSS and the java Servlet.

Authentication Interface

Contains:

• Textfield ’USERNAME’.

• Textfield ’PASSWORD’.

• Button ’LOGIN’.

Fig. 4.12: Login Interface.

OTP Authentication Interface

We implement this class to authenticate the user based on the one time password.
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Fig. 4.13: OTP Authentication Interface.

4.3.2 OTP Generator Application Realization

Main interface

Fig. 4.14: OTP Generator Application.
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OTP Generator Scanner

Fig. 4.15: OTP Generator Application Scaner.



5

STRONG AUTHENTICATION
ARCHITECTURE-SETUP VPN SSL TUNNEL

5.1 Network Topology

In order to virtualize remote access using VPN SSL, we create the topology showed
in Figure 5.1. This topology will be established using the GNS3 software. The
sorts of equipment used are:

1. Cisco ASA Firewall: We will use the Anyconnect VPN tool provided by the
ASA firewall.

2. Apache Tomcat: We create our web site by using the java servlet, therefore
we use the Apache Tomcat server as servlet container.

3. MySQL server: We use My SQL server to store and manage data.

4. The administrator device contains the OADA administrator tools that man-
age the users’ accounts and the ASDM to manage the Cisco ASA.

5. Cisco router.

6. Gns3 cloud to bridge our lab to the real world’s internet connection.
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Fig. 5.1: The Topology of VPN SSL Tunnel.

The software used to enable and manage VPN SSL are:

• the ASA Version 9.8(1);

• the ASDM Version 7.8(1);

• the AnyConnect windows client Version 4.8.

The ASA firewall will be configured with three interfaces, the interface connected
to the administrator device is configured as the inside interface which means that
the security level for this interface is 100, the highest level. The interface connected
to the internet is configured as an outside interface so it’s an untrusted interface
with the security level of 0, the third interface connected to our resources is con-
figured as DMZ with the security level of 50. The ASA traffic policies are:

• the ASA allows the flow of traffic from a higher security level to a lower
security level;

• the lower security level (outside or DMZ) traffic to the higher security level
is denied by the ASA firewall.

The VPN SSL connection will set on the outside interface. We configure the
Anyconnect using the ASDM tool installed on the administrator device.
So to gain access, the user will go through the process presented in Figure ?? as
follows:

1. connecting the ASA firewall and download the AnyConnect client software;
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2. connecting to the webserver through the VPN SSL tunnel;

3. pass the two-factor; the username/password authentication besides the TOTP
authentication, to gain access.

5.2 Software Used

GNS3

GNS3 (Graphical Network Simulator) is a cross-platform graphical network simu-
lator that simulates complex networks as close as possible to the way real networks
perform. All of this without having dedicated network hardware. GNS3’s graphi-
cal interface allows you to create virtualized network labs with a variety of routers,
switches, and PCs, and Cisco IOS. GNS3 uses a backend hypervisor application
to emulate the hardware that runs Cisco IOS. Because only the hardware is emu-
lated, you run an actual IOS image file on your PC. In this project, we use GNS3
to simulate the whole process. More information in GNS3 web site.

Vmware Workstation Pro

VMware Workstation Pro is the industry standard for running multiple operating
systems as virtual machines (VMs) on a single Linux or Windows PC. IT pro-
fessionals, developers, and businesses who build, test, or demo software for any
device, platform, or cloud rely on Workstation Pro. We use the Vmware Work-
station to create the users’ computers and to run the GNS3 VM to virtualize the
internal network devices. The Vmware web site provides more information.

5.3 The GNS3 Envirenment

5.3.1 The GNS3 VM Configuration

GNS3 VM requirements:

1. 1.5 GHz processor;

2. 4GB RAM;

3. 250MB free disk space.

https://www.gns3.com
https://www.vmware.com
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Fig. 5.2: GNS3 VM Configuration.

We are using the VM bridged network 1 for GNS3 VM.

Fig. 5.3: GNS3 VM.

5.3.2 Establishing Network Topology

We create a network present in Figure 5.4. The Apache web server is hosted on the
windows appliance machine. The MySQL server is installed on the Linux server
appliance.

The Inside interface will be signed to the 10.11.11.0/24 network address. The
DMZ interface is connected to the cisco router through the 192.168.4.10/24 net-
work address, the cisco router connects this network to the internal resource net-
work under the 10.3.3.0/24 network address.
The ASA firewall will be configured to use the Google public DNS server under

1Bridged networking connects a virtual machine to a network using the host computer’s
Ethernet adapter.
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the primary of 8.8.8.8 and to commit ICMP traffic. Also, we configure a user to
enable ASA configuration through ASDM.

Fig. 5.4: GNS3 Network Topology.

5.3.2.1 Configure the ASA Firewall

• The configuration of the ASA interfaces.

Fig. 5.5: GNS3 ASA Interfaces Configuration.

Fig. 5.6: GNS3 ASA Interfaces Parameters Configuration.
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• Configure the ASA rout table.

Fig. 5.7: GNS3 ASA Rout Table Configuration.

• Configure the ASA DNS.

Fig. 5.8: GNS3 ASA DNS Configuration.

5.3.2.2 Configure the Router

• The router configuration.

Fig. 5.9: GNS3 Router Configuration.

• The router rout table.
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Fig. 5.10: GNS3 Router Routing Configuration.

5.3.2.3 GNS3 Cloud Connection

We use the Ethernet adapter of the GNS3 VM to connect the cloud node to the
network.

Fig. 5.11: GNS3 Cloud Configuration.

5.3.2.4 The VPCs Configuration

1. PcAdmin ( Windows QEMU) configuration.
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Fig. 5.12: GNS3 PcAdmin Configuration.

2. Data server (Linux server QEMU) configuration.

Fig. 5.13: GNS3 Linux QEMU Configuration.

3. Web server ( Windows QEMU) configuration.
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Fig. 5.14: GNS3 Windows QEMU Configuration.

5.3.2.5 ASDM Installation

1. Connect the ASA firewall.

Fig. 5.15: GNS3 ASA ASDM.

2. Download java run-time.
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Fig. 5.16: GNS3 ASA ASDM JAVA Instalation.

3. Download ASDM.

4. Launch ASDM.

Fig. 5.17: GNS3 ASA ASDM Connect.
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Fig. 5.18: GNS3 ASA ASDM Interface.

5. Enable the ICMP protocol.
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Fig. 5.19: GNS3 ASA ASDM ICMP Enabling.

5.3.2.6 Web Server Configuration

Deploy the web application in the Tomcat server in the GNS3 Windows QEMU.
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Fig. 5.20: Web Application Deployment.

5.3.2.7 Database Configuration

Described in section ??

5.3.2.8 AnyConnect Configuration

1. We log into the ASDM and launch the Configuration Wizard.

Fig. 5.21: ASDM Interface
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2. We enter the Connection Profile Name and choose the interface on which
the VPN will be achieved.

Fig. 5.22: AnyConnect Wizard Interface

3. Enable Secure Sockets Layer (SSL) and add the activate certificate.

Fig. 5.23: AnyConnect Wizard Interface Enable SSL

4. We add the AnyConnect Client image (.pkg file).
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Fig. 5.24: AnyConnect Wizard Interface AnyConnect Client image

5. We chose the local user database for authentication.

Fig. 5.25: AnyConnect Wizard Interface AAA Server

6. For the SAML Configuration. we leave the default settings for a SAML and
the authentication method.



5. Strong Authentication Architecture-Setup VPN SSL Tunnel 87

Fig. 5.26: AnyConnect Wizard Interface SAML Configuration

7. We configure the address pool for the VPN client.

Fig. 5.27: AnyConnect Wizard Interface AnyConnect Address Pool

8. We configure the DNS server.
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Fig. 5.28: AnyConnect Wizard Interface AnyConnect DNS

9. AnyConnect Profile created.

Fig. 5.29: AnyConnect Profile



6

RESULT AND INTERPRETATION

6.1 OADA Application

6.1.1 OADA Instalation Process

1. Launch the installer file.

Instalation Process.

2. Chose installation language.

Instalation Process.

3. Agree on license and chose installation folder.
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Fig. 6.1: Instalation Process.

4. Create a desktop shortcut and valid installation.

Instalation Process.

5. At the end of the installation, we display some information about configur-
ing the database.
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Instalation Process.

6. Run The application desktop shortcut.

Instalation Process.

6.1.2 OADA Application Examination

1. Main interface.

Fig. 6.2: OADA Application.

2. Provide the necessaire configuration to connect the database by selecting
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server configuration from the edit list.

Fig. 6.3: OADA Server Configuration Interface.

3. Login.

Fig. 6.4: OADA Application Login Interface.

4. Manage user interface.

Fig. 6.5: OADA Application Manage Users Interface.
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5. Add user.

(a) type user information;

Fig. 6.6: OADA Application ADD Users Interface.

(b) get the QR code;

Fig. 6.7: OADA Application ADD Users Interface Generate QR-
code.

6. Show users list by clicking the refresh button.
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Fig. 6.8: OADA Application Users List Interface .

7. Search for a user by username.

(a) user exists;

Fig. 6.9: OADA Application Find Users- Exist .
(b) user does not exist.

Fig. 6.10: OADA Application Find Users-Does not Exist .

8. Delete user.
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(a) username/password invalid;

Fig. 6.11: OADA Application Delete Users-Invalid User/Password
.

(b) username/password valid.

Fig. 6.12: OADA Application Delete Users-Valid User/Password
.

9. Help List.

(a) About;

Fig. 6.13: OADA Application About .
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(b) Docs.

Fig. 6.14: OADA Application Docs .

6.2 VPN SSL Connection

1. Connect the ASA firewall, chose the group and type the username/password.

Fig. 6.15: ASA Connection.

2. Download AnyConnect software.
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Fig. 6.16: Download AnyConnect.

3. Install AnyConnect software.

Fig. 6.17: Instalation of AnyConnect.

4. Enable VPN SSL connection.
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Fig. 6.18: VPN SSL Conection.

5. Obtain an IP address from the configured pool.

Fig. 6.19: IP Address.

6.3 User Authentication

(a) Install the android application, and scan the QR code that has been
provided while the creating account process.
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Fig. 6.20: AuthOADA Android App.

(b) Connect to the webserver and provide valid Username/Password.

Fig. 6.21: Web Login Interface.

(c) Type the OTP generated from the AuthOADA android application.
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Fig. 6.22: Web TOTP Authentication Interface.

Fig. 6.23: OTP Code.
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(d) Valid TOTP code.

Fig. 6.24: Web Profile Servlet.

(e) Inalid TOTP code.

Fig. 6.25: Access Denied Servlet.

6.4 Results Discussion

In this project, we implement a strong authentication architecture based on the two
approaches, the open authentication, and VPN SSL. First. We start by developing
the oath methodologies, so we develop a basic function to perform this operation
and then adopt them into the different environments; a basic web interface to
authenticate the user, an android application to generate the TOTP code, and java
application for administration purposes. Second, we create a VPN SSL tunnel over
the ASA AnyConnect. Finally, We tested and validate the whole process therefore
we confirmed that our theory and the demand correspond well to what we have
achieved.



CONCLUSION

In this project, we implement a strong authentication project by adding extra lay-
ers of authentication to the classic username password mechanism. We bind the
TOTP authentication with the VPN SSL technology that secures data exchange
and adds an additional layer of the authentication process.
We create a basic web interface to authenticate the user through the two-factor
authentication, the username/ password authentication then the TOTP authen-
tication, the TOTP code is generated with the android application that we de-
veloped, besides a java application for administration features such as add new
user, delete the user and search for a user. The VPN SSL tunnel was created
using the ASA AnyConnect, and tho this nowadays conditions, we are not able to
bring down this proposed architecture to a real network, tho it was planned for a
traineeship in the Algeria Bank, so the network is simulated using the GNS3 tool,
and no signed and activated certificate was provided and no group policies were
presented.
It is possible to improve security by adding extra features to the architecture,
such an alert that notifies the user in case the username/password authentication
is validated, but the TOTP code authentication is not valid, also an alert based
on the GPS could be added to the TOTP android generator, several of security
features could be added to this project. Our purpose to create extra TOTP factor
authentication inside a VPN SSL tunnel is achieved.



ANNEX

AES

In this program, we use AES-128 bit (16 bytes) as follows:

AES-key Derivation

Fig. 6.26: AES Key Derivation .

AES Encrypt

Fig. 6.27: AES Encrypt Code.

AES Decrypt

To perform a decrypt operation, we change the opmode to DECRYPT_MODE.
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Fig. 6.28: AES Decrypt Code.

SHA-256

Java provides inbuilt MessageDigest 1 class for SHA-256 hashing:

1. We use the digest() method calculate message digest of an input and return
array of byte;

2. Convert the byte array to string of hex digits.

Fig. 6.29: SHA-256 HASH Code.

HMac

We implement the Hmac function as follows:

Fig. 6.30: HMac Code.

1This MessageDigest class provides applications the functionality of a message digest algo-
rithm, such as SHA-1 or SHA-256.
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Database Connection

We use the following MySQLAccess.java code to connect the database over the
JDBC driver for MySQL.

Fig. 6.31: Conect to Database.

TOTP Function Implementation

We implement the TOTP function Figure 6.32 based on this formula:

TOTP = HOTP (SecretKey, CurrentT ime)

• SecretKey is the shared key between user and server;

• CurrentTime is calculated by the following formula:

CurrentT ime = floor(Unixepoch/30)

Fig. 6.32: TOTP Function.

Fig. 6.33: CurrentTime unixEpoch.
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Fig. 6.34: Getdecimal Function.
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